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Introduction

Introduction

This PhD is a part of an Airbus project: @MOST. Our research group
is constituted of researchers and PhD students from four French
laboratories, IRIT, LAAS, ONERA and ISAE. The main objectives are

@ To ensure the safety of the aircraft.

@ To ensure the operationability of the aircraft.

@ To optimize the maintenance schedule.
At present, safety analysis are carried out by means of fault-tree
analysis from the models of the system under study. We are
interested in the method of probability evaluation of fault-trees
through Binary Decision Diagrams (BDDs).

@ Extend the safety models to operationability models

@ Make the difference between:

e Variability (probabilities)
@ Lack of information (intervals, sets...)
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Operationability Vs. Safety

Safety model Operationability model
Goal Certification Decision making
Queries Safety (Probability of a Safety

catastrophic event < 1079....)
Operationability (Any component C
important for mission should be
available at a time t)
Mission (The aircraft is able
to make the next flight)
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Safety Boolean methods

Safety Boolean methods

One of the objectives of safety analysis is to evaluate the probabilities
of dreadful events.

Analytical approach

Dreadful event is described as a Boolean function F of atomic events.
Its probability is computed from the knowledge of the probabilities of
atomic events.

In a Boolean model of a system:

o represents the of an elementary component (Ok,
failed, ...)

o describe the as function
of those variables.
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Safety Boolean methods ‘

Fault-tree

Brake Fails

Actuators fail

Sensors fail Control fails

Figure: F=AV (SAC)
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Safety Boolean methods

Mathematical problem

A set of propositional variables vi, ..., v,.

Probabilities py, . . ., pn attached to these variables.

Given a formula F expressed in terms of v4,.. ., v, via VV(or), A (and),
and — (negation), find (bounds for) P(F) under various assumptions.

@ Variables are and the p;’s are :then P(F) is
precise, and methods exist.

o of variables and the p;’s are
then find optimal bounds for P(F). (Fréchet bounds:
max(0, P(a) + P(b) — 1) < P(a, b) < min(P(a), P(b)))
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Safety Boolean methods

Mathematical problem

@ Variables are and the p;’'s are only known to live in
[ai, bi]: then find optimal bounds for P(F).

@ The two previous cases together

@ Dependencies between variables are known via a
with imprecise probabilities on atoms and ill-known
conditional probabilities.

@ More general queries than computing P(F) (For example verify that
P(F) is under a certain value, ...)
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BDD and imprecise probabilities Tt AT

Shannon Decomposition

@ Let us consider a Boolean function F on a set of variables X, and
A € X. The Shannon decomposition of F related to A is given by:

F = (AA Fa_1)V (=AA Fa) (1)

@ Recursive application of Shannon decomposition for each
variable of a function F gives a binary tree: the Shannon tree

Figure: Shannon tree of F = AV (S A C) withorder A> S > C
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Shannon tree

@ Each node of this tree is an if-then-else (ite) operator: contains

A; and has .
@ One edge points towards the Fa-1 and the other
one towards the Fa—o.
@ The leaves of the tree are the 0 or 1 of the formula.
@ Expression obtained by the of variables going down
from the root to a leaf 1 is a minterm, and the of all

those minterms gives the formula.

This representation of a formula is exponential in memory space: that
is the reason why Binary decision diagrams are introduced.
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BDD and imprecise probabilities

Binary Decision Diagrams

Binary decision diagrams

They reduce the size of the Shannon tree by means of two reduction
rules:
@ R1: Isomorphic subtrees are merged into a ¥ ]
single one. E/@ e i ke
@ R2: A node, both outward edges of which point E o
to the same node, is useless and should be
deleted.

When we apply those two rules as
often as necessary, we obtain the
BDD associated to the formula.

Figure: BDD of F = AV (S A C)



BDDs

BDD and imprecise probabilities Tt AT

Binary Decision Diagrams

@ ABDDis a without cycles.
@ For a given order of variables, it is up to an isomorphism.

@ The size of the BDD is directly linked to the order of the
variables: some heuristics can be used to optimize it.

@ Each path from the root to terminal node 1 can be seen as a
of literals, and the of all those paths gives
a representation of the formula. A variable can be either present
(in a positive or negative polarity) in a path, or absent:

@ A variable is present in a positive polarity if the path contains the
of a node labeled by this variable.
e A variable is present in a negative polarity if the path contains the
of a node labeled by this variable
@ A variable is absent if the path doesn’t contain a node labeled by
this variable.
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Probability computation from BDD

@ Computation from Shannon decomposition:
Fa—o and Fs—4 are mutually exclusive, so the probability of the

formula F is:

P(F) = (1 - P(A)) x P(Fa=o) + P(A) x P(Fa=1) (2)

° of the formula on each
variable gives probability of P(F) from probabilities PiA)
of its atoms: Q
Q@ |
P(F)=> [ II PA) IT a-P@A) ® U
PEP Ay A€ty :

BDD-based FT analysis with intervals
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Basics about Interval Analysis

@ Developed by mathematicians since the 1950s and 1960s as an
approach to put bounds on rounding or measurement errors in

mathematical computation.
@ Can also be used to represent some

Use an interval instead of a precise value for variables of some
function: find the range f and f of a function f of n variables
{X1, ..., Xn}, knowing the intervals containing the variables:

X1 € [X1,X1], ..o Xn € [Xn, Xn]
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Interval arithmetic

@ Basic operations of interval arithmetic generally used are: (for
two intervals [a,b] and [c,d] subsets of R)

Addition : [a, b] + [c,d] = [a+ ¢, b+ d] (4)
Subtraction : [a,b] — [c,d] =[a— d,b — (] (5)
Multiplication : [a, b] x[c, d] = [min(ac, ad, bc, bd), max(ac, ad, bc, bd)]
(6)
[a, b] ..aabb aabb
Division : [c, ] [m/n(C P d) max(C FTS d)] (7)

@ The major limitation in the application of this the
: the dependency problem. It comes from the
in the expression of a function = difficulties
for exact range computation.
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lllustration of dependency problem

@ lllustration of this problem: we consider the formula of the
equivalence F =A< B=(AAB) Vv (-AA-B)

@ Compute the range [f, ] of P(F). B
We know: P(A) = a < [a,3] and P(B) = b € [b, b], with [a, 8] and
[b, b] includes in [0, 1].
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Computation with Interval Arithmetic

@ P(F)=axb+(1—-a)(1-b)
By applying naive interval arithmetic will get:
P(F) € [ab,ab] + (1 — [a,3])(1 — [b, b])
< P(F) ¢ [ab,ab] +[1 —a,1 —a] x [1 —b,1—b])
& P(F) eab+ (1 —2a)(1 —b),ab+ (1 - a)(1 - b)]
[ [a,3] = [0.3,0.8] and [b, b] = [0.4,0.6]
give that P(F) € [0.2,0.9].
@ This result is wrong because we use two different values of a
same variable: a and 3@ for a, b and b for b.
(P(F) = ab+ (1 —a)(1 — b) for example).
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Interval analysis

@ For a continuous function 7, with x; € [x;, Xj], the image of a set of
intervals 7([x1,X1], ..., [Xn, Xa]) is an interval.

@ One way to solve the dependency problem is to
f(x1, ..., Xn) in such a way that variables appear only once in the
expression.

@ Unfortunately, it is not always possible, hence we must analyze
the monotonicity of the function.

@ A function f is said to be locally monotonic if the function
obtained by fixing all variables x; but one is monotonic with
respect to the remaining variable x;, j # i.

@ The extrema of a function f are attained at the
boundaries of the domain of x; (i.e. 2 possibilities, x; and xj, for
each x;).
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Monotonicity of Boolean formula

o If a variable A appears in a Boolean function F, its
monotonicity with respect to A is known:
o it will increase if A appearsin a way = we use A for F and
Afor F.
o it will decrease if it appears in a way (-A) = we use A for
F and Afor F.
@ More generally, if a variable A appears several times, but
(resp. ) literal, then F is increasing (resp.
decreasing) with respect to A.
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Monotonicity of the probability of a BDD representation

@ Probability of a Boolean formula is , it can be
easily proved by using the formula of Shannon decomposition.
Formula (2) can be written as:

P(F) = P(Fa=o) + P(A) x [P(Fa=1) — P(Fa=0)] (8)

@ Hence, the formula of probability computation from a BDD is

P(F)=> [ I PA) TI (0 —PA) 9)

pe Ai€<<27p+ AjE,pr7
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About non-monotonic functions

@ Given nintervals [x;, X;],i = 1..n, the n-uple of values in the set
X = xi{x;, X;} is called a configuration. The extrema
configurations z;,j = 1..2", obtained by selecting for each value
one interval end, define the set H = x;{x;, X;}, where z; has the
form (x{",..x5"), cn € {0, 1} with x° = x; and x/ = X; and
| H |=2".

@ The range [f, f] of a locally monotonic function
f([x1,X1], ..., [Xa, Xn]) can be obtained by testing the

of the x;’s and taking the extremal values:
[f, f] = [min{f(z;)}, max{f(z)}].
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Example of computation by exploring all configurations

Let us go back to our previous example of equivalence <:
P(F)=axb+(1-a)(1-b)
@ The function is not monotonic but locally monotonic so we can
compute the exact range by exploring the 22 configurations:
@ z1:(a,b),Py(F)=axb+(1—a)(1—b)=03x04+0.7x0.6=0.54

@ 2 :(a,b),P,p(F)=axb+(1-a)(1-b)=03x06+0.7x0.4 =046
® z3:(3,b),PH(F)=axb+(1-3)(1—-b)=08x04+0.2x0.6=0.44

® z,:(3,b),P,(F)=axb+(1-a)(1—-b)=08x06+0.2x0.4 =056
@ The extrema are obtained for the configurations z3 and z4 so
result is P(F) € [0.44,0.56]: much tighter than the previous one.
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Algorithm implementation

Algorithm

@ This algorithm is able to compute the exact bounds of the
probability of a Boolean function, given the interval ranges of its
atomic probabilities.

Algorithm attributes

Input: Boolean formula of a dreadful event F
Output: Range of P(F), i.e. [Pr.lb, Pr.up]
Each variable v of F is characterized by:

@ its probability interval [v./b, v.up] (the lower/upper bounds)

e its value in a path: path.value (=0 if the variable appears as a positive
literal in this path, =1 otherwise)

o its typetype € {Cat1,Cat2,Cat3}
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N : : Example
Algorithm implementation ampie

Algorithm

Three main steps:

@ o Parsing of the Fault-tree in Aralia format to get Boolean formula F.
@ Compute the associated BDD with CUDD and BuDDy libraries.
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N : : Example
Algorithm implementation ampie

Algorithm

Three main steps:

@ o Parsing of the Fault-tree in Aralia format to get Boolean formula F.
@ Compute the associated BDD with CUDD and BuDDy libraries.

@ o Split the variables into three categories:
— Cat1: Variables that only appear positively in the Boolean formula, i.e.
the formula increase with respect to them.
— Cat2: Variables that only appear negatively in the Boolean formula, i.e.
the formula decrease with respect to them.
— Cat3: Variables that are present in the Boolean formula along with their
negation, i.e. we don’t know the monotonicity.
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Algorithm

Three main steps:

@ o Parsing of the Fault-tree in Aralia format to get Boolean formula F.
@ Compute the associated BDD with CUDD and BuDDy libraries.

@ o Split the variables into three categories:
— Cat1: Variables that only appear positively in the Boolean formula, i.e.
the formula increase with respect to them.
— Cat2: Variables that only appear negatively in the Boolean formula, i.e.
the formula decrease with respect to them.
— Cat3: Variables that are present in the Boolean formula along with their
negation, i.e. we don’t know the monotonicity.

@ o Determine the probability P(F) of all configurations z;.
e Take the extrema of those probabilities, hence get our final result
[PF.Ib, Pr.up].
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Algorithm

Algorlthm 1 Interval Analysis for BDD

Parse input file with formula F
Create a list V of variables of F with attributs /b, ub (lower/upper bound), type, path.value
Step1:
Pa = BuDDy(CUDD(formula F)) {create a BDD from F using the format of eq. ??}
P = set of paths of Pa
Step2: Split the variables in 3 categories
SplitVariables()
Step3: Compute the interval [Pmin,Pmax] of P(Pa)
Product1_2InPath()
for each i = 1 to 2°%° do
Combinationl(i)
Pmin =min(Pmin,[z]./b)
Pmax =max(Pmax,[z;].ub)
. end for

. Store the interval [Pr.Ib, Pr.ub) of P(Pa), Pr.lb =Pmin and Pr.ub=Pmax in the output file

= oo
G DI OJ OISR =+
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Algorithm

SplitVariables() {Split the variables in 3 categories}
for each variable v € V do

set v.type =0, 1 or 2 {v is Cat1, Cat2 or Cat3}

cat3 = cat3 + 1 {count number of variables Cat3 in the BDD}
end for

Product1_2InPath() {Compute for each path the products that are constant (Cat1, Cat2)}

KONCORSIICDICTEEIG N0 I=s

Combinationl(i) {Compute each element of the vector of different combinations [z], i €
{1,..2°%3} and for each combination, compute the value of the probabilities by summing
probabilities of all paths. For one combination, A=a same value of bound is used for all paths
of the BDD.}
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Algorithm implementation

Example of application on safety model

Bus_4FF

Fudder

Bus_2PP
g
M"‘ FiE ‘
2
Moo
3
Inmbj:n%
BCH
Inhib_BPS T
BES B
BPS_Y
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Example of application on safety model

@ Boolean formula of the Fault-tree in Aralia format

9.1 := ('B.loss’ & 'Bus_4PP.loss’ & 'Hyd_Y.loss’);
g.2 = ('B.loss’ & ‘Bus_4PPloss’ & 'Y.loss’);
9.3 := ('B.loss’ & 'G.loss’ & 'Hyd_Y.loss’);
g.4 = ('B.loss’ & 'G.loss’ & 'Y.loss');

9.5 := ('B.loss’ & 'Hyd_G.loss’ & 'Hyd_Y.loss’);

9.6 := (‘B.loss’ & 'Hyd_Y.loss’ & 'P1.loss’ & 'S1.active_failure’);
9.7 := (P1.loss’ & 'P2.loss’ & 'S1.hidden_failure’ & 'Y.loss’);
9.8 := (BCM.active_failure’ & '‘Bus_2PP.loss’ & 'P1.loss’ & ’S1.hidden_failure’);
9.9 := (BCM.hidden_failure’ & 'Bus_2PP.loss’ & 'Hyd_G.loss’);
g.10 := (Bus_2PPloss’ & '‘Bus_4PP.loss’ & 'Y.loss’);

g.11 := (Bus_2PPloss’ & 'G.loss’ & "Y.loss’);

g.12 := (‘Bus_2PPloss’ & 'Hyd_G.loss’ & Y.loss’);

g.13 := (‘Bus_4PPloss’ & 'Hyd_B.loss’ & 'Hyd_Y.loss’);
g.14 := (Bus_4PPloss’ & 'Hyd_B.loss’ & 'Y.loss’);

g.15 := (Bus_4PPloss’ & 'P2.loss’ & 'Y.loss’);

'F:=9.1/9.2|9.3/94/95|96|9.7/9.8/9.9|9.10|g.11|g.12|g.13|g.14 |
g.15
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Example of application on safety model

@ BDD paths obtained with BuDDy library:

p1=<B.loss:0, Bus_4PPloss:0, Hyd_Y.loss:0, Y.loss:0, P1.loss:1, S1.active_failure:1,
P2.loss:0, BCM.active_failure:1>, po= <B.loss:1, Bus_4PP.loss:0, Hyd_Y.loss:1, Y.loss:1,
Hyd_G.loss:0, P1.loss:1>, ps=< Bus_4PPloss:1, Hyd_Y.loss:1, B.loss:1,Y.loss:0, Y.loss:1,
P1.loss:0, P1.loss:0, BCM.active_failure:1>

@ The probability value of some variables are known:
o P(Hyd_iloss)= e7*
@ P(Bus_iPP)= 73
@ For some others, only the interval containing the probability
values is known:
i.[lb,ub] =[0.15,0.25],i € {Y, B, G}
Pi[lb,ub]=[0, e2],i =1..3
S1.Active_failure[lb,ub]=[0.1, 0.4]
BCM.Active_failure[lo,up]= [0.15, 0.345]
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Comparison of results

For the event Loss of the Rudder represented by F

@ Using our algorithm we obtain the interval
1 =[0.00676587,0.027529]

@ Using naive interval arithmetic and not taking into account logical
dependencies we obtain /, = [0.0309801,0.232487]

It can be noticed that the interval /; is tighter than /
(b.lb=4.58x I;.Ib and k.ub = 8.45 x I;.ub).
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Conclusion

@ Generalization of the Interval analysis to , With a-cuts.

@ Use of with imprecise failure rates, especially
exponential laws, to generate imprecise probabilities across time.

@ Study for the case of very small probabilities.
@ Extend the work by dropping the
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