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Abstract. Question answering systems users may nd answers with-

out any supporting information insutcient for determining trust levels.
Once those question answering systemsbegin to rely on sourceinforma-

tion that varies greatly in quality and depth, such as is typical in web
settings, usersmay trust answers even less. We addressthis problem by
augmerting answers with optional information about the sourcesthat

were used in the answer generation process.In addition, we introduce a
trust infrastructure, IWT rust, which enablescomputations of trust val-
ues for answers from the Web. Users of IWT rust have accessto sources
usedin answer computation along with trust valuesfor those source,thus
they are better able to judge answer trustworthiness. Our work builds
upon existing Inference Web componerts for represerting and maintain-

ing proofs and proof related information justifying answers. It includes a
new TrustNet componert for managing trust relations and for computing

trust values. This paper also intro ducesthe Inference Web answer trust

computation algorithm and preserts an example of its use for ranking
answers and justi cations by trust.

1 Intro duction

There is an increasingamount of information sourcesavailable to web applica-
tions. As information sourcebreadth increases,so doesthe diversity in quality.
Usersmay nd increasing challengesin evaluating the quality of web answers,
particularly in settings where answersare provided without any kind of justi ca-
tion. One way our work improvesa user'sability to judge answersis by including
knowledge provenane information along with answers. Knowledge provenance
includesinformation about the origin of knowledgeand a description of the rea-
soning processesisedto producethe answers[20]. This paper describesour new
work expanding on our work on knowledge provenance,which allows justi ca-
tions to include trust valueswith answers. The computation processtakesinto
account the user's (stated or inferred) degreeof belief in the sources,answering
engines,and in other userswho provide sourcesand/or answering engines.Our
framework allows usersto de ne and (locally) maintain individual trust values,
and usethose valuesin their evaluation of answers from their own trust \view-
point". They may also accessthe trust network to discover other user's trust
values of answers and thus also usethose valuesin their evaluation of answers.



In recert work, we have addressedthe problem of improving user'strust in
answers by providing information about how an answer wascalculated [17]. That
work provides an infrastructure, called InferenceWeb (IW), which allows proofs
and proof fragmerts to be stored in a portable, distributed way on the web
by using the Proof Markup Language (PML) [19]. Proofs describe information
manipulation processegi.e., information extraction, reasoning,etc.) usedto an-
swer questionsproviding full support for tracking knowledge provenancerelated
to answers. In addition to PML, IW providesIWBase [16], which is a distributed
repository of knowledge provenane® elements Knowledge provenanceelemeris
contain proof-related meta-information such asinformation about answeringen-
gines, inferenae rules, representation languages, and sources suc as ontologies
or documerts. PML documerts can represert answers varying from a single
databaselookup operation to a derivation of complex answers in a distributed
fashion, involving multiple sources,and using distinct answering engines.

Knowledge provenancealone may not be enoughfor a userto evaluate how
much they should trust an answer. For example, a user may be unfamiliar with
a question answering componert that wasusedto nd (a part of) the answer. A
user may not know much about the question answering system (e.g. reasoning
method, correctnessand completenessof the reasoner,reasoningassumptions,
etc.). Alternativ ely, a user may know something about the reasonerand would
normally expect to trust answers from the reasoner,but in the casewhere the
answer appearsto be incomplete or con®ict with a user's expectations, a user
may needmore information beforehe or shewould trust the answer. Also, users
may trust a question answering system completely but if the system relies on
information from sourcesthat the user does not trust, then the user may not
trust the answer. Additional considerationsinclude situations where a source
is usedthat is unknown to the user but the sourceis known to be trusted by
another user (human or agert) that is trusted by the user.

In this paper we introduce an extension of IW, called IWT rust, which can
quartify users' degreeof trust in answers obtained from web applications and
services.IWT rust usestrust valuesbetweenusersaswell astrust valuesbetween
usersand provenanceelemens. Thus, IWT rust can store that Louise trusts her
friend Deborah's knowledge of wine and food parings, and also trusts the US
Department of Agriculture's food pyramid, and her favorite cook book's descrip-
tions of recipes. Trust valuesof the answer can then be computed relative to a
particular user's perspective. The nal trust value for the answer usesboth a
user'strust value of the sourcesusedin the answer aswell as a user'strust in
other user'strust of sourcesusedto obtain the answer. For example, Louise may
ask an agert to answer questions about food and wine pairings and she may
trust the answer more if it usesthe sourceswith which sheis familiar. Shemay
alsotrust the systemif it usessourcesknown to be trusted by agerts or people
shetrusts. IWT rust also allows one to compute collective trust measuresof (a
group of) usersin someprovenanceelemen. These are expectedto be used by
usersfor de ning their (starting) trust values for provenanceelemens. Many
light usersof IWT rust will never actually input many (or any) of their own per-



sonalizedtrust values,and instead rely on the aggregatedtrust from groups. In
the examplesetting, Louise may decideto trust the wine agert if it usedsources
that a very large number of userstrusted to a high degree.

The paper is organized as follows. Section 2 gives an overview of existing
trust managemen systems discussingtrust issuesimportant to the IWT rust
framework. Section3 providesan abstract view of how trust componerts interact
with question answering componerts. Section 4 provides the details of our trust
model for IW. Section 5 describesthree algorithms for computing trust values
using the IWT rust framework. Section 6 provides and example use of IWT rust
and the "nal section summarizesour work.

2 Related Work on Trust Managemen t

Credibility and resource authentication (i.e., digital signatures, public keys) are
two major issuesin trust managemen literature. Our work focuseson the cred-
ibility issue, which has been studied in the cortext of a few areas including
sccial networks (e.g., see[11]), general Semaric Web [15,11], and Peer-to-Peer
computing [13,1].

Generally, usersdo not \know" all other usersin a trust network, and at
most, they will only de ne trust valuesw.r.t. a (small) subset of them. The
trust relationship is directional, i.e. the fact that useru; trusts useru, at some
level t doesnot necessarilymeanthat u, trusts u; at the samelevel. In reality,
U, may trust u; at a di®erer level (including explicit distrust) or u, may be
unaware of u; and thus have unknown trust. Trust relationships betweenusers
can be represetted asa directed graph with weighted edges,where an edgefrom
node u; to node u, with weight t meansthat useru; trusts useru, at the level
of t. This is a restricted form of a trust graph where graph nodes (also called
resources) are users.In this paper we are interested in building and using trust
graphs where we can obsene the following:

{ the use of di®erent kinds of resourcesincluding users (humans or agerts
guerying the web), sources engines(answering queries), statementstold by
one or more sources(also called told information), statemerts derived by
one or more engines.

{ the paths from a user who asksa question to the answer. This path may
include sourcesand trust values (possibly by others) of those sources.

Our work usestrust graphs, and as a result infrastructure for creating and
maintaining trust graphsis discussedn this paper. Trust graphsuserelations be-
tweenresourcesand work on theserelations existsin the literature. For example,
Despotovic and Aberer [5] distinguish trust among usersas providers of trust-
worthy information and/or servicesfrom trust among usersas recommendersof
(other) usersproviding trustworthy information and/or services;and from trust
among users as recommendersof (other) recommenders.Further, Matthew et
al. [15] introduce the notion of user's belief in the accuracy credibility and rel-
evanceof a statement Gil and Ratnakar [9] operate with the notions of sources



and statements(acquired from the sources),and assaiatesthem with one of the
six valuesfrom their appropriate scales.

Going bad to traditional trust managemen systems,trust values between
usersare usedfor the following:

1. trust-based routing of (seard) requestsin the network [15]

2. computing trust values between nodes that are not connectedby a single
edgebut are connectedthrough a path of nodesin a trust graph [15,10]

3. computing a \collectiv e" trust value for a user as an aggregatedmeasureof
trust valuesof a group of users[13,1,14]

4. detecting malicious users,who intentionally spreadunauthentic information,
or inactive peers,who consumebut do not cortribute, and encouragingthem
to cortribute (e.g.[13,14])

We know that someusersmay not provide authentic information about prove-
nanceelemerns, they may intentionally mis-report their credibility level to other
usersand/or provenanceelemerts, and they may not provide provenanceele-
ment information that is usefulto IW in answering questions.In this paper we
addressissues(1) { (3) above and we do not addressissue(4).

Trust valuesmay be di®erert and may be interpreted di®erenly by alterna-
tive approades. For instance, [10] and [1] de ne a binary scalefor trust values,
namely, O (or, -1 in [10]) denotesan untrustworthy relation, and 1 denotesa
trustworthy relation. Golbed et al. [11] de nes nine levels of trust, de ning a
speci ¢ meaning for eac level (from most trusted to least trusted). Trust val-
uesmay be de ned in a continuous range [0,1] with probabilistic interpretation
[15,13,5]. Intuitiv ely, a trust value t, for a user, meansthat the user has the
probability t of providing trustworthy information and/or services.

Computing estimatedtrust valuesfor users,or, generally, for resources is one
of the most essetial issuesaddressedn the reputation systemsliterature. There
are two basicapproades:computing a collective trust value by aggregatingtrust
valuesfor someparticular user from all other users(e.g. [13]), or from a subset
(quorum) of other users[14,1]; and computing aninferred (or personalized) trust
value for a user with respect to another user basedon the trust valueson the
path(s) in atrust graph from oneuserto another [15,10]. Initial trust valuesfor
potentially unknown usersneedto be de ned. In this case,it is assumedthat
there is no path in the trust graph betweenthe users,and therefore an estimated
trust value can not be computed. The adoption of a collective trust value is an
approad for initial trust values(e.g., [14]).

3 Trust for Question Answ ering

In this section, we will describe a prototypical question answering ervironment
and discusspossibleapproadesfor adding trust-based functionalities.



3.1 Question Answ ering Environmen ts

In the Inference Web context, question answeringengineis any kind of software
system providing servicesable to produce answersin responseto queries. From
this generalde nition, answering enginescan vary from retrieval-basedservices,
such as database managemen systemsand seard engines,to reasoning-based
servicessudh as automated theorem provers.

We assumean ernvironment where a user (a software systemor a human be-
ing) interacts with a query front-end componert?! formulating and askinga query
q to which the query front-end responds with a set of answers A2. In addition
to interacting with users,the query front-end is responsible for forwarding the
query g to the answering engine grouping answers from the answering engine
into a set of answers A, and forwarding A to the user. Optionally, the user may
provide the speci cation of a set S of information sourcesalong with the query
to be used by the answering engineto retrieve information from sources.Also
optionally, the user may specify the answering engine(s), which is not further
discussedin this paper. On demand, answering enginesmay also provide N (A),
a setof justi cations for answersin A. If justi cations are provided with answers,
N (A) should have one or more justi cation for ead answer ay in A.

Query languagesfor g vary accordingly to the kinds of answering engines
usedin the environment. For example, q may be a SQL query if the answering
engineis a relational databasemanagemenm systemor it can be an OWL-QL [7]
query if the answering engineis a hybrid automated reasonersuch as JTP [8].
The set of justi cations N (A) is represetted in PML. The featuresof PML that
we use,and in fact that we claim are essetial for trust applications include:

{ Full support for tracking provenanceinformation. Thus, trust relations can
be establishedbetween (told) information and their sources.

{ Options for represering information manipulation tracesat di®erert digress
of formality and speci city. PML has beenusedto represen formal proofs
such as those de ned in traditional proof-theory textb ooks while simulta-
neously being used to represen extraction and text analytics processeq6]
exemplifying quite di®erert levels of formality and speci city.

{ Options for represerting multiple justi cations for an answer within a single
data-structure. Thus, alternativ e justi cations, and consequetly alternative
trust values,can be o®eredto usersasthey evaluate answers and their sup-
port.

3.2 A Trust Comp onent for Question Answ ering

In general, trust components are responsible for computing trust values for re-
sourcessudh as users,i.e., the degreeof trust a given user givesto other users.

1 Userinterfacesof answering enginesinteracting directly with userscan be considered
to be query front-ends for the engines.

2 In this paper, capital letters denote setswhile corresponding lowercaseletters denote
set members, i.e., ax is one answer in the set of answers A.



In a question answering environment, in addition to computing trust valuesfor
users, we believe trust components should be able to compute trust values for
trust graph resourcessuch assources;told information, and derived information.
We will usea trust componert for computing trust valuesfor answers.
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Fig. 1. Trust componert in question answering systems

The computation of trust valuesfor answers preseried in Figure 1 providesa
scenariowherethe trust componert tries to assigntrust valuesto every (interme-
diate) conclusionc,, during the questionanswering process.Trust is user-sgeci ¢
information returned by the query front-end to users.Di®erert usersmay trust
other usersand sourcesdi®erenly. Thus, an user identi cation u; is required
along with the query q if the environment is expected to manipulate trust in-
formation. The algorithm for computing the trust value for a given u; and a
justi cation of a conclusion, T (uj;n(cy)), is describedin Section5. Trust values
for answers are computed on demand in the sameway that justi cations are
computed on demand. Thus, if positive answer trust values are required, the
answering engine should return answer justi cations (step 3 in Figure 1), even
if justi cations are not asked by the user. Indeed, justi cations are required for
computing trust valuesfor answers. From an answer and its justi cations, the
trust componert computes(using the underlying trust network) user'strust val-
uesT(u;j;n(ax)) for answer ax , which are returned to the query front-end (step
5). The query front-end consolidatesavailable trust values for justi cations of
answersin A into a singleset T (u;; N (A))3. Finally, the query front-end returns
T (u;; N (A)) to the user(step 6). The handling of multiple trust valuesfor a sin-
gle answer may be confusing for users.So, if a tool using IWT rust trust values
for answer decidesto have onetrust value for an answer then the tool can select
the highest trust value in the rangeto be the trust value for the answer.

4 IWT rust Framew ork

In this section we introduce the IWT rust framework, referred to in the rest of
the paper as IWT rust. Figure 2 shows IWT rust in action where a useru,, sub-

3 T(ui;N(A)) isdened asfX j8ax 2 A; T(ui;n(ax)) 2 Xg.



trust valuesftyg;tiz::i;th1;th2;::: 0. The useris connectedby trust relations to
provenanceelemerts (sourcesand answering enginesin the diagram) in the IW-
Basethat are usedin answering the query. The user, uy, is directly connectedto
someof them such ase,. The useris connectedto others such ass;, sz through
other users(uy in the TrustNet in this diagram). Provenanceelemerns are con-
nected to told assertionsin proofs by provenancerelations. Finally, Figure 2
identi es proof fragmerts, queries, IWBase and TrustNet as IW componerts
supporting the trust graph as discussedin this section.

Fig. 2. IWT rust Framework

4.1 Pro of Fragmen ts and Queries

PML is usedto build OWL documerts represerting proof fragmerts and queries.
PML NodeSetis the primary building block of proofs and is usedto represert
information manipulation from queriesto answers and from answersto sources.
PML Query is usedto represen user queries.A PML query identi es the node
setscontaining conclusionsusedin answering the query. Nevertheless,PML is an
ontology written in W3C's OWL Semaric Web represenation language[18] al-
lowing justi cations to be exchangedbetweenSemarnic Web servicesand clients
using XML/RDF/O WL.

A node setn(c) represelts a step in a proof whoseconclusionc is justi ed by
a setof inferencestepsassaiated with the node set. PML adoptsthe term \no de
set" since ead instance of NodeSet can be viewed as a set of nodes gathered
from one or more proof trees having the same conclusion. The conclusion ¢
represens the expressionconcluded by the proof step. Every node set has one
conclusionwhich is the elemert in the trust network that requiresa trust value.
Of particular interest for queriesis when the conclusionof a node setis a query
answer (rather than an intermediate conclusion)

Each inference step of a node set represens an application of an inference
rule that justi es the node set's conclusion. A node set can have any number
of inference steps, including none. The inference step's antecedens, answering
engines,and sourcesare all important to the framework. The antecederns of
an inference step form a sequenceof node sets eat of whose conclusionis a



premise of the application of the inferencestep'srule. The sequencecan contain
any number of node setsincluding none. Each sourceof an inferencestep refers
to an entity represeting original statemerts from which the conclusion was
obtained. An inferencestep can have any number of sourcesincluding none. An
inferencestep's sourcesupports the justi cation of the node set conclusionwhen
the step's rule is a Dir ectAssertion.

4.2 Provenance Elements and the IWBase

Provenanceis captured for objects that may be manipulated and shownn in proofs.
In this paper, we limit our discussionof provenanceelemers that are important
for our trust work. A more detailed description of PML provenanceelemerts is
available in [19] and they are formally specied in OWL*. A Source represers
an entity which is the source of the original data. A source can be either an
Organization, an AnsweringEngineg a Team, a Person or a CreatedSource. Cre-
atedSources can be Ontologies Websitesor, generally Documents Provenance
relations among sourcesare important during trust evaluation. For instance, a
personmay belongto zero or more teams and/or organizations. This sourceis
important for trust since organization structure may provide information that
is useful in trust evaluation (e.g., \I trust that personbecausel trust the or-
ganization she belongsto"). Moreover, a user may trust a documert more if
shetrusts the author(s), publisher(s) and/or submitter(s) of the documert. Cre-
ated sourcessene as providers of statemerts, which are then usedin the the
computation of answersto user queries.

4.3 TrustNet

TrustNet is a trust network. In this network, usersmay de ne trust valuesw.r.t.
other users,answering engines,and sources.In addition to thesetrust relations,
the TrustNet trust graph represerts provenancerelations between sources.An
edgein the graph may connect an authority source node to a created source
node, provided that the authority sourceis the author (publisher or submitter)
of the created source. Using the information in these edges,we can compute
trust for a created sourcebasedon the trust of the authority sourcethat created
it. All edgesin the graph are assaiated with two values:length and trust value
Intuitiv ely, the length of an edgerepresens the trust \distance" between the
origin (i.e., usersor authority sources)and destination nodes.

Trust values are de ned in the range [0,1], and are given a probabilistic
interpretation. Namely, a trust value meansthe probability of either:

1. A sourcecortains relevant and correct information

2. An answering enginecorrectly appliesrules to derive statemerts (as conclu-
sions of node sets)

3. A userprovides a a referenceto a sourcethat meetsthe requiremerts from
1, and/or to an answering enginethat meetsthe requiremerts from 2

4 http:/fiw.stanford.edu/2004/07/iw.0  wil



4. A userrecommendsother user(s) who can provide trustworthy referenceso
source(s)and/or to answering engine(s)

Edgesconnecting sourceshave length valuesequalto 0 and trust valuesequal

to 1. These valuesrepresen the connection between created sourcesand their
assaiated sources All other edgeshave length 1 and may have an arbitrary trust
value, which is computed as follows: eat statemert, usedin query answering,
and originated from somesource,may be evaluated by the usereither ascorrect
or asincorrect. Usersaggregatethis information, and de ne their trust value of
a sourceas the ratio of correct statements w.r.t. all evaluated statemerts from
the source.The generalformula for computing trust valuesfollows:
t = % where n; is the number of interactions evaluated as trust-
worthy; n, is the number of interactions evaluated as untrustworthy; t, is the
level of anticipated trust; and np is a hypothetical number of interactions. t,
predeterminesthe starting trust level of a user of a source,another user, or an
answering engine; and n, de nes the level of con dence of the user that t, is
correct { the higher ny, the slower t changesits value, while \recording” actual
interactions of the user, from the value of t,. This approad is not absolutely
new, and usedin a similar form, for instancein [22]

5 Answer Trust Computation Algorithm

The answer trust computation algorithm (ATCA) computes T (u;; n(a)), which
is a set of user u;'s trust values, one value for ead justi cation extracted from
a node set n concluding a. An optional tpy,j, minimum trust value may be used
for eliminating the useof sourcestrusted at a level below a minimum threshold.

ATCA is described in Algorithm 1. There, it rst initializes a relation Rt of
tuples following the format tr (no; ng;t; 1). In a tr tuple, n, is the origin node,
ng is the destination node, t is the trust value of n, to ngy, and | is the edge
length betweenn, and nq. The trust value of n, to ng, reachable by somepath,
is computed by multiplying the trust values of all edgesin the path. We call
the result of the computation, the path trust value; and we write t, to denote
the path trust value for path p (or alternatively tog to denote the trust value
of a path betweennodeso and d). Also, we write |, to denote the length of p.
Path trust values have a straightforward probabilistic interpretation: if origin
node x trusts nodey at the level of t,y, i.e. the probability of that y provides
trustworthy information (referenceto other node) accordingto x is tyy ; and node
y trusts destination node z at level ty,, then the probability of that z provides
trustworthy information accordingto x is tyy ®ty,, which we considerto be the
trust value of x to z.

In algorithm 1, ATCA callsthe provenane retrieval algorithm (line 2), which
returns S(a), a set of provenanceelemens assaiated with n(a). For a node
set n(a), a set of provenanceelemers S(a) can be retrieved by using a tree
seart algorithm, i.e., depth-rst seard. The algorithm should traversenode set
inference steps, and from inference steps, traversetheir antecedert nodes that



Algorithm 1 Answer Trust Computation
input : u;j, n(a), (optional tq, ); output : Rt

Rt A ;;
S(a) A provenanceRetrieval(n(a))
Ra A tr ustP athC omputation (u; ; S(a); tmin );
J(a) A proof(n(a))
for all (jm 2 J(a)) do
Rt A Rt + answerTrustComposition (Ui;jm; Ra; tmin );
end for

NoakwdhR

are also node sets. Thus, in the processof traversing all possiblejusti cations
for a, the algorithm records sourcesincluding the answering enginesassaiated
with ead inferencestep reached in the seard.

ATCA then calls the trust path computation algorithm (line 3) in order to
enumerate paths from u; to ead provenanceelemert in S(a) and consequetly
to compute elemeri's t and | values. The trust path computation algorithm is
described in Section 5.1. Currently, for those provenanceelemers in S(a), for
which trust can not be computed, the user, likely after performing someanalysis
of these provenanceelemeris, sets her trust values manually with path length
of 1. Alternativ ely, the user may take a default value of trust for elemeris based
simply on a presetvalueor, in afuture system,basedon aggregatedtrust settings
for this or similar elemers.

Trust valuesneedto be computed for eac proof j,, of a rather than for a set
of justi cations n(a). Therefore, a set of proofs J needsto be \extracted" from
n(a) by usingthe proof extraction algorithm describedin Section3.2in [19]P(line
4). Finally, ATCA passeseat node j, 2 J to the answer trust composition
algorithm (line 6) that computes and adds an answer trust value to Rt. The
answer trust composition algorithm is described in Section 5.2.

5.1 Trust Path Computation

We are not interestedin paths from usersto provenanceelemers of any possible
length, and restrict the length to some(small) humber of edges(e.g. 5-6 edges).
There are two reasonsfor this. First, peopletend not to trust another person
much if the only path they have betweenthemselvesand the other persongoes
through a long chain of acquaintances, even if ead link along the way has a
high level of trust. Second,it hasbeenalsoshawvn that WWW exhibits that two
peoplein the world are separatedon averageby six acquaintances[2] as well as
random graphsin general[21].

There may be seweral paths betweena user and a provenanceelemen with
distinct path trust and length values. We addressthis issueby consideringtwo
possible strategies for selecting paths: shortest path and highest trust. In the
shortest path approadc the user choosesa path with the smallest number of
edges,giving a preferenceto a path with the highest trust value if there are

5 Each single justi cation from a conclusion c is called a \pro of from c".



seweral paths of equal length. In the highest trust approad the user choosesa
path with the highest trust value, giving a preferenceto the shortest path if
there are seweral paths with the sametrust value.

Using the requiremerts above, we can now formalize the trust path com-
putation problem as follows: given a user u;, a provenanceelemen Pejement ; @
maximum path length value pmax , @ minimum trust value tn,, , compute a path
p from u; tO Pelement , Sud that Ip - Pmax , tp, tmin , and:

{ (@:lp - lpo for any path p° 6 p, and tp , tpo if I, = lpo (shortest path
strategy); or

{ (b): tp, tpo for any path p°6 p, and I, - I if t, = tpo (highest trust
strategy).

With this de nition the trust path computation problem represerns a path
computation problem [12]. This class of problems deals with the enumeration
of paths between two given nodes in a graph, and the computation of some
particular properties of these paths (or "nding a path with certain properties).
A property of a path is a function of the labels assignedto the edgesin the
path, and may be, for example, the summation or multiplication of the edge
weights, their maximum or minimum values, etc [3]. In particular, [3] proposesa
generalizedversion of the semi-naive algorithm [4] to compute transitiv e closure
of a relation in an iterative manner, producing at ead iteration a set of new
transitiv ely held relations.

We extend the semi-naiwe algorithm to include our requiremerts. The pseudo-
code of our algorithm is showvn as Algorithm 2. Lines 2, 3, 4, 10 and 11 are the
core stepsof the semi-naiwe algorithm, whereasline 9 is a step of the algorithm
extendedto our needs.Particularly, at step 9 we compute a set of transitiv ely
held trust relations where: the origin of a trust relation must be u;; resulting
trust value must be greater or equalthan the minimal trust value (t1 &ty |, tmin );
and the path length should be lessor equal to the maximum path length ((11 +
[2) © Pmax )- The d; = o, condition in line 9 represens the join condition. By
intro ducing the o, 6 d, condition, we avoid the computation of paths containing
loops.

Algorithm 2 works as follows. R, represerts the answer relation which is
initialized to the empty set at line 1. R is the initial set of trust tuples, R¢
is the transitiv e closure for Ry, and R¢ represetts the set of new trust tuples
computed at ead iteration. Both Ry and R¢ are initially setto be equalto R;
(lines 2 and 3). At ead iteration weremove from R, (line 6) and add to R, (line
7) tuples cortaining answer information, i.e. trust valuesof u; to the provenance
elemers in S(a) (line 5). S(a) cortains only those provenanceelemeris, which
are not directly connectedwith u; by an edge.Note, that the trust value chedk
at line 5 (t, tmin ) is only introduced for the rst iteration tuples, astuples in
all following iterations will already satisfy the requiremert due to the identical
condition in line 9. Line 10 of the pseudocode remavesfrom R all trust tuples
which originally existed (in R;) or were computed in previous iterations. In line
11 the distinct tuples are addedto the transitiv e closurerelation Ry .



Algorithm 2 Trust Path Computation
input : uj, S(a), R, tmin ; Output : R,

1 RaA ;

2 Rt A Ry

3 Re A Ry

4: while Ry 6 ; do

5. for all (tr(o;d;t;1) 2 R¢jo= uj;d2 S(a);t, tmin ) do

6 Re¢ A Re¢ nftrg

7: Ra A Ra[ f< ui;d;t;1 >g

8: end for

9:  Rg(01;d2;t3 @ta; 1y + 12) A Rg (01;d1;t1;11); Re(02; do; to; 12);

01 = Uj;dp = 02,01 6 do;ty @ty trin (I + 12) - Pmax
10: R¢ A R¢ nRs
11: Rt A Ri [ R¢
12: end while

As [3] points out, it is important to de ne a proper sematrtics for how tuples
with identical o and d valuesare treated in the union and di®erenceoperations
(as in lines 7 and 10 of our algorithm). We de ne the union and di®erence
semartics basedon the path trust computation strategy. In the shortest path
approad, when the o and d values are identical for a set of tuples, we leave a
tuple with the smallest| value and drop the others. If two or more tuples have
equivalent | values,then the onewith the highestt value is left. Analogously, in
the highesttrust approac we leave a tuple with the highesttrust value giving a
preferenceto the shortest path when trust valuesare equivalent. The algorithm
evertually terminates when no new tuples are produced (cheded at line 4). At
this point, R, contains all provenanceelemerts from S(a) which are \reachable"
from u; given path length and trust constraints.

5.2 Answ er Trust Comp osition

Starting from the last stepin proofj concluding c and proceedingthrough the set
of antecederis C of the proof step deriving c (line 7 in Algorithm 3), the answer
trust composition computest. and |, recursively. The answer trust composition
algorithm terminates when conclusionsinside a proof have no anteceders (C =
;). In this case,it is assumedan implicitly trust relation with value of 1:0 and of
length 1 betweenthe conclusionand its sources and t. and I for the resulting
tuple are inferred asthe trust and the length for s (line 3).

For a conclusion ¢ from a proof step with one or more anteceders, the
algorithm works as follows: it rst computesa weighted averageover t; for all
¢ 2 C, whereasthe weights are inversely proportional to the path lengths of
nodesin C. Watv and wl are usedto compute the answer weighted averagetrust
value.

By computing a trust value for the answering engineinput as the ratio be-
tweenwatv and wl we are fully trusting the answering engine.However, we may



Algorithm 3 Trust Composition
input : uj, Ry, j; output : < uj;cC;te;lc >
note : c is the conclusion of proof j; s is the sourceof c, if any; e and C are
the engineand set of antecederis for the last stepin j deriving c

1:if C=; then

2: tele A Ra(ui;s);

3: else

4: watv;wl;length A 0;

5. for all ¢ 2 Cdo

6: tj;l; A trustCompositionAl gorithm (ui; ¢ ; Ra; tmin );
7: watv A watv + (tj=1,);
8: wl A wl+ (1=));

9: length A total + I;;
10: end for

11:  te;le A Ra(ui;e)

12:  tc A (watv=wl) at;

13: I A INT(length=jCj) + 1
14: end if

have reasonsfor not trusting an enginethat much. For instance, the enginemay
not be soundfor somekind of questions.Thus, we \w eigh" the input trust values
against path lengths asshorter paths are likely to be more \credible" than longer
ones. Then, we compute the trust value for tc, I¢, by multiplying the weighted
averagetrust value (watv=wt) by t¢ (line 13). We compute the path length to ¢
asthe integer part of the averageof all ¢;, incremerted by 1 (line 14).

The interpretation of trust and path length values for answers is di®eren
from the onefor sources.The heuristics we usein the trust composition algorithm
do not allow usto give a probabilistic interpretation to the resulting trust value,
and we can not treat path length value as a number of acquairtances from the
userto the answer. Trust valuesshould be treated on a relative basis.An answer
with higher trust value is more likely to be correct than an answer with lower
trust value.

6 Trusting Answers: An Example

IWT rust's typical useof trust valuesis for comparisonand ordering of answers.
We do not expect that typical userswill be interested in looking at raw trust
values sudh as 0.234 but we do expect that they will be interested in knowing
that someanswers were trusted more than others. In this section, we presen
an example shaving how trust values can be usedto rank both answers and
justi cations.

Figure 3 shows a proof tree supporting the answer to a question concerning
the type of Tony's Specialty. This particular proof tree encales information
justifying that Tony's specialty is a shell'sh dish. In this example, Source 2
states that TonysSpecialty is a CRAB dish and Source 1 states that type is



transitiv e (thus if a dish is of type crab and crab is a kind of shell'sh, then
the dish is of type shell sh). Thus, using generalizedmodus ponens(GMP), the
proof concludesthat TonysSpecialty has the type of all of the superclassesof
CRAB. Further, Source2 and Source 3 state that SHELLFISH is a superclass
of CRAB. Thus, using GMP again, the proof concludesthat TonysSpecialty is
a SHELLFISH dish. In the "gure, the leaf nodes display their trust and path
length values and the non-leaf nodes display trust valuesof answering engines,
aswell as computed trust and path length values.

Fig. 3. Trust Composition Algorithm: an example

The proof shows that the question has at least two answers: onethat Tonys-
Specialty is a SHELLFISH dish, and alsothat it is a CRAB dish. The proof also
shaws that the SHELLFISH answer has two justi cations: one basedon state-
merts from sourcesl, 2 and 3; and the other basedon statemerts from sourcesl
and 2 only. The exampleis simple but a question may have multiple answersand
ead answer may have multiple justi cations whenanswering enginesusethe web
as a seard space.PageRank\Relevance" has proved to be a useful technique
for ranking answersbut we also expect trust to be a valuable ranking method. If
we rank answers by trust valuesin this example, we would presert crab before
shell’'sh. Howe\er, if another sourcewith trust level higher than Source2 states
that TonysSpecialty is a SHELLFISH dish than the SHELLFISH answer may
appear rst.

Trust rankings may be valuable for ranking of justi cations and their com-
ponerts. For instance, if the user asksfor a list of sourcesfor the SHELLFISH
answer, we may not include Source 3 sincethe justi cation basedon Source3
(t=0.55) hasatrust value lower than the justi cation without it (t=0.60). How-
ewver, a Source4 also stating that SHELLFISH is a superclassof CRAB could
be listed if the Source4's trust value was high enoughto make a justi cation
basedon its statemert higher than 0.60.

This example shows that our work provides additional methods for “Ttering
and ranking answers. In addition to ordering methods based on speci city of



answer or things like reverselinks, we can also usetrust of sourcesand trust in
answers for choosing preseration of answers and justi cation options.

7 Conclusions

In this paper, we have introduced IWT rust as a solution framework support-
ing trust in question answering ervironments. IWT rust leveragesthe Inference
Web infrastructure to provide explanationsfrom a variety of question answering
environments ranging from retrieval-intensive systems,such asdatabasemanage-
mert systemsand seard engines,to reasoning-inensive systemssud astheorem
provers. It then enhancesthese explanations with user-customizedtrust values,
which can then be usedto determine trust of answers, sources,and answer jus-
ti cations.

Our primary cortributions arein two areas.First we provide an implemented
solution infrastructure that can provide explanations to a wide range of ques-
tion answering systemsthat has beenintegrated with a trust network. Second,
we provide a designand prototype of a trust network with trust functionalities
supporting trust computation in a distributed question answering environment
such asthe web. While others have provided trust algebraspreviously, and im-
plemerted explanation solutions exist for di®erent typesof question answering
paradigms, our work is the "rst we know of that addressesthe wide range of
guestion answering systemswith a trust integration and simultaneously pro-
vides an extensible architecture. Our primary cortributions in the trust area
include our designin the TrustNet layer preseried in Section4.3 and the answer
trust computation algorithms preseried in Section 5.

In summary, we have provided a proof-basedsolution for explanations en-
hancedwith trust valuesthat take into account user-coriext. The implemented
solution includes our extensible explanation infrastructure, Inference Web, en-
hancedwith atrust network and our trust computation algorithms. The resulting
answers are lterable by trust and thus provide more ways for usersto obtain
more reliable and explainable answersin distributed web settings.
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