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Abstract

This paper describes an approach called Dynamic Monitoring with Integrity Constraints (DynaM1Cs)
that consists of a specification language for defining constraints and tools that permit automated
instrumentation of constraints, runtime monitoring that minimizes performance degradation, and tracing.
The god is to capture domain and system knowledge as constraints and to use the constraints to monitor
software execution, providing evidence of correctness and assistance in identification of error sources.
The paper presents a framework for managing knowledge and instrumenting programs to test the state of
programs at runtime. In addition, it discusses the role that tempora logic, model checking and program-
synthesis systems can play in developing and using DynaMICs.

1. Introduction

The sucocessful development of complex software systems typically requires management of two
types of knowledge: domain knowledge and system knowledge. Domain knowledge is that knowledge
needed to understand problems and solutions in a particular area of human endeavor. For example, in
order to construct a program that simulates wind tunnel experiments, system developers would need
knowledge of fluid dynamics. Domain knowledge is elicited from domain experts, customers, users, and
possibly from written reference material. System knowledge is that knowledge needed to understand the
design and implementation of a software system that solves a problem from a particular domain. For
example, in order to implement a module for an information management system, system developers
would need to understand the data structures used in programs and how they map to the application
domain. System knowledge comes from designers, implementers, and maintainers.

The integration of domain and system knowledge is essentia for successful software development.
This includes the capture and communication of such knowledge among team members throughout the
software lifecycle. In addition, understanding the relations between domain and system knowledge can
help close the gap between a software failure and the software fault that leads to that failure.

One technique for capturing domain and system knowledge is through the use of integrity
constraints. Integrity constraints, referred to asconstraints in the remainder of this paper, are propostions
about the state of a system. Sate is defined as a set of program-variable and value pairs that captures a



snapshot of memory during program execution. Constraints can be used to check during runtime that the
system is meeting its requirements and that assumptions and limitations, which arise from design and
implementation decisions, hold. Not only can constraints be used to identify errors and assist in
debugging, they aso can provide evidence of correctness at execution time, maintain knowledge about
the domain and system, and assist in planning and implementing maintenance of the software.

This paper presents aframework for managing domain and system knowledge and for instrumenting
programs to test the state of programs at runtime. The ultimate goal of this work isto automate the
insertion of constraint-checking code in order to facilitate the use of constraints. With automated
instrumentation, domain experts and system implementers may be more willing to expend effort

generating the needed constraints to ensure correct execution.

1.1 DynaMICs

Dynamic Monitoring with Integrity Constraints (DynaMICs) is an approach that captures domain
and system knowledge through constraints to ensure the correct functioning of a program during its
execution (GT99, GT'00, GT01). Figure 1 presents a high-level view of the DynaMICs approach. The
main features that differentiate DynaMICs from other software-fault monitoring approaches are that
constraint specifications are maintained in a repository separate from other artifacts, and constraint-
checking code is automatically inserted into the code. The separation of constraint specifications from
code facilitates identification of potential conflicts among constraints throughout the software' s lifecycle.
Algorithms trandate propositions into constraint-checking code and determine the execution points at
which the constraint-checking code is to be embedded into the program.

The tracing mechanism (GM01) provides support for establishing linkages between constraints and
artifacts, which along with linkages that are created automatically during instrumentation, permits the
following types of tracing: from application source code to constraint, from constraint to application
source code, from constraint to artifacts, and from application code to artifacts. Artifacts include
requirements. Because the links between the application code and constraints are created automatically
during the instrumentation process, the links are maintainable. In addition, it eliminates the need for
physical links between artifacts and application code, which relieves the programmer from managing
links in the code when code is revised, atedious task that is prone to error. The approach addresses some
of the issues that have dowed extensive adoption of tracing. Specifically, DynaM|Cs targets smplified
tracing of constraints among documents, reduced overhead for tracing and, in conjunction with
monitoring, requirements compliance with respect to constraints.

One of the reasons for the lack of widespread adoption of runtime monitoring is the performance

degradation that results when constraint checks have been inserted into the program code. To address this,



severd different types of monitors are being investigated, e.g., one in which monitoring responsibilities
are delegated to a process other than the one executing the application program (TM99, SM93).
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Figure 1: A high-level view of DynaMICs.

1.2 Impact of DynaMICs

Determining the impact of change on a system is difficult. In particular, tools are needed to facilitate
the identification of conflicts when requirements change. By managing domain and system knowledge,
DynaMICs provides such support. Formally capturing knowledge alows reasoning about the effects of
change and reduces the probability of creating errors in the software. The types of faults that are
detectable through DynaM I Cs are dependent on the constraints specified by the development team.
DynaM I Cs targets requirements faults, in particular those resulting from incorrect, inconsistent, and
ambiguous regquirements (GL 98). In addition, DynaMICsiis effective at detecting when an unpredictable
sequence of events results in inconsistent data in the system (CO1) and when the context of the program’s
operation changes as described in (LC95).

Communicating information among team members and eliminating conflicts in requirements are
major concerns during development of complex systems (CK88, DV 93). While successful software
development efforts typicaly include at least one person who can integrate different perspectives on the
development process as well as domain and system knowledge, there is an inherent risk in such
dependence on key personnel. In addition, thereis alimit asto how much knowledge can be managed by
a single person, especially as systems become larger, more complex, and cross application domains. The
capture of critical knowledge through constraints and the separation of constraints from the source
program assist information management and communication.

Automated instrumentation of program code provides assurance of constraint coverage, i.e.,
DynaMICs determines the points in the program at which constraints from the repository should be

checked. It also smplifies maintenance of constraints because changes are made to high-level constraint



specifications and not to the code itself. This approach reduces the number of errors that can be
introduced during maintenance because it is not possible for insertion or deletion of program code to
corrupt previously inserted monitoring code. By establishing relations between constraint specifications
and supporting documentation, it is also possible to provide justification of constraints. This supports
resolution of conflicts between specifications and code.

An area in which this work can have impact isin creation and execution of test beds. Adding
congtraints during testing typically requires manual instrumentation of checking code and removal of the
code when the product is deployed. Additionally, because of the large increase in code size due to
instrumentation, execution times are naturally increased. By automating the insertion of constraint-
checking code, developers are free from the task of instrumentation and can focus instead on improving
the knowledge base that indicates correct program execution. Defects can be identified earlier in the
testing cycle, reducing cost.

1.3 Organization of Paper

The remaining sections in this paper examine the constraint specification and automated
instrumentation components of DynaMICs in which formal methods are critical. The main points covered
in each section are as follows:

= overview of component, including a description of the knowledge needed, where it is obtained,
and how its used;

= gpproach used to redlize the component, including a discussion of the technologies that have been
used to develop a proof -of -concept; and

= integration of forma methods, including a discussion of formal methods that impact development
of aruntime monitoring system such as DynaMICs.

In addition, the paper summarizes related work.

2. Constraint Specification

2.1 Overview

Initial work on DynaM|Cs has focused mainly on capturing domain and system knowledge through
constraints. To have a larger impact on system development and maintenance, the knowledge base of
DynaMICs must be extended to include additional system knowledge, in particular design knowledge
derived from objects, data structures, operations, relationships among operations, and algorithms.
Nevertheless, congtraint-checking code establishes an implicit relationship between domain knowledge
and the system.



Domain experts, clients, users, and members of the development team contribute to constraint
definition. Thisinformation may be traced to interview transcripts, memoranda, reports, and the
requirements specification (GK97, DV 93). Members of the development team contribute constraints by
applying assumptions about the operating environment (e.g., acceptable input values) and limitations
imposed by the design (e.g., Size of a data structure). Testers, who are interested in monitoring program
behavior under specific testing conditions, can add special-purpose constraints.

Constraint elicitation and identification necessitates analysis of the problem from a perspective different
than requirements analysis. Requirements answer the question, "What will the system do?" while
constraints answer the question “What monitored relationships can indicate correct program execution?”.
An exampleis presented in Section 4. A more detailed description of the constraint-definition process can
be found in (GMO01).

2.2 Approach

Constraints specifications consist of three parts: events, conditions, and actions. The event directs
instrumentation by specifying when the condition must hold. The condition specifies the constraint, and
the action specifies what must be performed on violation of the condition. Each is discussed in the
subsections that follow.

Congtraints are captured during the requirements elicitation, requirements analysis, design, and
implementation phases of software development. As aresult, it is necessary to maintain the mapping from
terms in the constraint specification to variables and storage locations at the program-code level. Thisis
done through a data dictionary that maintains information about variables used in specifications, called
congtraint variables Program devel opment personnel maintain the associations of the constraint variables
to program variables during program construction.

2.2.1 Event Specification

The event definition directs program instrumentation and is defined as an ordered four-tuple (GT99):

Event : Variable-set © Transition ©~ Phase ~ Placement

Variable-set : set-of-tokens

Transition . {immediate, intermediate, delayed}
Phase : {input, processing, output}
Placement : {before-store, after-store}

Events are based on stores to variables associated with constraint variables. Variable-set maintains
the set of constraint-variable names for which state transitions (a change in the values held in constraint
variables) are observed. Constraint variables that refer to values from previous states are distinguished.
The name static constraint is used to refer to constraints that are monitoring only the current state of a



congtraint variable. Transitional constraint refersto aconstraint that refers to initial or previous state of
congtraint variables.

Variable-set, Transition, and Phase identify the state transitions to be monitored with respect to a
specified phase. Valid phases include input, processing, and output. For a specified phase and Variable-
set, immediate indicates that the constraint must hold after each state transition. Delayed denotes that a
constraint must hold at the end of a specified phase. For example, a delayed-on-input constraint for
variables a, b, and ¢ indicates that the associated monitoring code executes after all values for these
variables have been read. If a program uses an iterative construct to read in these vaues, then the check
will occur at the point where the iterative construct terminates. In the case of nested iterative constructs,
the check will occur outside the outermost construct. For the specified phase and Variable-set, an
intermediate value designates that the constraint must hold after an implied sequence of state transitions.
For example, if Variable-set contains variables a and b and both variables are updated in a sequence, then
the monitoring code executes after the sequence completes.

The types of instructions that cause state transitions within a program and that can be used to
determine potentia points of program instrumentation include input, assignment, and output instructions,
i.e., instructions that store data to memory. Each is associated with a computation phase. Because
computed values may not be stored to memory, but instead stored to a device via output instructions, it
also is hecessary to consider output instructions as instructions that cause state transitions. An assumption
is made that controls of sensitive devices are memory mapped and, thus, are accessed using assignments.
Congtraints on file output, with aformat that is clearly specified, can be checked (GT01).

Placement indicates whether a constraint is placed before a store or after a store to a constraint
variable. In the case of a constraint in which a violation will cause catastrophic failure (referred to asa
mission-critical constraint) it isimperative that the constraint is checked before the value is stored. A
critical constraint is one in which a violation of the constraint indicates a hazard condition that could
result in catastrophic failure. Constraints for critical and non-critical constraints can be checked after a
store to avariable.

222 Condition Specification

The condition definition is expressed in afirst-order language (G96). Section 4 discusses the types of
constraints that can be expressed in DynaMICs. Because constraints are implementation independent, a
data dictionary, as described earlier, maps variables used in the constraint specification to program
variables in the implementation and describes the real-world objects being model ed.



2.2.3 Action Specification

The action specification defines the consequence of a constraint violation. This can include such
actions as recording state in a history log, saving state for error recovery, performing state rollback, and
initiating graceful degradation. The latter three actions are currently under study.

224 Specification of Additional Information

Constraints may require information that is not computed by the program. This includes information
that can be inferred and computed, e.g., using counters and accumulators. The collection of this
information is defined using an event-condition-action specification, where the event and condition are
the same as a congtraint specification. The main difference is that the action, which computes values to be
used by congtraints, is triggered when the condition is satisfied. Consider a constraint that requires that a
be less than b after a specified number of updatesto b. In this case, variable, ¢ isintroduced to maintain
the count of the number of updates to b. The event is an assignment to b (immediate-on-processing), the
condition is true, and the action is the increment of ¢. The constraint can be specified as ¢ > threshold ®

a < band isclassified as an immediate-on-processing constraint on variable b.

2.3 Integration of Formal Methods

Some practitioners may find expressing constraints in aformal temporal logic to be daunting. We
believe that our specification language is more intuitive and can be expressed in aformal temporal logic.
Using the language defined in (DV93), event E and condition C in a DynaMICs specification can be
expressed as. O(Es® O C), where E; denotes an event that occursin state s, Os C denotes that condition
C holds in the state immediately following s, and @ P denotes that P holds in the current and all future
states. Clearly, the advantage of aformal language is the ability to reason about constraints. Thisis
essential for dealing with inconsistencies, one of the main software-development problems addressed by
DynaMICs.
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Figure 2: A high-level view of mode checking.



The goals of runtime constraint checking are similar to model checking (H97). Model checkers
monitor constraints of programs using an exhaustive finite-state search of an abstracted program (see
Figure 2). Because the state space of complex programsis too large for exhaustive search, a common
approach is to abstract the program to a model and test properties of the model. DynaMICs extends the
range of model checking by allowing verification of constraints over alarger state space. The approach
provides runtime assurance that a property holds in a particular execution or test suite, i.e., it explores
only a subset of the state space that a program visits and not the entire state space. Model checking will
detect afailure if an error existsin the model. On the other hand, DynaMICs will detect afailure if an
error exists in the program on a tested execution path. Model checking verifies an abstraction of aredl
program. DynaMICs verifies a subset of states of a program.

One of the difficultiesin model checking is the correct construction and instrumentation of a model
from a program. We would like to investigate the possibility of automating model instrumentation for
verification viamodel checking. Another area of research is the vertical traceability of errors detected by
amodd checker to code and specifications. One possible approach isto identify afailure using a model
checker, instrument a source program using DynaMICs, then execute the instrumented source code using
the state trace from the model checker to build a test suite. DynaMICs has the capability to trace to

artifacts upon constraint violations through the tracing mechanism.

3. Instrumentation

3.1 Overview

Monitoring code is code that results in the test of a constraint. This can be an in-line sequence of
instructions, a call to a procedure or function, or atrigger for an instruction sequence executed in a
separate process (F98, L95). Identifying the points in program execution at which monitoring code should
be executed requires the event definition of a specification along with analysis of the program’s control

flow. This section examines control-flow graph analysis and code generation.

3.2 Approach

321 Control-Flow Analysis

Andysis of aprogram’s execution flow is needed in order to automatically determine program
instrumentati on points from constraint specifications (GPO1). These points are associated with updates to
monitored variables. The analysis approach followed by DynaMICS focuses on path expressions (T81,
BM93, K97), i.e., regular expressions derivable from execution control-flow graphs (CFGs), each node of
which isabasic block. A basic block (AS86) is a sequence of instructions with asingle entry and single
exit. Read/write lists are associated with each basic block to identify basic blocks of interest, i.e., ones



that include accesses to monitored variables. Once these basic blocks are identified, the path expressions
can be condensed by coalescing adjacent basic blocks.

Using the event definition as a guide, path expressions are analyzed to identify program
instrumentation points; each of these points is associated with a unique path tag (TM99). Each path tag
maps to a constraint specification. An agorithm for defining path tags for immediate, delayed-on-input,
delayed-on-processing, and delayed-on-output constraints can be found in (F98, GT99, GP01). Checking
immediate constraints is straightforward; the constraint check is performed whenever a monitored
variable is modified. Placement of a delayed constraint requires identifying the best location at which to
place a constraint check. For a delayed-on-process constraint, this is the point where assignment of the
monitored variables is complete.

Analysis can be done at the intermediate-code or object-code level. In the case of mission-critical
constraints, object-code analysis is needed to prevent a transition to an unsafe state. In memory-mapped
10 systems, it may be necessary to prevent awrite to memory prior to testing a constraint. For constraints
that are not critical, intermediate-code instrumentation is sufficient. Because safety-critical systems
require assurance that is not provided by current compilers, checking of critical and mission-critica

constraints requires instrumentation at the object-code level.

3.2.2 CodeGeneration

One god of DynaMICsis to synthesize constraint-checking code automatically from constraint
specifications. Two classes of code are considered: constraint-checking code which ensures that the
monitored program is executing correctly, as defined by constraints; and information-generating code
which computes additional information needed to check constraints. Only the constraint-checking code
raises violations for handling by the monitor. Neither will alter execution of the program except in the
case when aviolation is detected by constraint-checking code and the corresponding action definition
requires error recovery. The information collected by information-generating code does not affect
program execution since the variables used to maintain the information cannot be referenced in the source
code. Because constraint specifications and domain knowledge are implementation independent, the
code-generation agorithm needs to trandlate specifications to code, considering possible differences
between constraint-variable data types and associated program+-variable data types stored in the data
dictionary.

3.3 Integration of Formal Methods

Examples of program-synthesis systems that generate concrete-level code from abstract-level
specifications are known (S91, SW94, SM96, W99). Some of these systems, in particular the fully
automated deductive systems, suffer from their dependence on automated-theorem-proving tools.



However, it is possible that most of the constraints derived in practice will be classified by their structure
(G96). In this case, it might be possible to take advantage of transformations, proof planning, or schema-
guided synthesis (WB92, BS90). Experiments conducted thus far have shown that the code to test a
constraint is reasonably small, on the order of tens of lines of high-level code (C01). This small size of
code enables the use of fully automated tools.

The aforementioned approaches require complete axiomatization of domain knowledge. If such
knowledge is not available, inductive techniques for the synthesis of constraint-checking code could be
useful (F95, MB98). This would alow the collection of examples from which the system will be able to
generalize. While these approaches require human interaction, it is possible to reuse the results in later

syntheses.
4. An Example

Typical conditions that would be expressed by constraints include verification that values of a
program variable belong to a specified set of values. Congtraints can be used to check a count,
summation, and maximum (minimum) of a collection of values associated with program variables, or
determine that pertinent program variables have been assigned values prior to use. Other types of
constraints include checking relationships between variables, e.g., inlet temperature must be less than the
outlet temperature. 1n addition, constraints can capture set-membership properties, e.g., no part-time
employee is afull-time employee (the set intersection is empty). Constraints examine program variable
properties at different points in program execution. The interest isin examining intermediate valuesin
addition to initial and final values of program variables. The work has investigated general constraints on
toy problems that included text processing, transaction-oriented, graph manipulation, pattern matching,
and real-number calculations.

To illustrate the specification, analysis, and instrumentation of constraints, a simple exampleis
given. This example computes the division of two integers, a and b, yielding a quotient, g, and a
remainder, r. For this problem, two constraints can be defined:

r<band (" b)+r=a.
The constraints do not recalculate the division of a and b, rather they check that the division is

correct. Domain (division) expertise is required to specify constraints such as these.



Code Control Flow Graph Path Expression
q=0; | Assign(r,q) | | Assign(r,q) |
r=a;
while r>=b {
r-=b; B1 B2 B3 [ B4 B3 ]* B5
q++ }
Constraints Instrumented Code
=0;
C1: ?: a;
Event: ({g,r}, intermediate, Path Tag A: C1
processing, after-store) whiler>=b
Condition:a=(q*b) +r {
Action: Log r-=b;
q++ Path Tag B: C1
C2: = 2
Event: ({r}, delayed, ) } - Path Tag C: C2
processing, after-store) Assign(r,q) Exit
Condition: r < b '
Action: Log

Figure 3: Constraint instrumentation for the division example.

5. Rdated Work

Approaches that provide evidence of correct program execution can be partitioned into those that are
applied during software development and those that are applied after the product is deployed. The
approaches that fall into the former partition include program synthesis, correctness proofs, code anaysis,
reviews, testing, and model checking. The approaches that fall into the latter partition include multi-
version programming and runtime monitoring.

Monitoring can be done at the hardware- or software-level (S95). Early approaches to software-fault
monitoring include Anna (L85), Concurrent Anna (S93), Annotation Pre-Processor for C program (APP)
(R95), and Eiffel (M92). Each approach requires the developer to specify and insert assertions at
appropriate locations in the application code. Assertions are a subclass of integrity constraints because
integrity constraints extend the application of assertions by capturing knowledge that is implementation
independent. Assertions, like integrity constraints, oversee the dynamic execution of programs by
monitoring program variables.

Annaand Concurrent Anna use constructs to specify assertions on Ada programs, using forma
comments that consist of Boolean+valued expressions and reserved words. In addition, the language
allows specification of computations that are needed only to check assertions. In both approaches, formal
comments are replaced by calls to appropriate checking modules. Concurrent Anna addresses
performance degradation by providing concurrent execution of checking modules.

The APP approach incorporates assertions, written in an extension of C's expression language, to
monitor C programs. As with Anna, the programmer inserts assertions at points in the program where
checks should occur and at the module level through pre- and post-conditions. The compiler pre-

processor pass is used to instrument checking code into the program.



Eiffel provides an object-oriented language, method, and environment. Unlike the previous
approaches, Eiffel provides methodologies to support the analyss, design, and implementation phases of
object-oriented software development. The assert macro/function used in various languages such as the C
and C++ programming languages also provides monitoring capabilities. The assert macro/function
typically is used by programmers to check pre- and post-conditions of code sections. If the assert
function evaluates to false, a specified error message is output.

In contrast to the aforementioned approaches, Monitoring and Checking (MaC) architecture (LB98)
does not provide software-fault monitoring through user-inserted assertions at the implementation
(language) level, but rather through event specifications at the design level. MaC supports run-time
monitoring via a run-time checker that interacts with filter and event recognizer components. During the
design phase, the user creates a monitoring script that defines events, produces an event recognizer that
relates state information to high-level events, and instruments the code that retrieves relevant program
date. The filter component is responsible for extracting program variable values from system code and
sending them to the event recognizer. The event recognizer communicates the information that is to be
checked to the run-time checker. MaC targets detection of faults in numerical computations and
sequencing of events. Other approaches to software-fault monitoring include (CG95, BT93).

6. Summary

The difficulty in communicating crucial knowledge among team members from specification to
software deployment, managing change, and formally specifying requirements makes verification of
software challenging. To address this, it isimperative that developers begin to focus on identifying
pertinent domain and system knowledge that can be used to determine whether a program is operating
correctly during its execution. Successful software projects have key personnel who can integrate severa
knowledge domains as well as system knowledge. The aim of the work presented in this paper isto
capture such knowledge as constraints and to use the constraints to monitor the program during runtime.
Thiswill facilitate identification of errors by closing the gap between a software failure and the software
fault that leads to failure. The focus of this paper is to describe a framework for an approach called
DynaMICsthat assists in providing evidence of correctness in software systems and assistance in
identification of error sources. Additionally, the paper describes the practical impact of forma methods
on development of DynaMICs.

The DynaM I Cs approach differs from other monitoring approaches because constraints are stored
separately from other artifacts and instrumentation of constraint-checking code is automated. We believe
that the automation provided by the approach, the ability to monitor correct behavior of programs, and the
ability to trace to artifacts will motivate the capture and use of constraints. Because the formal language



used by DynaMICs may be expressed in aformal temporal logic, atool that supports reasoning about
constraints and detection of potential inconsistencies in requirements will make the approach even more
atractive.

The godls of DynaM|Cs are complementary to model checking. The automated instrumentation
agorithms of DynaMICs may be applicable to instrumentation of abstract programs in model checkers,
and model checkers can support the use of DynaMICs. For example, model checkers can direct creation
of test suites from state traces upon failures and, using these test suites, DynaMICs can facilitate the
identification of faultsin the program and assist in error resolution through the tracing mechanism.

In order for DynaMICs to be applicable to high-assurance systems, it is crucial to generate provably
correct, executable code. Generation of constraint-checking code from specifications is a good candidate
for application of program-synthesis systems that take advantage of proof -planning or schema-guided
synthesis. The main reasons are the simple and concise pieces of code that are generated from each

constraint and the fact that constraints can be classified based on their structure.
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