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1 [Introduction

A rising trend in the software industry isin distributive, collaborative problem-solving,
which has been made possible by grid and web service technology. The grid is characterized as
an open system in which users, software components, and computational resources (all owned by
different entities) come and go on a continuous basis. Grid applications are built as collections of
interacting processes that communicate over a network and support a high degree of automation,
providing flexible collaborations and computation on a global scale. This paper describes ongoing
research in software runtime monitoring using the JavaMaC system and preliminary ideas on the

application of runtime monitoring to establish assurance of grid applications.

1.1 Motivation

Many grid applications require the integration of data and knowledge from multiple sources
and domains. In addition, there are aspects of these applications that make them complex. The
processes need to synchronize and, thus, they exhibit time-dependent behaviors. Because of the
needed integration of components, software must interact with physical devices and other
software over external networked environments. In distributed and real-time systems, it is
difficult to determine if timing and computational properties are achieved due to uncertainty of
environments external to the system and errorsin specifications or implementations.

The application of the research described in this paper is on the GEO-science Network
(GEON), an NSF collaborative effort among researchers from 13 universities representing a
broad cross section of information technology and earth science disciplines. Partner institutions
include San Diego Supercomputer Center, Arizona State University, Cornell, Virginia Tech, and
UTEP. GEON isbuilding digital libraries of high-quality geological information and integrated
software tools for data access, analysis, modeling, and visualization, providing resources for
researchers, students, teachers, and the public. Other examples of applications that use grid
technol ogies to support and enhance the scientific process include Network for Earthquake

Engineering Simulation System Integration (NEESgrid) and e-Science.



A requirement of the GEON project is to provide the scientist with assurance that the data
and computations are correct. To elucidate example uses of GEON, we present two scenarios.
The first scenario presents a sequence that is achievable in the near term by adapting state-of -the-
art tools. The second scenario presents avision of the future. The scenarios are not intended to be
domain specific; however, they describe practices to which the grid aspires and suggest needed
research.

Scenario 1: A developer creates an application for a scientist using agrid service
development toolkit. The developer discovers available services that meet his or her needs by
guerying aregistry. The information provided to the devel oper includes such things as: signature;
port bindings for the service provider; names, data types and descriptions of the state information
that the devel opers have exposed about the implementation of the service; and properties about
the service. The developer and scientist, who have limited to no knowledge of formal
specification, use atool to elucidate the properties. Each chooses an approach for visualization
that best suits his or her model of understanding. The developer creates the application by
invoking various services and integrating the results. In addition, the tool helps the scientist
define properties that ensure that the application as a whol e behaves as needed. The application is
monitored during runtime with the monitor running on the service provider.

Scenario 2: A workflow stored on the grid defines a network of tasks for satisfying a
scientist’ s request. When initiated, the workflow is forwarded to an autonomous grid agent that
identifies registered services that satisfy the tasks in the workflow. The agent schedules services
in an efficient manner utilizing information in the workflow and current meta-data associated
with the service. The workflow is annotated with properties that are used by a monitor to verify
that the services uphold their contracts. In this scenario, only the interfaces between services are
exposed. If the monitor discovers that a service does not conform to the requirements, it notifies
the agent, and the agent identifies a different service to satisfy the task. The monitor updates the
registry so that other agents using the registry are better able to satisfy similar requestsin the

future.

1.2 Focus of Paper

In grid computing, users compose their applications from services. It is not enough to know
the static interface of the service (i.e., the types of itsinputs and outputs) in order to ensure that
combined services produce the correct result. One also should consider the services' timing
parameters and how the services produce inputs from outputs. Such semantic properties are

important not only at design time, when the services are composed, but also at run time when the



services are being used. At design time, it is necessary to check whether the composition of the
properties of the services will imply the desired property of the application. At run time, itis
necessary to determine whether each serviceis fulfilling its promises. One of the goals of grid
computing isto design solutions dynamically by searching for services at run time. In this
situation, it is not feasible to test components prior to using them in the design of a solution.
Monitoring application behavior at runtime enables the dynamic replacement of misbehaving
services or, if aservice offers areconfiguration interface, the adjustment of parameters to achieve
the desired behavior.

In order to check whether the property holds at run time, we need to be able to monitor the
relevant aspects of the service behavior. What aspects are relevant is dependent on the property
and usually can be inferred by inspecting the primitive components (events and state) in the
property specification. Servicesin the grid, however, are available to the user as black boxes.
They can be implemented in avariety of ways using different programming languages, and they
can run on different kinds of platforms. Monitoring the relevant aspects of the service behavior at
run time makes it possible to check whether the property holds. Instrumenting services for
monitoring by the user isinfeasible. Services, therefore, must provide an interface that will allow
checking of the properties by an external monitor.

This paper outlines an infrastructure for specifying properties of services and applications,
an interface for exposing relevant behaviors of a service, and a“meta-service” for run-time
checking of service properties. In addition to these topics, the paper describes challengesin

monitoring grid services and discusses related work. The paper closes with a summary.

2 Monitoring Grid Services

This section examines the focus of the research concerning the requirements for monitoring
properties. In addition, it looks at an existing runtime monitoring tool that is being adapted to

monitor grid services.

2.1 Monitoring Requirements

To effectively monitor services for conformance to required behavior, it is necessary to
identify the properties that separate conforming services from nonconforming services. Two
guestions are being addressed by the research in this area. First, what are the requirements for
monitoring the integrity of data and computational properties of grid services, i.e., properties that
demonstrate that the service is behaving correctly? Second, what support is required for

monitoring the integrity of grid services?



The ability to monitor services for data and computational integrity requires: 1) the
definition of a behavioral interface for gird services such that each service will advertise a set of
properties that the service guarantees; 2) the capability to browse these properties during the
application design and select the ones that are important for the application; and 3) a set of hooks
in the service that allows implementation-independent access for events and state variables that
are necessary for evaluating the property.

The Web Service Description Language (WSDL) [FK02, CCO1] document defines the
interfaces of servicesthat may beinvoked by other entities as well as other capabilities of the web
service. It is not standard practice today to provide descriptions of properties that a service
guarantees to maintain. WSDL can be extended to provide this information. A service client
would have the option to select the properties to be enforced. A service provider would have the
ability to expose internal variables and types that she or he believes will be of interest to a client.
Thiswill alow clients of the service the ability to check intermediate results and loosen or
strengthen properties, depending on how the service will be used.

Web Service Resource Framework (WSRF), which replaced the Open Grid Services
Infrastructure (OGSI), defines specifications for accessing stateful resources. The resource
framework includes WS-Notification [FFO4] and WS-ResourceProperties [GC04, CA04].
Notification mechanisms are a viable approach for providing hooksin services. The goals of WS-
Notification are to standardize the concepts, message exchanges, and WSDL and XML schema
requirements for inter-object communication. The protocol will provide the monitor with the
ability to register dynamically with the web services to be monitored and to specify the trigger
conditions and events of interest. The goals of WS-ResourceProperties are similar to those of
WS-Notification except for its application to resource projection, its association with the web
service interface, and the messages defining the query and update capability against the properties
of WS-Resource. It is essential that the conventions established by WS-Notification, WS-
ResourceProperties, and other specifications provide dynamic support and access to the state of
the computation.

2.2 MaC: aRuntime Monitoring Tool

A way to bridge the gap between high-level design and implementation is through the use of
aformally defined monitoring scheme where the system isinstrumented to monitor key aspects of
its behavior and the monitored behavior is tested for conformance with the behavior of a correct

system. One approach is the Monitoring and Checking (MaC) framework [KV99]. This research



isfocused on how to monitor runtime behavior of systemsthat interact with external
environments and the adjustments needed to build and apply tools to monitor grid applications.

The MaC framework allows users to specify system states to be monitored, define high-level
events based on run-time system states, and describe correctness propertiesin terms of high-level
events. Given these user defined artifacts, the MaC prototype automatically instruments the
system with afilter and generates an event recognizer and a checker. At run-time, when a
monitored state is reached, the filter passes this information to the event recognizer. The event
recognizer uses the information to recognize high-level events, which are then sent to the checker.
The checker determines whether the stream of high-level events conforms to the correctness
properties.

Figure 1 showsthe overall structure of the MaC framework. The framework includes two
main phases. static phase and dynamic phase. During the static phase, i.e., before atarget
program is executed, run-time components such as afilter, an event recognizer, and arun-time
checker are generated from atarget program and aformal requirements specification. During the
dynamic phase, the instrumented target program is executed while being monitored and checked
with respect to the requirements specification.

The Meta-Event Definition Language (MEDL) is used to express requirements. It is based
on an extension of alinear-time temporal logic. It can be used to express alarge subset of safety
properties of systems, including real-time properties. We use events and conditions to capture and
reason about temporal behavior and data behavior of the target program execution; events are

abstract representations of time and conditions are abstract representations of data.
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Figure 1. The structure of the MaC framework.



Requirements written in MEDL are expressed in terms of high-level events and conditions.
Events occur instantaneously during execution, whereas conditions represent information that
holds for duration of time. For example, an event denoting return from method RaiseGate occurs
at the instant the control returns from the method, while a condition (TrainPosition = 2) holds as
long as the variable TrainPosition does not change its value from 2. The distinction between
events and conditions is important in terms of what the monitor can infer about the execution
based on the information it gets from the filter. The monitor can conclude that an event does not
occur at any moment except when it receives an update from the filter. By contrast, once the
monitor receives a message from the filter that TrainPosition has been assigned the value 2, it can
conclude that TrainPosition retains this value until the next update.

In addition to the requirements written in MEDL, a monitoring script relates these events and
conditions with low-level data manipulated by the system at run-time. Monitoring scripts are
expressed in the Primitive Event Definition Language (PEDL). PEDL is used to define what
information is sent from the filter to the event recognizer, and how it is transformed into events
used in high-level specification by the event recognizer. Based on the monitoring script, the
system is automatically instrumented to deliver the monitored data to the event recognizer at run-
time.

The reason for keeping the monitoring script (PEDL) distinct from the requirements
specification (MEDL) isto maintain a clean separation between the system itself, implemented in
acertain way, and high-level system requirements, independent of a particular implementation.
PEDL, therefore, istied to the implementation language of the monitored system in the use of
object names and types. MEDL is independent of the monitored system. The separation between
PEDL and MEDL ensures that the architecture is portable to different implementation languages
and specification formalisms. Note that implementation-dependent event recognition insulates the
requirement checker from the low-level details of the system implementation. This separation
also allows us to perform monitoring of heterogeneous distributed systems, a characteristic of
grid services. A separate event recognizer may be supplied for each module in such system.

A filter isacollection of probesinserted into the target program. The essential functionality
of afilter isto keep track of changes of monitored objects and send pertinent state information to
the event recognizer. An event recognizer detects an event from the state information received
from the filter. Events are recognized according to alow-level specification. Recognized events
are sent to the run-time checker. A run-time checker determines whether or not the current
execution history satisfies a requirement specification. The execution history is captured from a
seguence of events sent by the event recognizer.



To demonstrate the effectiveness of the MaC framework, we have implemented aMaC
prototype for Java programs, called Java-MaC. Java-MaC targets Java executable code (i.e.,
bytecode). It is easy to deploy Java-MaC, because it automatically instruments the target program
and generates the run-time components of Java-MaC based on requirements specifications written
in two scripting languages, MEDL and PEDL-for-Java. The system is available at

WWW.Cis.upenn.edu/~rtg/mac.

2.3 MaC Extensionsfor Grid Monitoring

The current research efforts are focused on devel oping a fundamental understanding of
timing property checking. The current MaC system only supports a subset of real-time properties.
The work is being extended to consider the following categories of timing properties:

1. Temporal dependencies define the temporal relations among events. An example property is
one that requires process A to complete before process B begins.

2. Time constraints restrict the time that an event isinitiated or completed. For example, a
system may require that a processis initiated at agiven time, or that the difference in time
when two events complete is within a specified interval.

3. Rates specify the number of particular events per unit of time, where the rates can be
expressed as an exact value, or within an error range or percentage. For instance, an example
rate property states that the frame rate of avideo streaming application must be greater than a
specified value, or that a node on a grid service must process ten data requests per second.

The MaC specification language is being extended to include a larger set of real-time
properties, including the properties described above. The proposed extension will add regular
expressions to simplify the specification for temporal dependencies and add timers and auxiliary
timing functions to aid specifying timing constraints and rates. Regular expressions are known to
add expressive power to the LTL [AF02] whereas the timers can catch the error as soon as it
occurs. The major reason for the lack of timing properties in the current MaC implementation is
that Java does not support real-time threads whose scheduling can be controlled to meet timing
requirements. To remedy this, we will port Java-MaC to use rea-time Java threads and explore
how to support more accurate detection of timing violations.

Java-MaC defines two attributes for each event: time and value. It assigns atimestamp to
each event based on the clock of the monitored system. The timestamps enabl e reasoning about
the timing properties of the system and the order of events. Ideally, the clocks of the monitored
systems and the monitoring system would be synchronized; however, in a grid environment this

isunlikely especialy if the monitor is executing as a separate service.



The GEON grid, is comprised of computation clusters. Machines on the grid are currently
geographically dispersed among sixteen participating sites each with a set of clusters locally
administrated and connected with wide-area networks [RCO04]. Figure 2 shows the GEON grid

architecture and possible mounting points for the monitoring elements.
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Fig 2. Example scenario of a grid servicerequest satisfied by a node on the GEON grid and monitored using Java-MaC.

In the scenario presented in Figure 2, agrid service request is made to the GEON grid
central node, which determines that the UTEP node can satisfy the request. A message is sent to
the UTEP node to inform it of the requested service. Once acknowledged, the node initiates the
Grid Service Factory and Java-MaC for monitoring the requested grid service. If a constraint
violation is detected and a steering action is needed, Java-MaC will inform the Grid Service
Factory, which determinesif recovery is possible. The scenario in Figure 2 shows Java-MaC
executing on each node in the grid; however, it may be advantageous for the monitor to run asa
serviceitsdf, alowing Java-MaC to run on a node separated from the services.

In a grid computing environment, computational services run at different locations and
communicate among themselves via message passing. Because connections among Java-Mac
runtime components are established before the target application executes, the location of the grid

service must be determined prior to its execution. This information is obtained and managed by



the grid management system. It determines the best communication medium, considering the
communication overhead. For example, utilizing a communication medium such as TCP sockets
require more overhead as compared to shared memory. Java-MaC provides three different
communication mechanisms among the run-time components. TCP socket, FIFO file, and
communication channels implemented by a user InputStream and OutputStream provided by the
JavaaMaC API. It is necessary to either create a new protocol that would alow efficient
communication inside the grid by implementing a custom communication channel through Java-
MaC's API, or to take advantage of local nodes on the grid for storing FIFO files and

communicating through shared memory.

3 Reéated Work

The related work is divided into two sections. The first section examines general run-time
verification techniques. The second section looks specifically at runtime monitoring of grid

SEervices.

3.1 Run-time Verification Techniques

Numerous researchers have studied run-time verification techniques. The MaC framework
[KV99] provides an architecture to monitor and check a software system at run-time to ensure
that the execution of areal-time system is consistent with its LTL-based requirements. It provides
aprototype for software written in Java. JPaX or Java Path Explorer [HRO1] provides an
environment for monitoring and verifying the execution of Java programs against specification
based on temporal logic formulae. Time Rover [D03] monitors Java/C++ programs to check
whether LTL requirement specification is violated or not. JASS (Javawith ASSertion) [BFO1] is
aprecompiler that supports boolean assertions for Java. Jass takes Java source code and inserts
pre/post conditions for methods and invariants for classesin special comments. The Java Run-
time Timing constraint Monitor (JRTM) [ML97] aims to detect violation of timing propertiesin
Java programs. JRTM uses Real-Time Logic (RTL) [AH92] as a requirement specification
language. A Java program should be manually instrumented to put a probe in the place where a
primitive event happens. Java Event Monitor (JEM) [ML99] is an event-mediator like the
CORBA event channel. JEM receives predefined primitive events from event suppliers and
detects composite events written in a Java Event Specification Language [LM 98] based on these

primitive events. Refer to [D02, D04] for a comprehensive comparison of run-time monitors.



3.2 Runtime Monitoring of Grid Services

There are severa efforts that target monitoring of grid services. Many of them center on
quality of service issues. The software oscilloscope project [GD04] targets the monitoring, tuning,
and adaptation of grid applications, and the NetL ogger toolkit collects data from software and
hardware resources for a posteriori analysis[T04] of job performance, e.g., CPU loads, TCP
transmissions, and 1/0O processing. Robinson [R04] is investigating monitoring of web services
for quality of service. Deutsch et al. [DS04] verify sequences of inputs, states, and actions over
data-driven web services provided by websites and based on interactions with users. A new
standardization effort by the Global Grid Forum's Grid Resource Allocation Agreement Protocol
(GRAAP) working group is defining a protocol called WS-Agreement to assist in resource
discovery, inspection, and agreement. The protocol includes the ability to negotiate behaviora
and negotiability constraints, e.g., the number of CPUs that are needed to run a particular service,

and the number that can be negotiated.

4 Summary

The GEON project is a collaborative effort among numerous institutions, including UTEP,
to create geoinformatics infrastructure. Because of the criticality of the grid services that will be
deployed, scientists need assurance of the integrity of the data supplied by the service and
assurance that the workflows and other scientific applications behave as expected. This paper
describes the efforts toward devel oping a software runtime monitoring tool using the JavaMaC
system and outlines the research questions and challenges that must be addressed to meet the
regquirements of the GEON community. In particular, the paper discusses the need for an interface
that exposes state of a service, timing concerns, and communication issues. Although the work
presented in the paper is presented in terms of the GEON project, it is applicable to all grid
applications.
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