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Abstract - Expert knowledge consists of statementsSj (facts
and rules). The expert’s degree of confidence in each state-
ment Sj can be described as a (subjective) probability (some
probabilities are known to be independent). Examples: if we
are interested in oil, we should look at seismic data (confi-
dence 90%); a bankA trusts a client B, so if we trust A, we
should trust B too (confidence 99%). If a queryQ is deducible
from facts and rules, what is our confidencep(Q) in Q? We
can describeQ as a propositional formula F in terms of Sj ;
computing p(Q) exactly is NP-hard, so heuristics are needed.
Traditionally, expert systems use technique similar to
straightforward interval computations: we parse F and re-
place each computation step with corresponding probability
operation. Problem: at each step, we ignore the dependence
between the intermediate resultsFj ; hence intervals are too
wide. Example: the estimate forP (A∨¬A) is not 1. Solution:
similarly to affine arithmetic, besidesP (Fj), we also compute
P (Fj & Fi) (or P (Fj1 & . . . & Fjk )), and on each step, use all
combinations ofl such probabilities to get new estimates. Re-
sults: e.g.,P (A ∨ ¬A) is estimated as 1.

I. FORMULATION OF THE PROBLEM

Expert knowledge usually consists of statementsSj : facts
and rules. The main objective is, given a queryQ, to check
whetherQ follows from the expert knowledge. For exam-
ple, in the knowledge base

S1 : a ← b. S2 : b ← . S3 : a ← c. S4 : c ← .

S1 andS3 are rules, andS2 andS4 are facts. If we ask a

queryQ
def= a?, then the answer is “yes”: e.g.,Q follows

from S1 andS2. Prolog-type inference engines are tools
that provide such inference; see, e.g., [9].

The problem with this approach is that experts are often not
100% confident in their statements. One way to describe
the expert’s degree of confidence in each statementSj is by
a (subjective) probabilityp(Sj). A subjective probability of
a statement can be defined, e.g., as a valuep for which, to
the expert, a lottery in which she gets $100 with probability
p is equivalent to the lottery in which she gets $100 ifSj

is true. This value can be determined by using bisection:

we start with an interval[p−, p+] = [0, 1] for which “$100
with probability p−” is less preferable than “$100 ifSj”,
which is, in its turn, less preferable than “$100 with proba-
bility p+”. By definition of a subjective probabilityp, this
means thatp ∈ [p−, p+].

Once we have such an interval, we compute its midpoint
pm and compare the corresponding lottery with “$100 if
Sj”. Depending on the result of this comparison, we get
a half-size interval ([p−, pm] or [pm, p+]) that containsp.
Hence, ink steps, we can compute the interval of width
2−k containingp. The midpoint of this interval is thus a
2−(k+1)-approximation top.

The question is: if a queryQ is deducible from facts and
rules, what is our confidencep(Q) in Q? For example,
to find oil, we must look for certain subterranean structures
(confidence 80%); to find these structures, we must analyze
gravity data (confidence 90%). What is our confidence that
to find oil, we must analyze gravity data?

Let us describe this problem in precise terms. We can usu-
ally describe deducibility ofQ as a propositional formulaF
in terms ofSj . For example, for the above knowledge base,
for Q to be true, eitherS1 andS2 must be true, orS3 and
S4 must be true. In this case,F = (S1 &S2) ∨ (S3 &S4).
The general algorithm for describing such a propositional
formula is given in [6].

As a result, we arrive at the following problem:

• we have a propositional combinationF of known state-
mentsSj ;

• we know the probabilitiesp(Sj) of different statements;

• we must determine the probabilityp(F ).

Since the eventsSj may be statistically dependent, we may
get different values forp(F ) depending on whether the val-
ues are independent or, say, positively correlated. So, to be
more precise:

• we must determine the intervalp(F ) of possible values
of p(F ).

How is this problem solved now?



II. TRADITIONAL APPROACH

It is known that in general, the problem of finding the exact
bounds forp(F ) is NP-hard; see, e.g., [9]. This problem
is NP-hard even if all the probabilitiesp(Sj) are equal to 1
– because it is equivalent to the propositional satisfiability
problem, a known NP-hard problem.

Traditionally, expert systems use technique similar to
straightforward interval computations [5]. Namely, for
simple formulas we know the corresponding probability
bounds [11]: if we know the bounds[a, a] for p(A) and
[b, b] for p(B), then:

• p(¬A) is in the interval[1− a, 1− a];
• p(A & B) is in the interval[max(a+b−1, 0),min(a, b)];
• p(A ∨B) is in the interval[max(a, b), min(a + b, 1)].

In the general case, we parseF and replace each computa-
tion step with the corresponding probability operation.

For example, letF = (A & B) ∨ (A &¬B) andp(A) =
p(B) = 0.6. The compiler would start withF1 = A and
F2 = B, then it would computeF3 = ¬B, F4 = F1 &F2,
F5 = F1 & F3, and finally F = F4 ∨ F5. Thus, ac-
cording to the above procedure, we first find the bounds
for p(F3) = p(¬B), then for p(F4) = p(A &B) and
p(F5) = p(A &¬B), and finally, the bounds forp(F ). As
a result, we getp(¬B) = 1− 0.6 = 0.4,

p(A & B) = [max(0.6 + 0.6− 1, 0), min(0.6, 0.6)] =

[0.2, 0.6],

p(A &¬B) = [max(0.6 + 0.4− 1, 0), min(0.6, 0.4)] =

[0, 0.4],

p(F ) = [max(0, 0.2), min(0.4 + 0.6, 1)] = [0.2, 1.0].

In this problem,F is equivalent toA, sop(F ) = 0.6. Thus,
similarly to interval computations, we can see that the re-
sulting interval contained excess width.

III. MAIN IDEA

In interval computations, one way to decrease the excess
width is to use affine or Taylor arithmetic; see, e.g., [2],
[3], [7]. For example, for affine arithmetic, the main idea
is that for each intermediate resultyj , we not only keep
the interval of its possible values, we also keep the relation
between this value and the original inputs – in the form of
a linear dependenceyj = a0j + a1j · x1 + . . . + anj · xn.

For quadratic Taylor models, we also keep the relation be-
tweenyj and pairs of inputs (as termsajkl · xk · xl), etc.

Our main idea is that, similarly to affine and Taylor arith-
metic, for each intermediate resultFj , besides an interval
of possible values forp(Fj), we also compute intervals of
possible values for pairs:p(Fj & Fi), p(Fj ∨ Fi) for all

previous expressionsFi and for all possible propositional
functions of two variables. On each step, we use all such
probabilities to get new estimates.

If this is not enough, we use an analog ofk-th order Tay-
lor methods – estimate intervals for propositional combina-
tionsp(Fj1 & . . . &Fjk+1) of k + 1 variables. The higher
the orderk, the more accurate the results, but the longer the
computations (since we must compute more terms).

IV. TECHNICAL DETAILS

A (minor) problem with the above idea is that it is not clear
how, when we know, say, the probabilities for all triples of
Fi for i ≤ j, we can estimate the new probabilities involv-
ing Fj+1. To transform this idea into a computationally
efficient approach, we introduce, in addition to the parame-
terk, another parameterl such that, when estimating inter-
val for p(Fi & . . .), we take into account only≤ l known
probability bounds, and then take the intersection of the re-
sulting intervals corresponding to all sets ofl probability
bounds.

One we have such a restriction, we can estimate the new
probabilities as follows. For each new resultFj+1 = Fi1⊕
Fi2 , we must estimate the probabilities of all combinations
f(Fj+1, Fj1 , . . . , Fjk−1), i.e., combinations

f(Fi1 ⊕ Fi2 , Fj1 , . . . , Fjk−1)

involving k + 1 formulasFi. We assume that we know the
probability intervals forl such combinations of≤ k values
Fi. Between thesel+1 propositional combinations, we in-
volvem ≤ (k + 1) + l · k variablesFk1 , . . . , Fkm . We can
describe both known and estimated probabilities as sums
of probabilities of atomic statementsF ε1

i1
& . . . & F εm

im
,

whereε ∈ {−, +}, F+ meansF , and F− means¬F .
Then, we use linear programming (LP) to get desired
bounds on the unknown probability.

What is the running time of this algorithm? A propositional
functionf(x1, . . . , xk) of k propositional variables can be
described as a function from the set{0, 1}k of 2k possible
combinationsxi to the set{0, 1} of possible truth values.

Thus, there are exactly22k

such functions. For fixedk and
l, this means that we haveO(1) such functions.

One the j-th step, we havej intermediate results
F1, . . . , Fj . We haveO(jk) possible combinations of≤ k
such values, so we haveO(jk) probability bounds. To
compute each ofO(jk) new bounds, we consider all possi-
ble subsets ofl probabilities. There areO((jk)l) = O(jk·l)
such subsets. For each subset, for fixedk andl, the value
m is bounded by a constant:m = O(1). There are2m =
O(1) possible combinations, so each LP requiresO(1)
time. So, overall, on stepj, we needO(jk) · O(jk·l) ≤
M · jk·(l+1) steps for some constantM . Overall, we need
≤ M(1k·(l+1) + . . . + nk·(l+1)) steps, where the numbern



of parsing steps is bounded by the length of the formula
F . It is known that1a + 2a + . . . + na = O(na+1),
so overall, this algorithm requiresO(nk·(l+1)+1) steps. In
other words, the running time grows polynomially with the
length of the formulaF – so this algorithm is feasible.

It is worth mentioning that whenk → ∞ andl → ∞, we
get exact results; however, computation time grows expo-
nentially with k and l, so we cannot realistically use too
large valuesk andl.

V. EXAMPLES

Let us first illustrate the above algorithm on the example
when we already know the analytical solution: we know
p(A) = a = 0.6 andp(B) = b = 0.6 and we want to
estimatep(A ∨ B). Here, we describe the following prob-
abilities of atomic statements:p++ = p(A & B), p+− =
p(A &¬B), p−+ = p(¬A & B), p−− = p(¬A &¬B).
In this problem,p(A ∨ B) = p(A & B) + p(A &¬B) +
p(¬A &B), so the corresponding LP problem takes the fol-
lowing form: p++ + p+− + p−+ → min(max) under the
conditions:

p++ + p+− = a; p++ + p−+ = b;

p++ + p+− + p−+ + p−− = 1;

p++ ≥ 0; p+− ≥ 0; p−+ ≥ 0; p−− ≥ 0.

It is known that in general, the solution of a LP problem is
attained at one of the vertices of the corresponding set, i.e.,
when the largest possible number of inequalities become
equalities. In this particular case,p(A ∨ B) is the smallest
whenp−+ = 0, andp(A ∨ B) is the largest whenp−− =
0. In both cases, we get the desired boundsmax(a + b −
1, 0) = 0.2 andmin(a, b) = 0.6.

The second example shows that we indeed get narrowed
intervals. The problem is to estimatep(A∨¬A) for p(A) =
0.6. The desired answer is, of course,p(A ∨ ¬A) = 1.
However, when parsing, we getF1 = A, F2 = ¬A, and
F = F1 ∨ F2. So, in the traditional approach, we estimate
p(F1) = 0.6, p(F2) = 1− p(F1) = 1− 0.6 = 0.4, and

p(F1∨F2) = [max(0.4, 0.6),min(0.4+0.6, 1)] = [0.4, 1]

– excess width. In the new approach, in addition to es-
timating p(F2) = 0.4, we also use the relationF2 =
¬F1 to estimate probabilities of other binary combina-
tions, in particular,p(F1 &F2) = 0, p(F1 &¬F2) = 0.6,
p(¬F1 & F2) = 0.4, p(F1 ∨ F2) = 1, p(F1 ∨ ¬F2) = 0.6,
p(¬F1∨F2) = 0.4, andp(¬F1∨¬F2) = 1. Based on these
estimates, forF = F1∨F2, we getp(F1∨F2) = 1.0. As a
result, we get the exact desired probability, with no excess
width.

Third example: for(A &B) ∨ (A &¬B), the traditional
method leads to excess width in comparison withA; how-
ever, if we use triples (analogue of quadratic Taylor ap-
proximations), then we can estimate the probability of
(A &B) ∨ (A &¬B) asp(A).

Similarly, for (A &B) ∨ (A & C), the traditional method
leads to excess width in comparison withA ∨ (B & C); if
we use higher-order methods, we get the exact interval for
p((A & B) ∨ (A &C)) – i.e., we getdistributivity.

Comment.A general argument against expert systems and
fuzzy logic (see, e.g., [8]) is that, e.g.,p(A ∨ ¬A) is es-
timated asf(p(A), p(¬A)) – e.g., asmax(p(A), p(¬A)),
while the correct value ofp(A ∨ ¬A) is 1. Our solution:
in addition to probabilities of individual intermediate state-
ments, keep probabilities of pairs, triples, etc.

VI. CASE STUDY: COMPUTER SECURITY

In the traditional approach to trust, we either trust an agent
or not. If we trust an agent, we allow this agent full ac-
cess to a particular task. For example, I trust my bank to
handle my account; the bank (my agent) outsources money
operations to another company (sub-agent), etc. The prob-
lem with this approach is that I may have only 99.9% trust
in bank, bank in its contractor, etc. As a result, for long
chains, the probability of a security leak may increase be-
yond any give threshold. To resolve this problem, we must
keep track of trust probabilities.

Let us describe this idea in precise terms. We have a finite
setA; its elements are calledagents. For some pairs(a, b)
of agents, we know the probabilityp0(a, b) with which a
directly trustsb. Our objective is to describe, for given
two agentsf ands, the probabilitypt(f, s) with which the
agentf trusts the agents.

In graph terms, we have each edge(a, b) with probability
p0(a, b). We must find the probabilitypt(f, s) that there

is a path fromf to s: f
E→ s. Since we usually have

no information on the dependence between different direct
trust links, we should find the interval of possible values of
pt(f, s). Specifically, it is sufficient to estimate the worst-
case (smallest) probability of trustp

t
(f, s).

In precise terms, we know a graph(A,E), and we know
the valuesp0(a, b) for all (a, b) ∈ E. We consider all pos-
sible probability distributionsp(E′) on the set of all sub-
graphsE′ ⊆ E for which, for every(a, b) ∈ E, we have∑
E′:(a,b)∈E′

p(E′) = p0(a, b). For every two edgesf ands,

pt(f, s) def=
∑

E′:f
E′→s

p(E′). We definep
t
(f, s) as the exact

lower bound of all such valuespt(f, s). Our objective is to
computep

t
(f, s).

For this problem, we have an explicit solution. Namely,
let us define thelength (distrust) of an edge is defined as

d0(a, b) def= 1 − p0(a, b). The length`(γ) of a pathγ =



(a0, . . . , an) is defined as usual:̀(γ) def=
n−1∑
i=0

d0(ai, ai+1).

The length of the shortest path fromf to s is defined as
follows:

dt(f, s) def= min{`(γ) | γ is a path fromf to s}.

Proposition ([4]) . p
t
(f, s) = max(1− dt(f, s), 0).

So, we can use Dijkstra’s algorithm (see, e.g., [1]) to find
the shortest path in a graph, and then computep

t
(f, s).

Proof. Let p(E′) be consistent with the given informa-
tion. We want to prove thatdt(f, s) ≤ dt(f, s), where

dt(f, s) def= 1− pt(f, s).

Let γ0 = (a0, a1, . . . , an) be the shortest path froma0 = f
toan = s; then,dt(f, s) = d0(a0, a1)+. . .+d0(an−1, an).
If there is no path fromf to s (Nt(f, s)), then at least
one of the connections(ai, ai+1) is not present inE′

(N0(ai, ai+1)):

Nt(f, s) ⊃ (N0(a0, a1) ∨ . . . ∨N0(an−1, an)).

Hence,dt(f, s) ≤ P (N0(a0, a1) ∨ . . . ∨ N0(an−1, an)).
So,dt(f, s) ≤ d0(a0, a1)+ . . .+d0(an−1, an) = dt(f, s).

To complete the proof, we produce a distributionp(E′) for

which pt(f, s) ≤ max(1 − dt(f, s), 0). Let π(x) def= x −
bxc. We defineE(ω) for ω = U([0, 1]) as follows: For
every(a, b) ∈ E, this edge is inE(ω) if and only if ω 6∈

π(I(a, b)), whereI(a, b) def= [dt(f, a), dt(f, a) + d0(a, b)].
Sinceπ(I(a, b)) has widthp0(a, b), the distributionp(E′)
is consistent withp0(a, b).

Induction proves (see Appendix for details) that for every
path starting ata0 = f , if all its edges(ai, ai+1) are in
E(ω), thenω ≥ dt(a0, an). Hence,

pt(f, s) ≤ max(1− dt(f, s), 0).

The statement is proven, so the above algorithm has been
justified.
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APPENDIX: DETAILED PROOF

1◦. Let us first show that for every distributionp(E′) that is
consistent with the given information, we havedt(f, s) ≤

dt(f, s), wheredt(f, s) def= 1− pt(f, s).

Let γ0 = (a0, a1, . . . , an) be the shortest path froma0 = f
to an = s. Then, by definition of the functiondt(f, s), we
have

dt(f, s) = d0(a0, a1) + . . . + d0(an−1, an), (1)

where (ai, ai+1) ∈ E for all i. If all the connections
(ai, ai+1) are in the random graphE′, then inE′, there
exists a path fromf = a0 to an = s – namely, the pathγ0.
So, if there is no path froms to f , then at least one of the
connections(ai, ai+1) is not present in the random graph.

Let us denote:

• the event that there is no path fromf to s by Nt(f, s),
and

• the event that there is no direct connection fromai to
ai+1 by N0(ai, ai+1).



Then:

• the probability ofNt(f, s) is equal todt(f, s), while

• the probability of each eventN0(ai, ai+1) is equal to
d0(ai, ai+1).

In these terms, the above logical conclusion takes the fol-
lowing form: if the eventNt(f, s) occurs, then at least one
of the eventsN0(ai, ai+1) must have occurred:

Nt(f, s) ⊃ (N0(a0, a1) ∨ . . . ∨N0(an−1, an)).

Therefore, the probabilitydt(f, s) of the eventNt(f, s)
cannot exceed the probability of the disjunction:

dt(f, s) ≤ P (N0(a0, a1) ∨ . . . ∨N0(an−1, an)).

It is well known that the probability of a disjunction

S1 ∨ . . . ∨ Sn

of arbitraryn eventsS1, . . . , Sn cannot exceed the sum of
the corresponding probabilitiesp(S1)+ . . .+p(Sn). In our
case, this means thatdt(f, s) cannot exceed the sum of the
probabilitiesp(N0(a0, a1)) + . . . + p(N0(an−1, an)), i.e.,
thatdt(f, s) ≤ d0(a0, a1) + . . . + d0(an−1, an).

Due to (1), this means thatdt(f, s) ≤ dt(f, s).

2◦. Fromdt(f, s) = 1− pt(f, s) ≤ dt(f, s), it follow that
pt(f, s) ≥ 1− dt(f, s). Sincept(f, s) is a probability, it is
a non-negative number, so

pt(f, s) ≥ max(1− dt(f, s), 0).

In other words, for every distributionp(E′) that is consis-
tent with the given information, the corresponding proba-
bility pt(f, s) is larger than or equal tomax(1−dt(f, s), 0).
Thus, the infimump

t
(f, s) of all such valuespt(f, s) is also

smaller than or equal to this number, i.e.,

p
t
(f, s) ≥ max(1− dt(f, s), 0).

3◦. To complete the proof, we will produce an example
of a probability distributionp(E′) for which pt(f, s) ≤
max(1 − dt(f, s), 0). Then, forp

t
(f, s) ≤ pt(f, s), we

will get p
t
(f, s) ≤ max(1− dt(f, s), 0), hence

p
t
(f, s) = max(1− dt(f, s), 0).

To describe the corresponding distribution, we will use the
standard projectionπ of the real lineIR onto the interval
[0, 1) that assigns to each real numberx its fractional part

π(x) def= x − bxc. This projection has a simple geometric
interpretation: we interpret the interval[0, 1) as a circle of
circumference 1, and we “wrap up” the real line around this
circle.

It is easy to see that in this wrapping, the length of an in-
terval is preserved as long as it does not exceed 1. Thus,
for any intervalI = [x, y] ⊆ IR of lengthy − x ≤ 1, its
projectionπ(I) is either an interval, or a pair of intervals,
and the total length of the setπ(I) is equal to the length
y − x of the original interval.

The corresponding distribution is located on the graphs
E(ω) corresponding to different real numbersω ∈ [0, 1);
these graphs will be describe below. The probability of dif-
ferent graphsE(ω) is described by the uniform distribution
on the interval[0, 1).

The graphsE(ω) are described as follows. For every two
nodesa andb for which (a, b) ∈ E, we consider the in-

terval I(a, b) def= [dt(f, a), dt(f, a) + d0(a, b)] of length
d0(a, b). For everyω ∈ [0, 1), the edge(a, b) belongs to
the graphE(ω) if and only if ω 6∈ π(I(a, b)).

3.1◦. Let us prove that thus defined distribution is indeed
consistent with the original information, i.e., with all the
given valuesp0(a, b).

Indeed, since the distribution onω is uniform, the prob-
ability that ω ∈ π(I(a, b)) is equal to the total length of
the setπ(I(a, b)). Due to the above property of the pro-
jection, this total length is equal to the length of the orig-
inal intervalI(a, b), i.e., tod0(a, b). Thus, the probability
that ω ∈ π(I(a, b)) is equal tod0(a, b). Therefore, the
probability of the opposite eventω 6∈ π(I(a, b)) is equal to
1−d0(a, b). By definition ofd0(a, b), the value1−d0(a, b)
is exactlyp0(a, b).

So, the probability that the edge(a, b) belongs to the graph
E(ω) is exactlyp0(a, b).

3.2◦. Let us prove that for every pathγ = (a0, . . . , an) that
starts ata0 = f , if all the edges(a0, a1), . . . , (an−1, an)
from this path belong to the graphE(ω), then ω ≥
dt(a0, an).

We will prove this statement by induction over the lengthn
of the path.

3.2.1◦. Induction base.Forn = 0, we havedt(a0, a0) = 0,
so the desired inequality is clearly true.

3.2.2◦. Induction step. Let us assume that the desired
property is true forn, and we have added one more edge
(an, an+1) to the pathγ. Let us prove that the desired prop-
erty holds for the extended path.

If all n + 1 edges(a0, a1), . . . , (an−1, an), (an, an+1) be-
long to the graphE(ω), then the firstn edges also belong



to the graph. By the induction assumption, this means that
ω ≥ dt(f, an).

If dt(f, an) ≥ 1, then – sinceω is from the interval[0, 1)
– this inequality means that no suchω exists; so, the graph
E(ω) simply cannot contain all the edges from the pathγ.
In this case, the statement that we are trying to prove is
trivially true for an enlarged path – because false implies
everything.

It is therefore sufficient to only consider the case when
dt(a0, an) < 1. In this case, by definition ofE(ω), the
fact that(an, an+1) ∈ E means that

ω 6∈ π([dt(f, an), dt(f, an) + d0(an, an+1)]).

Sincedt(f, an) < 1, the projectionπ(. . .) starts with the
value dt(f, an). Whether this projection is a single in-
terval or two intervals depends on whetherdt(f, an) +
d0(an, an+1) < 1 or not. Let us consider both possibili-
ties:

• If dt(f, an) + d0(an, an+1) ≥ 1, then the projection
contains all the values fromdt(f, an) to 1. Sinceω ≥
dt(f, an) andω cannot belong to this projection, we con-
clude that no suchω is possible, so the desired property is
trivially true.

• If dt(f, an) + d0(an, an+1) < 1, then the projection co-
incides with the original interval

[dt(f, an), dt(f, an) + d0(an, an+1)].

Sinceω ≥ dt(f, an) andω cannot belong to this projection,
we conclude that

ω ≥ dt(f, an) + d0(an, an+1).

Let us continue the analysis of the second case. By defin-
ition, dt(f, an+1) is the length of the shortest path fromf
to an+1. In particular, when we add the edge(an, an+1) to
the shortest path fromf to an, we conclude that

dt(f, an+1) ≤ dt(f, an) + d0(an, an+1).

Hence, the inequalityω ≥ dt(f, an) + d0(an, an+1) im-
plies thatω ≥ dt(f, an+1).

In both cases, the induction step is proven, and so is the
result.

3.3◦. Due to Part 3.2 of this proof, if there is a path fromf
tos in a graphE(ω), thenω ≥ p

t
(f, s). Thus, the probabil-

ity pt(f, s) that there exists such a path does not exceed the
probability that a uniformly distributed numberω ∈ [0, 1)
is≥ p

t
(f, s). In other words,

pt(f, s) ≤ max(1− p
t
(f, s), 0).

The statement is proven.


