Towards Security of Cyber-Physical Systems using
Quantum Computing Algorithms
Deepak Tosh† , Oscar Galindo† , Vladik Kreinovich† , Olga Kosheleva‡
† Department of Computer Science, University of Texas at El Paso, El Paso, TX 79968, USA
‡Department of Teacher Education, University of Texas at El Paso, El Paso, TX 79968, USA
E-mail: dktosh@utep.edu, ogalindomo@miners.utep.edu, vladik@utep.edu, olgak@utep.edu

Abstract—For cyber-physical systems (CPS), ensuring process
and data security is critically important since the corresponding
infrastructure needs to have high operational efficiency with
no downtime. There are many techniques available that make
communications in CPS environments secure – such as enabling
traffic encryption between sensors and the computers processing
the sensor’s data, incorporating message authentication codes
to achieve integrity, etc. However, most of these techniques
are dependent on some form of symmetric or asymmetric
cryptographic algorithms like AES and RSA. These algorithms
are under threat because of the emerging quantum computing
paradigm: with quantum computing, these encryption algorithms
can be potentially broken. It is therefore desirable to explore
the use of quantum cryptography – which cannot be broken by
quantum computing – for securing the classical communications
infrastructure deployed in CPS. In this paper, we discuss possible
consequences of this option. We also explain how quantum
computers can help even more: namely, they can be used to
maximize the system’s security where scalability is never a
constraint, and to ensure we are not wasting time cycles on
communicating and processing irrelevant information.
Index Terms—cyber-physical systems, security, quantum cryptography, quantum computations

I. C YBER -P HYSICAL S YSTEMS S ECURITY: A Q UANTUM
C HALLENGE
Traditionally, Cyber-Physical Systems (CPSs) are designed
to monitor and control various physical process at major
industrial and critical infrastructures including power grids,
energy generating stations, gas pipelines, water networks, etc.
With a significant growth in nation-wide deployment of CPSand Internet of Things (IoT)-based systems, risks on critical
infrastructures are increasing at an alarming rate. Since a CPS
consists of multifaceted software/hardware components which
are deeply intertwined and interact actively with each other
to achieve a common critical goal, security of communicated
data objects is paramount. Rigorous efforts have been made
to address false data injection and deception attacks, where
attackers compromise some cyber-components to inject falsified information for their own benefits, but the root cause
of this issue is untouched. To maintain sound trustworthiness
on the generated data, it is necessary to enable security
assurance and maintain provenance in the CPS environment
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through tracking data ownership, process timestamps, access
control information, etc. For this to be efficient, the provenance
information also needs to be resilient against unauthorized
manipulations.
The majority of operations in a CPS infrastructure are
typically controlled through Supervisory Control and Data
Acquisition (SCADA) and Industrial Control System (ICS),
which represent the heart of any critical cyber infrastructure.
Hence security of ICS/SCADA systems is very critical in
order to ensure continuous and high operational efficiency
of the critical services. To achieve cyber-secure operation in
ICS/SCADA environment, two directions are typically followed at present: (1) enabling continuous awareness program
for the users, so that the silly issues created through user
mistakes can be avoided; and (2) deploying secure network
architecture, so that the user and control data can be protected
from maliciousness. A typical ICS security architecture can
be implemented as shown in Fig. 1 [12]. The environment
described in Figure 1 is based on a standard Industrial-IoT
architecture (ISA-62443). The Operational Technology (OT)
network consists of SCADA, Remote Terminal Units, breakers
and substation. The IT network comprises of workstations
and servers. The security protection is provided by Security Information and Event Management (SIEM) and by the
endpoint security server in the demilitarized zone (DMZ)
– which is connected to the span port of the switch that
provides ability to inspect ICS traffic. The concern with the
existing ICS architecture is its inherent centralization of the
security infrastructure. An attacker simply needs to gain the
understanding of the network topology of the ICS network in
order to successfully compromise the critical ICS nodes.
Similar to many critical cyber systems, the fossil energy
infrastructure also heavily relies on classical communication
backbone to monitor various industrial processes. The field
sensors use this medium frequently to transmit the status of the
operating environment, so as to increase the plant’s efficiency.
Therefore, maliciousness through exploiting the communication channel can adversely affect the monitoring processes,
which is unavoidable at present. The classical communication
(wired or wireless) standards are well established and the
malicious actors do have an in-depth understanding of the
attack surfaces of such mediums. Due to this understanding,
it is relatively easy to attack in the classical communication

security properties of computing infrastructures will be at
jeopardy [27]. In fact, researchers [27]–[29], [32] have already
proposed efficient factorization algorithms based on quantum
computing. Thus, it is critical to design and develop mechanisms to secure the communication links in power generating
units against such attacks, in order to prevent attackers to alter
the operational states of the units.

Fig. 1. Industrial Control System Security Architecture [12]

medium. For example, in the case of wireless communication,
jamming attacks, denial of service attacks, and replay attacks
are known to be effective. With this, the attackers are capable
of hijacking sessions and masquerading the authentic entities
in the critical network. In order to tackle these issues, robust
cyber-secure communication mechanism must be devised and
quantum-driven communication protocols have a potential to
achieve enhanced security.
Quantum computing offers enormous promise of outperforming current classical (non-quantum) computers in solving
many important problems. These problems include prime
factorization of large numbers in polynomial time [28], and
searching elements from a large unstructured database in time
proportional to the square root of the number of its records.
The first of these results is a direct threat to the present
RSA [5] encryption algorithm, as this algorithm strongly relies
on the hardness of the prime factorization problem. To be more
precise, the security of this encryption algorithm is based on
the fact that no efficient non-quantum algorithm is known for
factoring large integers
– other than trying all possible prime
√
factors from 1 to n, which for typically uses 100-digit numbers n ≈ 10100 would require about 1050 computational steps,
more than the number of moments of time in the Universe;
see, e.g., [7], [31]. If this factorization problem can be solved
in time bounded by a polynomial of the length ` = log2 (n)
of the input – i.e., in time O(`k ) = O((log2 (n))k ), then
adversaries can easily derive the decryption keys and thus

It has been proven that a special quantum-based cryptography algorithm in fact offers a secure alternative to the
current-generation crypto algorithms. In contrast to general
quantum computing algorithms – most of which cannot yet be
practically implemented – quantum cryptography is perfectly
practical, and it has been implemented. For example:
• for many years already, there is a quantum computingprotected communication line between the White House
and the Pentagon, and
• a reasonable recent Chinese experiment successfully implements quantum cryptography when communicating
with a satellite several hundred kilometers above the
Earth.
Yet another good news is that not only the current quantum
cryptography algorithm is unbreakable, but this algorithm is
also, in some reasonable sense, the best possible (see, e.g.,
[8]). Not only it is the best possible algorithm for two-agent
communication, it is also clear how to use it in the most
efficient way for multi-agent communications; see, e.g., [23].
Paper Organization. First, we provide a brief description of
quantum cryptography. Our main objective is to analyze how
quantum cryptography can be implemented to make cyberphysical systems more secure. We will also analyze how, more
generally, quantum computing can help in the design of cyberphysical systems – in particular, in providing their security.
II. Q UANTUM C RYPTOGRAPHY: A B RIEF R EMINDER
Basic facts from quantum mechanics: a brief reminder.
In quantum mechanics (see, e.g., [7], [31]), in addition to the
usual classical states s1 , . . . , sn , we also have superpositions,
i.e., states of the type
s = c1 · |s1 i + . . . + cn · |sn i,
where c1 , . . . , cn are complex numbers for which
|c1 |2 + . . . + |cn |2 = 1.
These states can be viewed as vectors (c1 , . . . , cn ) in the
n-dimensional complex-valued vector space Cn . In particular, each of the original states si corresponds to a vector
(0, . . . , 0, 1, 0, . . . , 0) with 1 in the i-th place.
If, for a system in this state, we perform a measurement
to determine in which of the states s1 , . . . , sn is this system,
then we will get:
2
• the state s1 with probability |c1 | ,
• . . . , and
2
• the state sn with probability |cn | ,

where |c| is an absolute value of a complex number:
√ for a
complex number c = a + b · i (where
i
denotes
−1), the
√
absolute value is defined as |c| = a2 + b2 .
Each probability can be alternatively described as |hs, si i|2 .
Here, the scalar (= dot) product ha, bi of two complex-valued
vectors (a1 , . . . , an ) and (b1 , . . . , bn ) is defined in the usual
way, as
ha, bi = a1 · b∗1 + . . . + an · b∗n ,
∗

where a means complex conjugate, i.e., an operation that
transforms each complex number z = a+b·i into z ∗ = a−b·i.
The probabilities of getting n possible outcomes should add
up to 1, which explains the above constraint
|c1 |2 + . . . + |cn |2 = 1.
After the measurement, if we get the result si , then the
original state s transforms into the state si .
Instead of an instrument for measuring one of the states si ,
we can have a different instrument that measures the original
state against a different set of mutually orthogonal vectors
s01 , . . . , s0n ; in this case, the probability to get the i-th result
when in state s is equal to |hs, s0i i|2 .
Bits and qubits. The main part of a usual computer is a bit
(which is short of binary digit). A bit can be in two possible
states: 0 and 1. A natural quantum analog of a bit – known as
a quantum bit (qubit, for short) – can be in one of the states
c0 · |0i + c1 · |1i, with |c0 |2 + |c1 |2 = 1. Quantum cryptography
uses only four of these states: the two original states |0i and
|1i, and two new states:
1
1
def 1
def 1
|00 i = √ · |0i + √ · |1i and |10 i = √ · |0i − √ · |1i.
2
2
2
2
One can easily check that the two new vectors are orthogonal,
so we can use them for measurement. Let us denote:
• the original basis, consisting of the states |0i and |1i, by
+, and
0
0
• the new basis, consisting of the states |0 i and |1 i, by ×.
One can easily check that:
• If we prepare a state in the original + basis, i.e., prepare
a state |0i or |1i, and measure this state with respect to
the same basis, we get exactly the prepared state: 0 or 1.
• Similarly, if we prepare a state in the × basis, i.e., prepare
a state |00 i or |10 i, and we measure this state with respect
to the same basic, we also get back the prepared state.
On the other hand:
• If we prepare a state in the + basis and measure it in the
× basis, then we get either 0 or 1 with probability 1/2.
• Similarly, we prepare a state in the × basis and measure
it in the + basis, then we get either 0 or 1 with
probability 1/2.
Now, we are ready to describe the quantum cryptography
algorithm.
Quantum physics naturally leads a random number generator. The quantum cryptography algorithm uses a random

number generator that produces either 0 or 1 with probability 1/2.
With quantum physics, there is no need – as many computers do now – to use pseudo-random numbers, i.e., numbers
that are generate by a complex algorithm. Indeed, in quantum
physics – as we have just saw – there are plenty of processes
that produce actually random results.
Quantum cryptography algorithm: first step. Let us show
how the random number generator can be used if an agent A
wants to send a message x consisting of m bits x1 , . . . , xm
to another agent B.
First, for some integer n (to be described later), A runs a
random generator 2n times, and generates 2n random numbers
a1 , . . . , an , an+1 , . . . , a2n . Here:
• the values a1 , . . . , an will be used as bits to be sent, and
• the values an+1 , . . . , a2n will be used to decide which
basis we use.
Specifically:
• if an+i = 0, A will use the + basis to send the i-th bit,
and
• if an+i = 1, A will use the × basis to send the i-th bit.
Then, for each i from 1 to n, A sends to B the bit ai encoded
in the basis an+i , i.e.:
• if ai = 0 and an+i = 0, A sends the state |0i;
0
• if ai = 0 and an+i = 1, A sends the state |0 i;
• if ai = 1 and an+i = 0, A sends the state |1i; and
0
• if ai = 1 and an+i = 1, A sends the state |1 i.
The agent B also runs a random number generator, but only
n times and gets the values b1 , . . . , bn . For each bit i, B uses
the measurement corresponding to the value bi , i.e.:
• if bi = 0, B measures the i-th signal in the + basis, and
• if bi = 1, B measures the i-th signal in the × basis.
B then records the measurement results m1 , . . . , mn .
Second step. After B finishes the measurement process,
A openly sends, to B, all the values an+1 , . . . , a2n that
describe the basis of the sent signal. For some number c of
these indices, A also sends the original values ai .
In half of the cases, the sending and measuring basis
coincide, i.e., an+i = bi . So, as we have mentioned earlier,
for these values i, the measurement result should reconstruct
the original signal, i.e., we will have mi = ai . In particular,
this should happen for approximately c/2 of the indices for
which A sent the values ai .
If for some of these i, we have mi 6= ai , this means that
something interfered with the communication process, i.e., that
we have an eavesdropper. Vice versa, suppose that there is
an eavesdropper who listens to the conversation – i.e., who
measures the signals while they go from A to B. Then, since
the eavesdropper does not know the orientation an+i , in half
of the cases, its measurement basis will be different from the
one used for sending. For such i, the transmitted signal will
be changed – so after B’s measurement, instead of the original
signal ai , we will have 0 or 1 with equal probability.
So, if there is an eavesdropper, then, out of c bits:

for half of them, i.e., for c/2 bits, the signal will be
changed;
• thus, for a half of this half – i.e., for c/4 bits – we will
get ai 6= mi .
For large c, there is a high probability that at least in one of
these cases, we will have ai 6= mi . Thus, with high probability,
the eavesdropper will be detected.
If there is an eavesdropper, then we need to physically
inspect the communication path.
•

Comment. Remember that in our case, we are not talking about
sending a signal several hundred kilometers into space. We are
talking about short-distance communications: from the reactor
to the control room, from the in-city weather sensor to the incity computer, etc.
In such cases, the path can be physically inspected.
Third step. If no eavesdropper was detected, then the agent
B sends, to A, the list of all the indices i1 , . . . , im for which
an+ik = bik (with the exception of those indices for which ai
was sent by A via an open channel). For all these indices ik ,
we have aik = mik .
There are approximately m ≈ n/2−c/2 such indices. Now,
both A and B know m ≈ n/2 − c/2 values aik = mik , k =
1, . . . , m that no one else knows. These values can be used
for the final step.
Final step. The agent A send m bits yk = xk ⊕ aik , where
a⊕b is exclusive “or”, or, what is the same, addition modulo 2:
0 ⊕ 0 = 0, 0 ⊕ 1 = 1 ⊕ 0 = 1, and 1 ⊕ 1 = 0.
This operation is associative and has the property that b⊕b = 0
for all b. Thus, we always have
(a ⊕ b) ⊕ b = a ⊕ (b ⊕ b) = a ⊕ 0 = a.
Since aik = mik for all k, this means that upon receiving
these encrypted bits, B can easily decrypt them as
xk = yk ⊕ mik .
The secure communication is completed.
So how do we select n? The only thing about the algorithm
that we did not describe yet is how to select n. The above
description leads to the following procedure for selecting n:
• First, we select c based on the degree of confidence that
we want to have that there is no eavesdropper.
• Then, we select n for which m = n/2 − c/2, i.e., we
select n = 2m + c.
III. M AIN T OPIC : H OW Q UANTUM C RYPTOGRAPHY C AN
H ELP C YBER -S ECURITY OF C YBER -P HYSICAL S YSTEMS
General idea. The main idea of using quantum cryptography in cyber-physical systems is straightforward: all the
communications between sensors and computers (and between
computers themselves) must be encrypted by using quantum
cryptography.

How the use of quantum cryptography compares with
other technologies for providing cyber-security. As we have
mentioned, quantum cryptography is much more complex and
requires much more execution time than the currently available
RSA-based cyber-security schemes. But, in spite of this, in
the future, we will have to use quantum cryptography – since
future quantum computers will make RSA-based schemes
unsafe, while quantum cryptography will remains secure.
Related important issue. The fact that quantum computing
algorithms require much more execution time comes from the
following fact:
• Traditional communication means sending bits. A simple
cable can easily send hundreds of millions of bits per
second. As a result, we usually simply send raw data
from the sensors to the processors.
• In contrast, quantum cryptography means sensing qubits,
i.e., quantum states. This is not so easy, and the current
speed with which we can send qubits is many orders of
magnitude smaller. As a result, we cannot send as much
information from the sensors as we send now.
How can we deal with this issue?
How we propose to deal with this issue – first idea:
compression. At present, since communications are fast, we
usually send raw data from the sensors to the processors. If
we switch to quantum cryptography, we will not be able to
send as much data as before. Thus, if we want to still send
all the information, we need to first compress the raw data, so
that sending this information would require fewer bits.
Compression requires a significant amount of computational
power. For example, the best known image compression algorithms – as implemented in the JPEG’2000 standard [30]
and its modifications (see, e.g., [17]) – are based on using
wavelets (see, e.g., [2], [3] and references therein). There are
many algorithms that provide fast computations with wavelets,
such as Fast Wavelet Transform, but still, these algorithms are
beyond the ability of simple processors usually embedded in
sensors. Even more sophisticated algorithms are needed if we
want to implement 3-D generalizations of wavelet compression
algorithms; see, e.g., [4], [13]–[16], [18]–[21], [24], [26].
So, to make sure that the quantum-related cyber-security
enhancement works for cyber-physical systems, we must add,
to each sensor, computational power – with an embedded
efficient compression algorithm.
How we propose to deal with this issue – second idea:
sending only relevant bits. At present, sensors are cheap,
communication is cheap. As a result, when designing a system,
we add as many sensors as possible, even though some of the
information may be duplicate – or even irrelevant.
For example, when we predict weather, we try our best to
use as much information about the current weather as possible.
In practice, data from reasonably faraway regions is rarely
useful for predicting next day’s weather, since weather changes
rarely travel fast. However, it is easier to just add a few
extra sensors than to perform a detailed and time-consuming
analysis of which locations are relevant and which are not.

When we switch to quantum communications, communication becomes slower and more expensive. It is therefore
desirable to detect which data points are relevant and which
are not – and to send only relevant bits.
Interestingly, quantum computing can help in this analysis.
Namely, there are quantum algorithms – such as the DeutschJozsa algorithm – that help us decide where certain bits are
relevant; see, e.g., [6], [23].
The most impressive example is an algorithm for the case
when the input has only 1 bit, i.e., when the data processing
algorithm computes the function f (x) of an 1-bit data x. In
this case, the question is whether this bit is relevant at all:
• if it is not relevant, this would mean that the result f (x)
of the computation does not depend on x at all, i.e., that
f (0) = f (1);
• if the input bit is relevant, then we will have f (0) 6= f (1).
In non-quantum computing, the only way to check whether
f (0) = f (1) is:
• to apply the algorithm f to 0 and to 1 and
• to compare the results of these two applications.
This 2-calls-to-f idea sounds simple until we realize that the
algorithm f may be very complicated: e.g., algorithms for
weather prediction usually take hours on a high performance
computer.
With this in mind, quantum computing indeed helps:
namely, by using quantum computing, we can check whether
f (0) = f (1) in only one call to f . In this call, the input will be
neither 0 not 1 but rather a superposition of these two states.

Comment. It is worth mentioning that, as shown in [25], the
current quantum scheme for checking whether f (0) = f (1)
is, in effect, the only possible one.
IV. AUXILIARY T OPIC : H OW Q UANTUM A LGORITHMS IN
G ENERAL C AN H ELP IN D ESIGNING C YBER -P HYSICAL
S YSTEMS
Quantum computing can help in designing cyber-physical
systems. So far, we have been mostly focusing on negative
consequences of quantum computing – that because of the potential future quantum computers, we will need to replace the
current RSA-based cyber-security schemes with more timeconsuming quantum cryptography. It should be mentioned,
however, that quantum computers will also have positive
consequences for cyber-physical systems: namely, they will
help design and optimize such systems.
Indeed, in designing a cyber-physical system – and, in
particular, in designing cyber-security part of the system –
we try to find a design d that satisfies certain specifications.
In some cases, there are efficient algorithms for finding such
a design, However, in many other cases, we have to use
methods similar to exhaustive search: let the computer try all
possible options until we find one that satisfies the desired
specifications.
In this search, quantum computing can help. Indeed:

If we need to look through N possible options, then
in non-quantum computing, we need to perform, in the
worse case, N computational steps – by looking at all
these options (and, on average, we need N/2 steps).
• Interestingly, a quantum algorithm proposed by Grover
[10],
√ [11], [27] enables us to find the desired alternative
in N steps.
For large N , this is much much faster: e.g., when N ≈ 106 ,
the quantum search is three orders of magnitude faster.
•

Comment about parallelization. An additional speed-up can be
obtained if we parallelize the algorithm, i.e., if we have several
computers working in parallel. Parallelization necessitates
sending preliminary results from one computer to another. As
we already know, for quantum computing, communication is
not as easy as in the non-quantum case. Good news is that
there is an efficient quantum method of sending signals without a need for quantum channels. This method is known by
a somewhat misleading science-fiction name of teleportation;
see, e.g., [27].
It is worth mentioning that, similar to the uniqueness of the
Deustch-Jozsa algorithm, it is possible to show that the usual
teleportation algorithm is, in some reasonable sense, unique –
and thus, cannot be further improved.
What about optimization. Usually, there are several different
designs that satisfy all the given constraints. In such situations,
it is desirable to select the best of these designs. In precise
terms, this means that:
• the user has to provide us with an objective function F
that described the quality of each design d, and
• we should select the design with the largest possible value
of F (d).
It should be mentioned that for complex systems, we rarely
know the exact consequences of selecting each alternative.
At best, we know these consequences with some accuracy ε.
Thus:
• we are not looking for the exact maximum of the objective function F (d),
• it is sufficient to look for a design which is ε-close to
def
this maximum m = max F (d).
d

In finding such an optimal design, quantum computing can
also help; see, e.g., [1]. Indeed, usually, we know the range
[F , F ] of possible values of the objective function. For each
value F from
√ this range, we can use the Grover’s algorithm,
and in time N , either find a design for which F (d) ≥ F or
conclude that there is no such design.
This possibility leads to the following bisection algorithm
for finding a narrow interval [M , M ] that contains m:
• We start with the interval [M , M ] = [F , F ].
M +M
• On each step, we compute the midpoint M =
,
2
and use Grover’s algorithm to check whether there exists
a design d for which F (d) ≥ M .
• If such a design exists, this means that m ≥ M , so we
can conclude that m ∈ [M, M ], and we can take [M, M ]

as the new value of the interval containing the actual
maximum m.
• If such a design does not exist, we conclude that m ∈
[M , M ], and we can take [M , M ] as the new value of
the interval containing the actual maximum m.
• In both cases, we decrease the width of the interval
[M , M ] by half.
• We stop this procedure when the width of the interval
[M , M ] becomes smaller than or equal to ε. In this
case, since this interval contains the actual (unknown)
maximum m, we can conclude that all the values M from
this interval are ε-close to this maximum m.
• We know that there is a design d for which F (d) is
in the final interval [M , M ], so we can use Grover’s
algorithm to find one of such designs. The value F (d)
corresponding to this design will indeed be ε-close to the
actual (unknown) maximum m.
How many steps do we need?
• We start with an interval [F , F ] of width F − F .
• On each step, we divide the width by half.
−k
• So, in k steps, we get the width 2
· (F − F ).
• To reach width ≤ ε, we need



F −F
k = log2
,
ε
where dxe denotes the smallest integer which is greater
than or equal to x.
Each iteration
involves using Grover’s algorithm
and thus,
√
√
requires N steps. So overall, we need k · N steps.
As we have mentioned earlier, usually, the accuracy with
which we know the consequences of each selection is not so
good. So, the value ε is not very small and thus, the number
k of iterations is small. Thus, by using this algorithm, we
get almost the same speed-up in comparison with the N -step
exhaustive search as for Grover’s algorithm itself.
V. C ONCLUSIONS
Cyber-security is a vitally important issue for cyber-physical
systems. At present, most tools providing cyber-security for
such systems are based on RSA encoding – the same technique
that underlies most of the world’s computer communications.
A potential problem with this approach comes from quantum
computing – an area in which progress is being rapidly made.
Once quantum computers reach their full potential, they will
be able to break RSA encoding. With this future in mind, we
need to start thinking of how to keep cyber-physical system
secure.
A natural idea is to replace RSA-based encoding with the
quantum cryptography algorithm, since this algorithm will
remain fully secure even when quantum computers will reach
their full potential. In this paper, we briefly describe the
quantum cryptography algorithm, and we explain how this
algorithm can be used to make cyber-physical systems secure.
In particular, we need to equip sensors with computational
power – thus enabling the sensors to compress the measurement results prior to communicating these results.

We also show that, in addition to the security-challenging
aspects of future quantum computers, these computers can also
help in designing and optimizing cyber-physical systems.
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