


What is Steganography?

% Steganography is the art and science of communicating in a way which hides the existence of the
communication.

% The goal of Steganography is to hide data or messages inside other files in a way that does not allow
an enemy to even detect that there is a secret data present
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Steganography vs Cryptography

% Steganography and Cryptography are closely related

< The difference is:

« Cryptography: although encypted and unreadable, the existence of data is not hidden

» Steganography: no knowledge of the existence of the data

% Steganography and Cryptography can be used together to produce better protection
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How does it work?
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% Goal: send a secret message embedded in an image
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% Sender modifies the image to incorporate the secret message

% Modified image should look like the original one

% Message recipient decodes message from the modified image

Can you see the difference?

No one does!
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Uses of Steganography

% Economic espionage

* used to exfiltrate information from a major European automaker

« Political extremists
* used for secure communications
% Terrorism
» used to hide terrorist communications over the Internet, e.g, Osama bin Laden’s alleged use of
steganography
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Steganographic Cyberattacks

% Malware constantly progresses to avoid surveillance and detection.

% To avoid detection, some malware uses steganography to hide its malicious content within an innocent
cover file.

Zbot, Lurk, ZeusVM,
MiniDuke, CosmicDuke

2010 2012 2014 2016
Duqu, Shady RAT, Vawtrak, Stegoloader,
Alureon rootkit Sundown, AdGholas,

Magento CC, DNSChanger

McAfee Labs Threats Report, June 2017

% The most common techniques:
= Conceal malware settings or a configuration file

= Provide the malware a URL from which additional components can be downloaded from

= Store directly the whole malicious code



Steganographic Cyberattacks

% On December 2016, Sundown Exploit Kit started to use steganography to hide their exploit code.

% Itis used by multiple malvertising campaigns to distribute malware.

e Japan 33.41%
¢ Canada 10.12%

France 8.77%
» United States 5.18%
e Spain 4.45%
e Australia 3.76%
e Germany 3.76%
e |taly 3.76%

United Kingdom 3.47%
e Turkey 3.43%
e Others 19.89%




Steganographic Cyberattacks
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User Website orad  Exploit server Flash/IE Payload
% A Sundown attack begins when a victim visits any AR @
; 2 i o \
website with malicious ads =
% The victim is automatically redirected to the exploit kit User visits Exploit server infects user Downloads
compromised with landing page using Flash and payload
website or clean and image IE exploits
website with steganography to
malware ads bypass AV
3 . 5 . d
% Victims are redirected toward the Sundown landing page S
% The page retrieved and downloaded PNG images.
Destination |pestport  |Protocol  |Host | cont | nfo
$0.62.37.1 80 HTTP activaclinice. . GET / HTTP/1.1
93.190.143.82 1% HTTP hco. huc.mobi GET /index.php?z3HbOH2_tdcCHS -bju=uHqge
93.190.143.82 8@ HTTP hco. huc.mobi GET /7/79643522803 HTTP/1.1
93.190.143.82 80 HTTP heo. huc.mobi GET /7/294754519044181d=265 HTTP/1.1
93.190.143.82 50 HTTP hco. huc.mobi GET /7/278493521 HTTP/1.1
93.190. 143, 82 B0 ¢ GET /bvfhigeihfrg.png HTTP/1.1
935.190.143.82 60 HTTP harheg. fve.mobi GET /BE@.phpsid=265 HTTP/1.1
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< PNG file data is encoded and hides malicious code within it

% The Sundown kit landing page contains a decoding routine that unlocks the PNG file and extracts the malicious content.




Protocol Based Steganography
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% Network steganography is the newest form of this discipline

% Unused fields within the TCP/IP protocol header are used to hide data.

% This method is on the rise because attackers can send an unlimited amount of information through the

network using this techniqu
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IP and TCP Covert Channels




Protocol Based Steganography
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Within each subsequent packet that is that is transmitted using the TCP/IP protocol, there is a “header” area
which provides information about the packet, such as its size, identification and IP address.

Within each header, there are a multitude of areas that are not used for normal transmission or are “optional”
fields to be set as needed by the sender of the data

These areas can be exploited and used for concealing information in the packet headers.

The actual message being transmitted would be considered the carrier file since the information to be hidden is
embedded within the packet header.

The intended recipient would simply need to capture these packet headers and to reveal the hidden information.

20-64 bytes 20-64 bytes 0-65,488 bytes
IP Header ﬂTCP Header | DATA

This is Information
Assurance Class
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[TCP Source Port

TCP Destination Port

TCP/IP Header can serve as a
~ carrier for a steganographic
P Source Address covel't Channel

IP Destination Address
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