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Recently, ransomware has become a well-known and worldwide issue. Victim’s computer files are
encrypted (garbled up and unreadable) and can only be recovered if a fee, or ransom, is paid within a
certain amount of time.

In this exercise, you will execute a series of steps to investigate the WannaCry malware. Your main
objective is to uncover the kill switch that will stop this malware from spreading and infecting others.

Activity 1 — You will use Wireshark to analyze traffic and make observations about the
behavior of the malware.
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Wireshark is a free and open source network packet analyzer. Wireshark captures
network packets and displays the packet data as detailed as possible. It is used for
network troubleshooting, analysis, software and communications protocol development,
and education.
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1. Ensure that you are connected to CIT and then click on the link to the VictimWin7 machine

2. Locate Wireshark 4 on the desktop and double click on the icon to open the program.
3. Click on Local Area Connection.
4. Start Wireshark (Click on the shark fin).

M The Wireshark Network Analyzer E=n(E=R =
File Edit Vi Capture Analyze Statistics Telephony Wireless Tools Help
4m L = = [aaqH

(M acply a display filter ... <Cirl/> ~ | Expression +

Welcome to Wireshark

Capture
...using this fiter: [ [Enter a capture filter . -]

Local Area Conned tion M, A Il

IMPORTANT: Leave Wireshark running throughout the remainder of the exercise.



5. Run WannaCry (it’s on your Desktop) without administrator privileges as shown below:

0

#J Run as administrator

Open

Troubleshoot compatibility

General | Compatibiity | Security | Details | Previous Versions

f you have problems with this program and it werked camectly on
an eatier version of Windows, seiect the compatibiity mode that
matches that eadier version.
Help me choose the settings

Compatibiity mode

Run this program in compatibility mode for:

Fdministrator

Troubleshoot compatibility

Share with
Share with
Pin to Taskbar pinto Tack
Setti in to Taskbar
Pin to Start Menu e
Run in 256 colors Pin to Start Menu

Restore previous versions .
Run in 640 x 480 screen resolution Restore previous versions

Disable visual themes
Send to Send to
Disable desktop composttion

Ll Disable display scaling on high P settings Cut

Co
L Prviege LN Copy
Create shortcut [ Run thiglProgram as an administrator Create shortcut

Delete

S

Delete

| FjiChange settings for all users | Rename

[ok [ camcel | [ ey | Properties

Make sure this
is unchecked

If the following prompt appears, click on “This Program works correctly”:

--| Program Compatibility Assistant @
This program might require administrator privileges

If this pregram did not run correctly, try running the program as an
administrator.

Program: Microsoft® Disk Defragmenter

E [ Publisher: Microseft Corporation

Location: C:\Users\Reversing\Desktop\WannaCry.exe

% Restart the program as an administrator

= This program works correctly

Cancel

Note that this will not infect your machine, but you can still observe it trying to communicate
with other devices through Wireshark.
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Domain Name System packets are used to query a server to obtain the mapping between names
(e.g., google.com) to addresses (e.g., 72.14.207.99). These packets may be a good way to
identify malware communication channels.
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6. In Wireshark, click on the Filter Tool Bar, type dns, and then press enter to show only
Domain Name System packets (see Figures below).



4 Capturing from Local Area Connection 2

(E= B =)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

made RE [Re==ZFosEaaals
(W pply = display fiter_<cirly> ) - Expression...  +
No. Time Source Destination Protocol  Length Info
r 1 6.080000 fe80::15df :cabazact.. 102::1:3 LLMNR 84 Standard query @xdfle A wpa
: 2 ©.000664 169.254.161.121 224.0.0.252 LLMNR 64 Standard query @xdfle A wpa
L 3 @.102289 fes0::15df:cabazacy.. Ff82::1:3 LLMNR 84 Standard query @xdfle A wpa
4 0.102615 169.254.161.121 224.0.0.252 LLMNR 64 Standard query @xdfle A wpa
5 @.307472 169.254.161.121 169.254.255.255 NEHS 92 Name query NE WPAD<BG>
6 1.05595@ 169.254.161.121 169.254.255.255 NBNS 92 Name query NB WPAD<®@>
7 1.884957 169.254.161.121 169.254.255.255 HBHS 92 Name query NB WPAD<8G>
< i v
7~ © RERe=2=2f dEEQAQAKXE
Wds B [X] ~| Expression...  +
MO Time Source Destination Protocol  Length Info
18 113.884835 11.8.6.180 11.8.0.101 DNS Standard query @x76ec A www.iugerfsodp9ifjaposdfjhgo

26 113
34 114

11.0.0.160
11.8.8.101
11.8.8.101

7 Destination unreachable (Port unr hable)
Standard query @x8887 A www.iugerfsodp9ifjaposdfjhgod

Standard query @x8887 A www.iugerfsodp9ifjaposdfjhgod

37 Destination unreachable (Port unr hable)

Click through several DNS packets while observing the packets details (lower window).
You should find at least one packet with a suspicious domain that is requested (hint: it starts

with www.). Write it here.

WWW,

8. Now run WannaCry with administrator privileges. Right click on the WannaCry icon and
select Run as administrator. When prompted, press the Yes button as shown in the

following figures.

1 Open
§ &' Runas administrator
Troubleshoot compatibility

Share with »
Zip and Share (WinZip Express)

g
E I winzip y
Pin to Taskbar
Wi Pin to Start Menu

Restore previous versions

I Send to 3

2 cu
R corr
Paste
1 Create shortcut
A Delete
8 Renome
©

Proverties

“ User Account Control

( "j Do you want to allow the following program from an
"2/ unknown publisher to make changes to this computer?

Program nsme:  WannaCry 20.exe

Publisher:

File orgen

) Show details

Hard drive on this computes

9. After a short while, you will notice that a file on the desktop has been encrypted (this may
take up to 5 minutes). Write down the name of this file.

*AhhkhkAhkhkAhkhkhhhkhhhkhhhkhhhkhhhkhhhkhhhkhhhkhhhkhhhkhkhhhkhhhhhhhhhihhkhhhhhhkhhhhihkhiikiiikkx



Before two devices can communicate, similar to sending a letter through the mail, they must
know the other’s physical addresses. This is accomplished by sending data in the form of
address resolution protocol (ARP) packets.

khhkkkhkhkhkkhkhkhkkhkhkhkkhhhkhhhkkhkkhhkhihhkhkhhkhkihhkhkhhkhkihkhkhhkhkihkhkkihhkhkhkhkhkhhhkkihhkkhhihkkhihkkhhhkkhhhkiihkiiikkh

10. In Wireshark, clear out the existing filter and then apply a filter to view only ARP packets
(use arp as your filter string).

[ |1JJ¥§:SJEJ‘:§'..“::”'E

Mo. Time Source Destination Protocol  Length Info

38 45.171891 PcsCompu_a2:cf:46 Broadcast ARP 42 Who has 11.8.8.17 Tell 11.8.9.188
39 45.196386 11.@.8.168 11.8.8.255 NBNS 92 Name query NB WPAD<88>

4@ 45,227859 PcsCompu_a2:cf:46 Broadcast ARP 42 Who has 11.8.8.2? Tell 11.8.0.160
41 45.298323 PcsCompu_a2:cf:46 Broadcast ARP 42 Who has 11.8.8.3? Tell 11.8.8.188
42 45.352889 PcsCompu_a2:cf:46 Broadcast ARP 42 Who has 11.8.8.47 Tell 11.6.0.180
43 45,424112 PcsCompu_a2:cf:46 Broadcast ARP 42 Who has 11.8.8.5? Tell 11.8.0.160
44 45.477742 PcsCompu_a2:cf:46 Broadcast ARP 42 Who has 11.8.8.67 Tell 11.8.8.188
45 45.548335 PcsCompu_a2:cf:46 Broadcast ARP 42 Who has 11.6.8.77 Tell 11.6.9.188
46 45.602765 PcsCompu_a2:cf:46 Broadcast ARP 42 Who has 11.8.8.8? Tell 11.8.0.160
47 45.666319 PcsCompu_a2:cf:46 Broadcast ARP 42 Who has 11.8.8.97 Tell 11.8.8.188
48 45.727776 PcsCompu_a2:cf:46 Broadcast ARP 42 Who has 11.€.8.1827 Tell 11.0.6.108
49 45,798229 PcsCompu_a2:cf:46 Broadcast ARP 42 Who has 11.8.8.112 Tell 11.8.8.180
58 45.883739 11.68.8.188 11.8.8.255 NBNS 92 Name query NB WPAD<B@>

51 45.945239 PcsCompu_a2:cf:46 Broadcast ARP 42 Who has 11.6.8.17 Tell 11.6.9.188

52 45.946274 PcsCompu_a2:cf:46 Broadcast ARP 42 Who has 11.8.8.22 Tell 11.8.0.1808
S
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11. Based on your observations (look at the Info column in Wireshark), in your own words, do
your best to briefly describe what you think the malware is trying to do:
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The Server Message Block protocol (SMB) is a protocol that let’s devices share files over a
network. It was originally specified by Microsoft, IBM, and Intel.
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12. Clear the current filter and apply a filter to show only smb packets.
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Wireshark provides packet symbols to identify packets that are related. Click on a line of the
“Packet List” pane to show the packet symbol.



 First packet in a conversation.
| Part of the selected conversation.

Not part of the selected conversation.

- Last packet in a conversation.
T Request.
<+ Response.

+ The selected packet acknowledges this packet.
+ The selected packet is a duplicate acknowledgement of this packet.
¢ The selected packet is related to this packet in some other way, e.g. as part of

reassembly.

*hkhkkkhkhkhkkhkhkhkkhkhkhkkhhhkkhhhkkhhhkhhhkhhhkhhhkhhhkhhhkhkhhkhkkhhkhkkhhkhkkihkhkkirhhkkrhhkkihhkkihhkkhhhkkhhhkiihkiiikk

13. Look at the SMB traffic flow and do your best to give a high-level explanation of what the

malware is trying to do.
Hint:
intothe  ---o oo . _.

=) N e o

Look
Info

[ [smb

Destination

column = e

& 71.804998 11.0.0.100 11.8.0.255
329 123.453567  11.0.@.100 11.8.0.101
packet, 351 124.185232  11.6.8.181 11.8.6.100
352 124.185609  11.0.0.160 11.0.0.101
353 124.261511  11.0.0.161 11.0.9.100
354 124.261929  11.0.0.160 11.8.6.101
355 124.262656  11.8.@.181 11.8.0.100
356 124.262908  11.0.0.100 11.8.0.101
357 124.263694  11.6.8.161 11.6.6.100
444 127.266097  11.0.0.100 11.0.0.101
445 127.266889  11.8.0.101 11.0.0.100
446 127.267659  11.0.0.100 11.0.0.101
448 127.268139  11.8.0.101 11.0.0.100
449 127.268415  11.8.0.100 11.8.0.101

Protocol  Length Info

BROWSER
SMB
SMB
SMB
SMB
SMB
SMB
SMB Pi..
SMB
SMB
SMB
SMB
SMB
SMB

of each

175 Ses:
126 Tree Connec t AndX Request, Path: \\11.8.8.181\IPC$

93 Tree Connec t AndX Response, Error: Non specific error code
132 PeekNamedPipe Request, FID: @x@6ee

TID invalid

ession Setup AndX Response
158 Tree Connec t AndX Request, Path: \\192.168.56.20\IPC$

14. Wait until the following Window appears. (This may take up to 5 minutes)

Ooops, your files have been encrypted!

‘

......

15. Open Windows Explorer and list a few file types that are encrypted and some that are not
encrypted. The system will be slow... keep in mind that malware is running.



16. What is the malware using to decide which files to encrypt?

Activity 2 — You will use binary analysis with the IDA Pro tool to identify the
ransomware’s kill switch by analyzing low-level code. You will then implement and test
the kill switch that stops the ransomware from infecting your system.

Part 1- Binary analysis using IDA Pro.

***************************************************************************I D

A Pro is a combination of dissembler and debugger. It facilitates both static and dynamic
analysis. It is a powerful tool commonly used by professionals to perform malware analysis.
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17. Return to the CIT home screen (click the back button on your host’s browser. Now click on
the link to open the CleanWin7

18. Locate IDA Pro a and drag the binary named WannaCry onto the IDA Pro icon. Click
OK on the two pop-out windows and Close in Help as shown in the figures below.

About
[e @] ==]
IDA - The Interactive Disassembler 5| & O
Frnt O
@ Freeware Version 5.0 RN
£ i -
S (c) 2010 Hex-Rays & Load a new file [ | Index | Search IDA Pro commercial 1
Welcome to the freeware ediion of D4 Pro 5.0 Cy2 Oone s ISRy -| | version: what are you
This version is fully functional but does nat offer all the bells and P 2 missing?
command e switch g
whistles of the commercial versians of IDA Pro. bort 1D
Ty the commercial version of 104 Pro taday! dd breakpoint '.An enhanced graphlcal user
:j sreculintece interface for all platforms
read e ace
htt hex-ravs.com falocessolioe) dd waich
Intel G486 processors: metape - The IDA Pro 6% pravides new unified GUL
dd wite trace r
e on all platforms. We replaced outdated MDI
[ Do nat display ID& B.x info next ime Analysis it an enum windows by window docking, which is
Loadngsegrent | 000000000 ey oo much easicr to use and offer more
Loading offset 000000000 [/ Indicator enabled ddE:LWm oint possibilities. Itis faster toe
Oplions ddHotkey http:/fwwrw hex-
Creste segments :ggmna\ melmmanun attheendo rave com/idapre/60/index html
] Load resources . dsz:’; e
;E”Emﬁ DLdL Cilies T —— Support for more than 50
Fli‘:;mz:‘ e iz s o D nclioms = processor families
Make imports segment 2

19. Click on the tab named IDA View-A. | Zoeearss

System DLL directory  C:windows

[Z] DA View-A
.text:00408148 [ ok ] [ coeed | [ Hew
~textzQOBO8I40 - (il SUBROUTLIHNE (I
.text:pBaBS140
.text:pouAS140
.text:00408140 ; int _ stdcall WinMain{HINSTAMCE hlnstance ,HINSTANGE hPrevInstance,LPSTR 1lpCndLine,int nShouwGmd)

.text:00468146 _WinMain@16 proc near ; CODE XREF: start+12F)p
-text: 00408140

.text:00408148 szUrl = byte ptr -S6h

.text: 80408148 var_17 = dword ptr -17h

.text:00408148 var_ 13 = dword ptr -13h

.text:00468146 var F = dword ptr -8Fh

-text:B0408148 var_B = dword ptr -8Bh

***************************************************************************A

kill switch is a mechanism used to shut down or disable machinery of a device or program. The
importance of finding a ransomware‘s kill switch is to prevent it from spreading. Keep in mind
that not every malware has a kill switch.
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20. Scroll down until you find the domain name (the “www...” string that you found in Activity

1, Step 7)

y .

(21 DA View-A (=3 Fcl |
ext:z00408148 nShowCmd = dword ptr 10h -
ext:004081408

* ext:00408148 sub esp, 50h
* ext:z00408143 push esi
* ext:00408140 push edi
* ext:00408145 mov ecx, BER
* ext:ooup814n mov esi, offset aHttpWuw iugerf ; “hittp://wuw.iugerfsodpfifjaposdfjhgosuri™. ..
* ext:004B0814F 1ea edi, [esp+58h+szUrl]
* ext:00408153 xor eax, eax
* ext:00uA8155 rep mousd
* ext:00408157 moush
* ext:00408158 mov [esp+58h+var_17], eax
< i b

R R R R R R R R R R R R R A R AR R R R R R R AR R R R R R R R R R R AR R R R R R R R R R R R AR R R R R R R R R R AR R R R R R R R R R R AR A

In the low level (or assembly) code, the following imports (names written in pink) are used to
interact with the Internet. The Windows Internet (WinlINet) application programming interface
(API) enables applications to interact with FTP, and HTTP protocols to access Internet
resources. These are some of the functions that make up the API.

InternetOpen function initializes an application's use of the WinlINet functions.
InternetOpenUrlA function opens a resource specified by a complete FTP or HTTP URL.

InternetCloseHandle function closes a single Internet handle. Returns TRUE if the handle is
successfully closed, or FALSE otherwise.
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21. Scroll down and find the functions to access the network in the code.

©J Am.
‘ 1DA Vigw-b | HexView-Al éh Exports I I% Importsl N Hames I \lﬂl Functionsl L Stringsl & Structures I En Enumsl
* .text:08408174 push 1 ; dwAccessType
* .text:00488176 push eax ; lpszAgent
* .text:0B0488177 moy [esp+6Ch+var_1], al
* .text:0848817B call ds:InternetOpenf
* .text: 08408181 push a ; dwContext
* .text:084088183 push 848000880h ; dwFlags
* .text:08408188 push a ; dwHeadersLength
* _text:-0040818A lea ecx, [esp+6ih+szUrl]
* _text:00408818E mow esi, eax
* _text:08488198 push a ; 1pszHeaders
* _text:-00408192 push BCX ; 1pszUrl
* .text:00408193 push esi ; hInternet
* .text:008408194 call ds:InternetOpenlrlA
* .text:o04e0819A maw edi, eax
* .text:op4e819C push esi ; hInternet
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Another way to find these functions is to view the Imports tab and look for the names of the
functions and then right-click and select “jump to xref” This will list all places in the code that
reference the function.

22. Right click on the IDA View-A window and click on graph view.



@ 1D Wigw-a HexV\ew'AI gﬂ Expoltsl N Names I ‘Lf_ﬂ Functions | " Strlngsl ﬂ Stuctures | En Enums

[Z] 1DA View-A o ==
* .text:004081908 push 8 ; lpszHeaders -
* .text:904088192 push ecx 5 1lpszurl
* .text:00408193 push esi : hinternet
* .text:-00488194 call ds:InternetOpenlirla
* _text:0040819A nouv edi, eax
* .text:9040819C push esi ; hinternet
* .text:00408819D nov esi, ds:InternetCloseHandle
* .text:004081A3 test edi, edi
* .text:AB84681A5 jnz short loc_4881BC
* .text:-004081A7 call esi ; InternetCloseHandle : Enter comment Shifte:

* .text:004081A9 push 1] ; hinternet ‘

* .text:@84081AB call esi ; InternetCloseHandle 5 Enter repeatable comment...

* _text:084881AD call sub_4880898 F Edit function... Alt+P

* _text:004081B2 pop edi = Hide Mum -

* .text:004081B3 xor eax, eax Granh view

* _text:ap4881B5 pop esi il

* .text:@B4B81B6 add esp, 56h X Undefine u

* _text:-0840881B9 retn 18h ; hInternet Synchronize with L3 il
d U :l Run to cursor F4 b
000081A7  004081AT: WinMain(xxxx)+67 B Add breakpoint F2

iw Add write trace .

Executing function 'main’... g o
Compiling file 'C:%\Program Files\IDA Free\idc\onload.idc'... i Add read/write trace
dr

R e nad oeiontace —
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Some common instructions found in assembly are:

call jJumps to another block of code; when execution of that block is complete, the program
execution will return.

jmp jumps to another block of code; when execution of that block is complete, the program
execution does not need to return.

test executes a logical AND (typically used for value comparisons)

jnz jumps to another block of code if a condition is met: result of the previous instruction is
not zero.

mov instruction moves data from one location to another.

push adds a value to the stack.

pop removes value from the top of the stack into a register or memory address.
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23. Focus on call instructions and the pink function names and then do your best to generally
explain what is happening in the code.

24. Look at the subroutines after the conditional jump (follow the two arrows to below the jnz
instruction). Which subroutine (or block) is the one that continues with the encryption and
which one stops before encryption occurs? Explain why.

Hint: See the code within functions by double-clicking on the function names. You can go back
by pressing ESC or the back arrow. | =~~~



mov esi, ds:InternetCloseHandle
test edi, edi
jnz short loc_4881BC
25.B (1 [T ey 1
call esi ; InternetCloseHandle
a push a ; hInternet| |loc_4881BC:
call esi ; InternetCloseHandle call esi ; InternetCloseHandle
S call sub_4880898 push edi ; hInternet
pop edi call esi ; InternetCloseHandle
e Xor eax, eax pop edi
pop esi xOr eax, eax
d add esp, 56h pop esi
retn 168h ; hInternet| |add esp, 56h
retn 16h
_WinHain@16 endp
0]
n

what you observed so far, do your best to guess what would prevent the encryption, that is,
what should we do to reach the block that stops the malware; what is the kill switch?
(Remember you can always ask one of the coordinators to help)

Part 2 - Set up the Kill switch

There is a file named hosts on Windows systems. This is a text file that contains mappings from
hostnames to IP addresses
(think of as a stored copy of a Domain Name System that maps google.com -> 72.14.207.99)

26. Add a mapping as shown in the following.

a. Open File Explorer « =,
b. Navigate to the folder with the hosts file by entering
%WINDIR%/system32/drivers/etc into the navigation bar.

Search etc

il\;)l?l .« Windows » Systern32 » drivers » etc - |+,|

Jrganize - Include in library = Share with + Mew folder

c. Edit the hosts file by right clicking and selecting notepad++

Marne Date moi

|| hosts £.010.00()4
| Imhd Ouesy )
QmmewMWmmH )
[ protq -1 Zip and Share (WinZip Express) 0
servil d  WinZip P oo
- Restore previous versions
Send to 3

d. Add a mapping between google.com and the loopback address: 127.0.0.1 This is a special
address used to communicate within your own machine.



15 $# localhost name resolution is handled within DHS itself.
20 ¥ 127.0.0.1 localhost

21 # il localhost

22 127.0.0.1 google.com

23 127.0.0.1 www.google.com

24

e. Save the hosts file. If you received a Save failed prompt, press the Yes button as shown
below.

to host names. Each @l}sﬂAcmunlCunlml
IF address should

Jrresponding host name. %) Do you wantto allow the following program to make

rated by at least one "' changes to this computer?
— Program name:  Notepad++
s . i, g P
e failed uitin} ’J Verified publisher. Notepad++
File origin: Hard drive on this computer

The file cannot be saved and it may be protected.
Do you want to launch Notepad++ in Administrator mode?

(v) Show details ‘

Change when these notifications appear

sourc
x cli]

Vas ! No ’
icself

f. Navigate to google.com (this may take 1-2 minutes). You will see the page returned from
your own machine’s web server (note that this is not Google’s web server).

(& ‘ @® google.com

/ oRan
‘Velkommen VELKOMEN
Benvenuto byl

Welkom

internet information services Wltamy
Vélkommen ‘)‘

Hos Geldiniz ﬂ‘é;’l-ll:}

27. Now, set up the kill switch by adding a mapping to the address you found in Activity 1, Step
7 using the hosts file.

28. After you set up the kill switch, run the malware as an administrator. Read the following
hint before you execute this step.

Hint: Before running the malware make sure the domain works. Go to the site and check that it
accesses the local host. As an additional safeguard make sure you also take a snapshot of the
machine state by going into your VirtualBox’s VM Window menu into Machine > Take Snapshot.

10



Alternatively you can enter the Host (Windows) key + T to take a snapshot.

If done correctly, your system will not be encrypted. If done incorrectly... well, you know... If

you took a snapshot and you incorrectly followed the steps you can go back to the previous
machine state by closing your Virtual Machine Window, and starting it up again, VirtualBox
should restore your machine state automatically.

R R R R R R R R R R R R R A R AR AR R R R R R AR R R R R R R R R R R AR R R R R R R R R R R R AR R R R R R R R R R R R R R R R R R R R R R

Uber Question:

e Why do you think this ransomware have a kill switch?

khhkkkhkhkhkkhkhkhkkhkhkhkkhhkhkkhkhhkkhkkhhkkhkhhkhhhkhkhhkhkhhkhkihhkhkkhhkhkkihkhkihhkhkhkhkhkhhhkkihhkkhhihkkhihkkhihhkkhihkiihkiiikkh

This concludes the analysis of the malware WannaCry 2.0

Please raise your hand and let the coordinators know that you’ve completed Activity 2.
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