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Activity — Find the service that WannaCry uses to spread and observe the behavior
of the malware when the process is stopped.

1. In IDA Pro, after the conditional jump, look in the part of the code that continues the
encryption (i.e., follow the call)
2. Find the name of a service being executed by the malware.
a. What is the name of the service that the malware is using to spread?

3. Close the current remote desktop session and re-open the WannaCryA file on your
desktop.

Click on the Windows button and search for services.

Open Windows Services and search for the service found in step 3.

Stop the service.

Use Wireshark to observe the network traffic.

Describe what the service is doing.
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This concludes the uber challenge.



