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Abstract

Formal approaches to software assurance such as run-
time monitoring, model checking, and theorem proving
have been shown to improve system dependability. All of
these approaches require formal specifications of behav-
ioral properties to verify a software system. Writing, read-
ing, and validating formal specifications is difficult, and
previously, there has been inadequate tool support for this
task. The Property Specification tool, is a tool that was de-
veloped to assist users in the creation of formal specifica-
tions. Currently, Prospec assists in the generation of formal
specifications in multiple languages. This paper describes
a new approach/idea that will be integrated into Prospec to
enhance that the ability of users to validate the generated
formal specifications, against the original intent.

1. Introduction

Formal methods to support software assurance require
the identification of behavioral properties of the software
system, generation of formal specifications for the proper-
ties, validation of the specifications, and verification of the
correctness of the system. The effectiveness of the assur-
ance approach depends on the quality of the formal speci-
fications, and a significant hurdle to the use of formal ap-
proaches is the development of correct formal specifica-
tions [6, 7].

Typically, the person creating the formal specification is
required to have a strong mathematical background and be
aware of the subtleties of the specification language. For ex-
ample, model checkers [2], such as SPIN [8] and NuSMV
[1] use formal specifications written in Linear Temporal
Logic (LTL) [11], which can be difficult to read, write, and
validate. This problem is compounded if requirements must
be specified in more than one formal language, which fre-
quently is the case if more than one verification tool is used.

The specifier must be aware of the differences in expres-
siveness of each of the target languages.

The Property Specification (Prospec) tool [14] was de-
veloped to address some of these challenges. Prospec uses
the Specification Pattern System (SPS) [3] and Composite
Propositions (CP) [12, 13] to assist developers in the elicita-
tion and specification of system properties.Usability studies
of Prospec have shown that it facilitates the elicitation, un-
derstanding, and specification of formal properties [12].

1.1 Motivation

Although, the soon to be released, Prospec 2.0 sup-
ports the generation of formal specifications in multiple lan-
guages such as LTL, Computational Tree Logic (CTL) [10],
and Meta Event Definition Language (MEDL) [9], it cur-
rently does not provide sufficient support for validation of
the generated properties. While Prospec and similar tools
and approaches [3, 18] provide significant support for prop-
erty specification, there is a real need to ensure that the gen-
erated formal specifications do, indeed, match the original
intent of the specifier. Additionally, it has been shown that
the specifications generated by these tools, do not always
match the natural language description provided by these
tools [16].

Providing the means to validate the generated specifica-
tions is extremely significant, as effective use of these for-
mal specifications (whether in formal verification, design
and code automation, or test cases development) is not pos-
sible if the generated specifications are faulty (i.e., do not
match the developer’s original intent). Indeed, incorrect
specifications could lead to the very mishaps their use is
designed to prevent.

By their nature, formal specifications are hard to read
and validate, and as such, support for validation and un-
derstanding of these specifications is required. For ex-
ample, consider an ATM system with the following prop-
erty: “The response to user approval of a withdrawal trans-



action includes: the user’s account is updated, money
is dispensed, the receipt is printed, and the user’s ATM
card is returned”. This property can be specified LTL
as follows: “G(user_approval — F' (account_updated A
X (F' money_dispensed A X (F' receipt_printed A X (F'
card_returned)))))”!. It is obvious that such a description
is hard to validate by those stakeholders who are not im-
mersed in LTL.

This work describes a basic idea that can be used for
simple validation of formal specifications in LTL, CTL and
MEDL. We intend in incorporating this idea in future ver-
sions of Prospec.

The paper is organized as follows; Section 2 provides a
brief description of the three formal languages LTL, CTL,
and MEDL, and their semantics. Section 3 describes the
validation approach introduced by the paper. The section
includes descriptions of the models and codes for the veri-
fication tools used in the validation. The section also pro-
vides a scenario of using the proposed approach. The paper
concludes with summery and future work, followed by the
References.

2 Background

2.1 Linear Temporal Logic and Computa-
tional Tree Logic

Linear Temporal Logic (LTL) is a prominent formal
specification language that is highly expressive and widely
used in formal verification tools such as the model checkers
spin [8] and NuSMV [1]. LTL is also used in the runtime
verification of Java programs [17].

Formulas in LTL are constructed from elementary propo-
sitions and the usual Boolean operators for not, and, or,
imply (neg, A, V, —, respectively). In addition, LTL
allows for the use of the temporal operators next (X),
eventually (F'), always (G), until, (U), weak until
(W), and release (R).

Formulas in LTL assume discrete time, i.e., states
s = 0,1,2,... The meaning of the temporal operators is
straightforward. The formula X P holds at state s if P holds
at the next state s + 1. P U @ is true at state s, if there is a
state s’ > s at which Q) is true and, if s’ is such a state, then
P is true at all states s; for which s < s; < s’. The for-
mula F'P is true at state s if P is true at some state s’ > s.
Finally, the formula G P holds at state s if P is true at all
moments of time s’ > s. Detailed description of LTL is
provided by Manna et al. [11].

While specifications in LTL are asserted over all paths of
execution, Computational Tree Logic (CTL) allows for as-
sertions over individual paths. CTL uses the same temporal

The G symbol indicates Always or Globally, and F indicates some-
time in the future.

operators as LTL and they have the same semantics. How-
ever, since CTL is a branching type of logic then each CTL
operator is a pair of symbols. The first one is either A (“for
All paths”), or F (“there Exists a path”). The second one is
of the temporal operators defined above for LTL.

2.2 Meta Event Definition Language

The Meta Event Definition Language (MEDL) is the lan-
guage used by Java-MaC monitor [9]. MEDL uses events
and conditions to express safety properties. Conditions are
predicates and events are an instantaneous state change. In
MEDL, Conditions are associated with propositions that are
evaluated at each computation state. Events denote a change
of state in a condition from true/false to false/true. Condi-
tions and events are defined recursively as follows [12]:

e Every proposition is a primitive condition.

e If C1 and C2 are conditions, then — C1, C1 A C2, and
C1 V C2 are also conditions.

e If E1 and E2 are events, then [E1, E2) is a condition.
e If Cis a condition, then start(C) and end(C) are events.

e IfEl and E2 are events, then E1 V E2 and E1 A E2 are
events.

e If E is an event and C is a condition, then E when C is
an event.

Alarms are used in MEDL to express events that should
never occur during program execution. Once an alarm oc-
curs during execution, a user notification is issued. Simi-
lar to LTL, MEDL formulas are evaluated over an execu-
tion trace. Each state in an execution trace assigns values
to each primitive condition. The complete description of
MEDL and its semantics can be found in [9].

3 Validating Formal Specifications

Formal verification techniques such as Model Checking
[2], Runtime Monitoring [5], and theorem proving [15] have
been shown to improve system reliability. These techniques
are based on verifying the consistency of the system or its
model with system properties presented as formal specifica-
tions. In model checking for example, the system model is
presented in the modeling language for the model checker,
and system properties are presented as temporal logic for-
mulas [4]. Figure 1 shows the process of model checking.

In this work, we use formal verification tools to validate
formal specifications. We use the verification tools (a model
checker and a runtime monitor) to validate the understand-
ing of formal specifications written in the formal language
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Figure 1. The Process of Model Checking

accepted by the verification tool. We provide a way for val-
idating specifications written in LTL, CTL, and MEDL. We
use the NuSMV model checker [1] for LTL and CTL val-
idation, and the Java-MaC runtime monitor [9] to validate
MEDL specifications. In this approach, we use the very
same verification techniques (and their respective tools) that
these formal specifications are used for.

3.1 General Approach

The general idea in our approach is based on the work of
Salamabh et.al., [16], and it consists of the following steps:

1. Create a simple model in the language of the verifica-
tion tool (NuSMYV uses SMV language, and Java-MaC
use the Java language),

2. map propositions in the formal specification to the
variable(s) in the simple model, and

3. run the verification tool with the model, formal speci-
fication, and proposition values as input, and

4. check for consistency.

The model created for each type of formal language re-
mains the same in validating all specifications in that lan-
guage. The model is simple enough that it is easy to com-
pare the expected result of running the model against the
formal specification and the actual result as returned by the
tool. In validating a specification we need only to change
the mapping of the propositions in that specification to the
variables in the model. More details on the approach are
included in the upcoming paragraphs.

QState=1 QState=2 QState=3 QState =18 Q.State =19 Q.State=20

Figure 2. Model for LTL Validation

MODULE main
DEFINE
P:Q.State =5
LTLSPEC F P
VAR

Q : seq();

MODULE seq()
VAR
State: 1..20;
ASSIGN
init{State):= 1;
next{State):= case
(State = 20) : {State + 1};
(State = 20} : {20};
esac;

Figure 3. SMV Code for LTL Validation

3.1.1 LTL and CTL Validation Using NuSMV

For validating LTL formulas, we used the NuSMV model
checker. Although multiple number of model checkers, in-
cluding the famous model checker spin [8] could have been
used instead of NuSMYV, the choice of NuSMV was basi-
cally because it can be used for both LTL and CTL valida-
tion.

The model created for LTL validation, consists a loop
that starts with the value of the variable state equals 1 and
continues to increment the value of states until it reaches 20,
at which point it remains at 20. Figure 2 provides a graphi-
cal representation of the model, while Figure 3 provides the
actual SMV code for the model.

While the details of the SMV code are irrelevant here, it
is important to note that in each state of model the value of
the variable Q.State changes to the value of the state. For
example, in the first state, the value of Q.State is 1, itis 5 in
the fifth state, and it is 20 in the last state. The importance
of the value of the variable Q.State is that it is the value that
propositions in the LTL formula are mapped to. For exam-
ple, if one wants to validate the LTL formula “F' P” (as in
the fourth line in the SMV code) , then the value of P has to
be specified in terms of the variable Q.State. For example P
can be specified as the truth value of the statement “Q.State
= 5” (as in the third line in the SMV code), which is only
true in the fifth state in the model.

CTL validation using NuSMV can be done in a similar



Figure 4. Model for CTL Validation

fashion to LTL. However, we use a different model for val-
idating CTL than the one used with LTL. The new model
used for CTL validation is designed to allow for exploring
and testing the branching capabilities of CTL. Figures 4 and
5 provide the model and SMV code, respectively, used for
CTL validation.

3.1.2 MEDL Validation Using Java-MaC

Java-Monitoring and Checking (Java-MaC) [9] is a runtime
verification tool developed at the University of Pennsylva-
nia targeted towards Java Programs.

In Java-MaC, the user formally specifies the require-
ments in terms of high-level events and conditions. An
event is something that occurs instantaneously during the
program execution. A condition represents information that
holds for a duration of time. A monitoring script is used to
relate the events and conditions with the runtime low-level
data of the system. Based on the monitoring script, the sys-
tem is instrumented to send the monitored data to an event
recognizer.

The event recognizer transforms the low-level data into
abstract events and sends them to a run-time checker gen-
erated from the requirement specifications. The runtime
checker verifies the sequence of abstract events with respect
to the requirement specifications and detects violations of
requirements.

Java-MaC uses two languages to formally specify prop-
erties, the Meta Event Definition Language (MEDL) and
the Primitive Event Definition Language (PEDL). MEDL is
used to express requirements, is based on an extension of
LTL, expresses a large subset of safety properties of system
such as real-time properties, and is independent of the mon-

MODULE main
VAR
Q:seq();
Define
P:Q.5tate=5

SPECEFP

MODULE seq()
VAR
State: 1..25;
ASSIGN
init{State):= 1;
next(State):= case
(State =1): {2, 10, 18};

(State =2 | State =3 | State =5 | State =6 | State =7 | State = § |
State =10 | State = 11 | State =12 | State =13 | State =14 | State =16 |
State =18 | State =19 | State = 21 | State =22 | State = 23 | State = 24) : {State +1};

(State =4): {5, 13);
(State =15): {16, 7, 23};
(State =20): {13, 21};

(State =9 | State = 17| State = 25) : {State} ;
esac;

Figure 5. SMV Code for LTL Validation

public class Example{

public void loop(){
int i=0;
while{i<20){
i=i+1;}

}
public static void main{String[] args){

Example e1 = new Example();
el.loop(); }

Figure 6. Java Code for MEDL Validation

itored system. PEDL describes primitive high-level events
and conditions in terms of system objects, and is tied to the
implementation language of the monitored system.

For MEDL validation, we use the same model used for
LTL validation with NuSMYV, with the exception that the
model is written in Java instead of SM'V. The Java code rep-
resenting the model is shown in Figure 6.

To validate a property in MEDL, we have to specify
MEDL and PEDL files as shown in Figures 7 and 8 respec-
tively. In the PEDL file, we specify the conditions or events
that we build the MEDL specification on. This is similar to
mapping the propositions in an LTL or CTL formula to the
value of the variable Q.State in the SMV model. The MEDL
file, contains the specification to be monitored by Java-Mac
at runtime. The PEDL and MEDL files in Figures 7 and 8
are those defined for monitoring the specification that 7 will



ReqSpec Example
import condition Always_Less;
property AlwaysSmall= Always_L ess;
End

Figure 7. MEDL File

MonScr Example

export condition Always_Less;

monobj int Example.loop().i;

monmeth void Example.loop();

condition Always_Less= Example.loop().i<100;
End

Figure 8. PEDL File

always be less than a 100.

Scenario: Sue is interested in generating a formal speci-
fication for the following property “a request is always fol-
lowed by an acknowledgment”. Assume further that R sig-
nifies Request, and A signifies Acknowledgment. Using
Prospec 2, Sue generates the following LTL specification
“G(R — FA).

Sue’s original intent was that the acknowledgment must
strictly follow the request, i.e., Acknowledgment has to
hold in a state that comes after the state where Request
holds. To validate whether such a behavior is allowed or not
by the generated LTL specification, Sue runs the specifica-
tion in NuSMYV against the SMV model in Figure 3, setting
both R and A to be true when Q.State equals 4 and observes
NuSMV’s output. The output in this case is valid, which
means that such behavior is allowed by the generated LTL
formula. As aresult, Sue uses Prospec to refine her property
and generates the LTL property “G (R — X F A)”, which
does match her original intent.

4 Conclusions and Future Work

Although the use of formal verification techniques im-
prove the dependability of programs, they are not widely
adapted in standard software development practices. One
reason for the hesitance in using formal verification is the
difficulty of reading, writing, and validating formal specifi-
cations required for the use of these techniques. While there
exists multiple tools and approaches that assist in the gen-
eration of formal specifications, these tools do not provide
adequate support to validate the generated specifications.

2Refer to [14] more details on property generation in Prospec

In this work, we described an idea for validating formal
specifications using the same formal verification tools that
these specifications are intended to be used with. We pro-
vided simple models written in the native languages of these
verification techniques, which can be used in the validation
process. The approach defined in this paper can be used
to validate specifications in different formalisms as long as
they are supported by a verification tool.

Currently, as a project for sophomore level course in
Software Engineering, a tool is being developed that al-
lows for LTL and CTL validation using the model checker
NuSMYV based on the proposed approach. The tool will re-
lief the users of the burden of changing the models speci-
fied in Section 2 to test different specifications and different
scenarios. The tool will be used as an interface to the model
checker.

We plan on expanding that tool to include an interface
for Java-MaC and allow for MEDL validation. Eventually,
the developed will be incorporated into the Property Speci-
fication tool Prospec.
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