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Abstract—Generating models from binary execution outputs
can result in efficient network system security analysis. Previous
work in execution-based model generation has shown success for
analyzing impacts of routing attacks, but requires a large amount
of manual and expert-level intervention due to the lack of a
structured analysis platform. In this document, we describe our
ongoing work to build SEDAP, which is a plugin-based platform
that provides a flexible and efficient mechanism for the model
generation process. This platform consists of a web portal that
allows analysts to setup network scenarios, view resultant data,
and execute analysis algorithms.

I. INTRODUCTION

Testing the security posture of systems in networked en-

vironments is a critical part of systems engineering. While

field tests are necessary because they provide the highest level

of accuracy, they are very costly, limited in duration, and

are difficult to coordinate. For this reason, system models

are developed to enable experimentation with emulation and

simulation in laboratory environments – aiding both in field

test preparation and in providing supplementary post-mission

analysis from field test data.

In this document, we describe our ongoing work to build

the Scenario Execution Data Analysis Platform (SEDAP) that

will enable analysts to design and execute network scenarios

for several popular emulation and simulation platforms. Addi-

tionally, our platform will contain an analysis component for

conducting automated attribute extraction, model generation,

and model comparison.

II. EXECUTION-BASED MODEL GENERATION

Work in [1] describes a novel analysis methodology that

uses log data from several emulation executions to generate

models. These models can be used to develop accurate sim-

ulations, quicklook attack impact analysis, decision support,

and others. This approach differs from traditional workflows

where models are developed and tested before or alongside

system development. Some issues with the traditional ap-

proach include lack of synchronization between the actual

system and the models due to changes in requirements, manual

development of highly accurate models may be too expensive

and the models may not be made available to analysts (either

for legal reasons or due to their non-existentence). Execution-

based model generation starts, instead, with the end-product

(i.e., the executable code). By using the end-product it is

possible to extract not only models for the intended behavior

of the systems, but also incidental models such as resilience

to unanticipated adversarial attacks.

This methodology has shown success for impact analysis of

attacks in mobile ad hoc networks (MANETs). First, routing

protocol implementations, TCP/UDP traffic generators, and

attacks on OSI layer 3 were identified. Next, to develop

models for mobile ad hoc networks, the common open research

emulator (CORE) [2] was selected as the execution platform.

Fig. 1. Model generation workflow.

The experimentation workflow consists of running several

network scenarios. An example of a single scenario is: chain

topology (the topology in the top left in Figure 1), NRL

OLSR protocol used for routing, and node 1 conducts a

spoofing attack. Each scenario consists of various configura-

tion parameters; during each scenario several data are logged

including packet arrival statistics, route states, and attack start

and end times. These data are converted to WEKA [3] format

to generate the models. Currently, this process is very time

consuming as it requires an expert in the low-level scripts and

data formats within the workflow. This slows the data analysis

and model development phase and also inhibits collaboration

and wider use of this methodology.
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III. SEDAP

We have designed SEDAP for the purpose of providing

analysts with an integrated environment for developing models

based on a variety of network emulation and simulation

outputs. Figure 2 shows the components that compose SEDAP.
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Fig. 2. SEDAP dataflow. Double-bordered rectangles are components that are
accessible through the web portal interface.

SEDAP will be hosted as a public web portal where analysts

will be presented with several interaction components. These

components are shown in the double-bordered rectangles in

Figure 2. Each interaction component communicate with back-

end software that will be hosted on an internal server. As the

analyst uses SEDAP, certain components are disabled if they

depend on data that does not yet exist (e.g., model generation

cannot be used until properly formatted data exist).
An analyst begins using SEDAP by configuring the experi-

mental setup as well as other components (i.e., optionally anal-
ysis, model generation, and import/export can be configured

for automation). While network emulators and simulators pro-

vide similar functionality (i.e., allowing an analyst to configure

and instrument a network and then analyze the resultant data),

the configuration varies depending on the execution engine

(e.g., CORE scenarios are configured with XML while ns-3

[4] uses C++ code). For this reason, we have adopted a plugin

architecture for the execution and analysis components.
An analysts will either add custom plugins or select from an

available set. The plugins for the execution component would

include the interface logic for the scenario setup (topology,

traffic flows) as well as the per-node setup (node type, services

such as routing, scripts for running attacks, and data logging

configurations). The Formatting plugins will contain the logic

to convert the outputs produced from the executions into data

that is compatible with the analysis component algorithms.
The architecture provided would also allow an analyst to

bypass the execution stage if data is gathered through other

means; whether it was previously exported or obtained through

other methods (such as running the executions outside of

SEDAP).

The analysis component will contain a visualization feature

for viewing results from running statistical and comparison

algorithms on node states (position, compromised or not, etc.),

packet transmission, and routing. The focus of this compo-

nent is to facilitate the task of viewing differences between

similar scenarios and between the different emulation and

simulation tool outputs. This will also help in identifying how

configuration features, for the scenarios and nodes, influence

attack impacts on the network. Another feature of the analysis
component is a model quality estimator that will provide an

indication of the potential quality of a model that would result

from the model generation component. This estimate will be

based on the similarity of data resulting from similar scenario

executions (we will use the conflict detector algorithm from

[1]).

The analysis component will produce structured data that

can be read by the underlying model generation tools (we will

use WEKA [3], R [5], and scikit-learn [6]). This data will be

passed to the model generation component. All of this will

be done through an interactive process (unless a user specifies

automation in the configuration component).

The model generation component will provide many of the

options that exist in well-known data-mining toolkits such

as attribute and algorithm selection, data partitioning, and

validation techniqes.

To support sharing and collaboration, data and models will

be exportable to a variety of formats (including CSV, XML,

HDF5 for logged data; java, C++, and python for the models).

SEDAP will allow importing data and give analysts the option

to grant view/edit privilege to collaborators.

IV. PROGRESS

Currently, we have developed a prototype that includes the

user interface for web portal and have implemented CORE-

specific execution and analysis components. As part of the

analysis component, we have implemented the conflict detec-

tor. After we complete this work, we plan to make the web

portal available to the public.
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