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omputer network security is an example of asymmetric, strategic con-

flict between defenders and attackers, with attackers performing a wide

range of intrusion actions such as scanning the network and exploiting vul-

nerabilities, and defenders countering with actions such as intrusion detection

and filtering. Different defense mechanisms
have varying costs and effectiveness against
specific types of attacks, forcing network
administrators to make challenging deci-
sions about how best to optimize the ways
in which they select and deploy these mea-
sures. Initial effectiveness can be mitigated
in the long term as attackers adapt to secu-
rity measures, making optimization even
more challenging.

Game theory provides a methodology for
developing new decision support tools that
takes into account attackers’ sophisticated
responses to defense strategies. The key idea
is that rational attackers will respond to se-
curity, so we can model the network defense
problem as a two-player, multistage game.
Solving these models lets us find an optimal
defense plan to mitigate attacks and can also
provide a quantitative measure of security
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improvement. We demonstrate this method-
ology for one specific type of defensive strat-
egy: honeypots, which are fake hosts or ser-
vices added to a network. Honeypots act as
decoys to distract attackers from real hosts,
detect the presence of intruders, and gather
detailed information about an attacker’s
activity.

Operating believable honeypots is expen-
sive in terms of hardware, software, and
administrator time (typically spent manag-
ing the honeypot and analyzing data). In
addition, many different types of honey-
pots could be used in any given network.
We describe a game-theoretic approach for
optimizing honeypot deployments as a case
study for how game theory can be used to
make network security decisions. Our case
study on a realistic network shows the feasi-
bility of this methodology.
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Figure 1. A network and an attack graph representing ways to gain access to the
database. Each action (rounded rectangular node) has preconditions and effects,
represented by incoming and outgoing edges, respectively. Initially true facts are
represented with rectangle nodes and initially false facts with diamond nodes.

Background

Network administrators and security
researchers use honeypots to detect and
analyze attacker behaviors and tools.!
In particular, the Honeynet Project
provides a wealth of software and lit-
erature on knowledge acquired about
attackers. Companies use honeypots as
intrusion detection systems (IDSs)—
hardware products (for example, Ca-
nary by Thinkst) that can emulate vari-
ous OSs. To effectively use honeypots,
network administrators must decide
how many to deploy (contingent on
cost) and where to place them to make
them attractive targets.

Game Theory
Game theory models decision-mak-
ing problems with multiple decision
makers (players) in a common, often
partially observable, environment. A
game consists of players, strategies
(actions) available to each player, and
utilities for each defender depend-
ing on the joint choices of all players;
players can also have incomplete in-
formation about moves made by other
players or the environment. The opti-
mal strategy for a player generally de-
pends on other players’ behavior.
Game theory provides a variety of
solution concepts and algorithms for
analyzing games with different char-
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acteristics. We focus on two-player
games where the administrator (de-
fender) chooses a honeypot allocation
that minimizes the cost and expected
loss caused by an attacker compromis-
ing the network. The attacker chooses
a strategy that maximizes the value of
attacking the network while avoiding
honeypots and minimizing costs. We
use Stackelberg game models similar
to those used for physical security do-
mains.? The defender acts first, tak-
ing actions to harden the network by
adding honeypots. The attacker then
chooses the optimal attack plan based
on (limited) knowledge about the
network and the defender’s strategy.
Solving the game means computing
a strategy for each player, which de-
scribes an optimal (stochastic) action
choice in every possible situation.

Attack Graph

Attack graphs (AGs) represent possi-
ble sequential attacker strategies for
compromising a specific computer net-
work. They’re automatically generated
based on known vulnerabilities? and
are used to identify the minimal sub-
set of vulnerabilities to be patched or
sensors to be placed in the network
to prevent known attacks, to calcu-
late security risk measures,* or to find
the shortest attack plan in penetration
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testing. We use AGs to compactly rep-
resent possible attack plans (attacker
strategies) in our game models.

Model Overview

We model a network as a set of host
types, such as the webserver or PC in
Figure 1. Two hosts are of the same
host type if they run the same ser-
vices and have the same network con-
nectivity and value. For example, a
collection of workstations that run
the same OS image are modeled as
the same type. The host-type PC in
Figure 1 has 10 equivalent hosts, all
of which present the same attack op-
portunities. By representing each type
only once in the attack graph, we
can scale with the number of unique
types rather than of individual hosts.

Defending

Let’s say the defender places k honey-
pots in the network by duplicating the
configurations of existing hosts (with
obfuscated data) or creating new host
types. The defender pays a cost that’s
dependent on the host type for each
honeypot, so adding more honeypots
of a specific host type increases the
likelihood that the attacker will inter-
act with a honeypot instead of a real
host. If the attacker interacts with a
honeypot during an attack, an alert
is sent to the defender, who immedi-
ately stops the attack or applies other
countermeasures.

Attacking

In our model, we consider exploit ac-
tions that target a specific vulnerabil-
ity in a host. Successfully executing
an exploit results in the attacker gain-
ing privileged or nonprivileged access
to that host.

An AG compactly represents all
known sequences of exploit actions
for the host in the network. Specifi-
cally, it captures the dependencies be-
tween the exploit actions and true or
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Figure 2. Game tree for a simple network of host types A and B, with attack success probabilities 0.2 and 0.8, respectively.
Chance plays uniformly into three possible networks, each containing two hosts. The defender chooses possible combinations
of allocating two honeypots in each possible network; the blue probability value is a possible defense strategy. The attacker
selects attack policy AP, through AP, according to the networks’ attack graphs.

false facts that represent logical state-
ment about the network state. Figure 1
depicts a possible AG for the net-
work; each action (rounded rectan-
gular node) has preconditions and
effects, represented by incoming and
outgoing edges, respectively. All pre-
conditions must be true to perform
the action. If an exploit action suc-
ceeds, then all its effects become true
and the attacker obtains rewards. Ini-
tially true facts are represented with
rectangle nodes and initially false
facts with diamond nodes.

In Figure 1, action “2:Exploit
Vulnerability” has preconditions:
Fact 4, vulnerability exists, and Fact
5, the attacker can access the daase
on port 139. If the attacker success-
fully performs the action, he will ob-
tain root privileges to the database
(Fact 1) and reward +1,000. The suc-
cess probability is the likelihood that
an exploit will succeed, given that all

preconditions are met, and the cost
represents the attacker’s monetary
cost and effort for attempting to per-
form an action, as well as the conse-
quences of possibly disclosing the ex-
ploit. Action 2 in Figure 1 has a suc-
cess probability of 0.4 and a cost of S.

We use MulVAL3 to automatically
construct AGs from information col-
lected by network scanning tools
(such as Nessus or OpenVAS). The
action costs and success probabili-
ties can be estimated using the Com-
mon Vulnerability Scoring System? or
other data sources.

In our game models, the attacker
chooses the optimal attack policy that
fully characterizes the attacker’s be-
havior at every point in an attack—it
specifies the order of the actions to be
executed by a rational attacker. The
problem of computing the optimal at-
tack policy can be represented as a fi-
nite horizon Markov decision process
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(MDP). We use domain-specific MDP
algorithms to find optimal strategies.®

Game Model

Honeypots in network security are
a form of a deception, and we can
model deception in games where one
player has more information about
the game state than the other (such as
the network structure or honeypot lo-
cations). Predicting player behavior is
more difficult in these games because
it depends on players’ beliefs about
the likelihood of possible states. We
model the honeypot allocation prob-
lem as a chance player who makes an
initial random move with a probabil-
ity corresponding to the attacker’s be-
lief of each network’s likelihood, as
shown in Figure 2. The attacker is un-
certain which of the possible extended
networks (networks after the chance
move) is the defender’s real network
before the defender added honeypots.

IEEE INTELLIGENT SYSTEMS



We assume that the attacker’s be-
lief is common knowledge (if not, the
defender can approximate it by ana-
lyzing real-world network frequency).
In our example, the core network (at
the chance layer) consists of a gate-
way router and a target host T. We
model an attacker who knows that
there are two additional hosts, either
of host type A or B, with equal prob-
ability. Therefore, the chance player
extends the core network by adding
possible combinations of host types A
and B, each with a probability of 1/3
(known to both players), which leads
to Networks 1 through 3.

The defender then decides which
honeypot host types to add to each
extended network. Although the de-
fender knows the actual network, the
strategy specifies the honeypots to
add to every possible network. We as-
sume that the attacker knows that the
defender can add up to k honeypots,
therefore, he or she must reason about
what the defender would do in each
possible situation. This creates an in-
teresting information structure. If the
defender adds two honeypots to A in
Network 1, which results in Network
1-L, the attacker can be certain that
two out of four hosts in A are honey-
pots. However, if the defender adds
one honeypot to A and one to B in
Network 1 and two honeypots to A
in Network 2, the resulting Networks
1-R and 2-L look exactly the same to
the attacker. When the attacker ob-
serves this network, he or she can’t be
certain if the host in B is a honeypot
or not. An information set is the set
of networks that look the same to the
attacker; in Figure 2, they’re denoted
by dashed rectangles I1 through I5.
The attacker must play the same strat-
egy for all networks in an information
set because they’re indistinguishable.
However, in each information set,
the attacker can have different attack
plans to choose from (for example, in
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Network 1-L, only host type A can be
attacked, while in Network 3-R, only
host type B). The defender controls
the attacker’s observations about the
network to a large extent, leading to
the potential for deception and a com-
plex decision problem for the attacker.

We assume that the honeypot du-
plicate is indistinguishable from the
original host to the attacker. If the at-
tacker goes after host type A in Net-
work 1-L, he or she has a 50 percent
chance of attacking the honeypot.
Therefore, the attacker must weigh the
probability of being detected against
the expected benefit of the successful
attack and the cost of alternative at-
tacks. Each attack policy results in a
potentially different pair of utility val-
ues specified in the leaves of the game
tree (AP, through AP, in 5 in Figure 2).
The first value is the defender’s utility,
which contains honeypot costs and ex-
pected losses from attacks. The second
value is the attacker’s utility, which
contains the expected reward, cost, and
penalty for being detected.

Figure 2 shows the defender’s strategy
OPT,, with probabilities highlighted
in blue. The strategy prescribes the
probability of playing each action in
that network. The defender can in-
fluence the attacker’s probabilities of
observing networks—typically, the
best strategies make the attacker in-
different about which host type to at-
tack first, which in turn leads to the
least effective attacks. For example,
if the defender plays the OPTy strat-
egy, then the attacker who observes a
network in 13 faces with probability
0.45/(0.45 + 0.11) = 0.8 Network 2-R
and with probability 0.2 Network
3-L. Because attacks are four times
more likely to succeed at host type B
than at A, the defender prefers add-
ing a honeypot to B four times more
likely than to A.

Computing the defender’s strat-
egy is difficult because the number of
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possible defender actions grows com-
binatorically with the number of hon-
eypots and host types. Computing
the attacker’s optimal attack plan is
an NP-hard problem, and computing
the defender’s strategy in Stackelberg
equilibrium is an NP-hard problem
for imperfect information games. We
describe the game model in more de-
tail along with several approximation
algorithms elsewhere.”

Case Study I: TV Company
We now present a case study to demon-
strate how we can use this framework to
model a real network and feasibly com-
pute optimal honeypot allocations. The
optimal strategies for this network in-
corporate deception, with the defender
exploiting the attacker’s uncertainty
about the network.

Domain Description
The case study is based on a network
that the Swedish Defense Research
Agency used during its cybersecurity
exercises in 2012,8 in which networks
were deliberately left vulnerable to at-
tacks. Here, we simplify the original
network by representing complete sub-
networks as single host types and re-
ducing the number of vulnerabilities to
three PCs and routers. The resulting at-
tack graph has 61 actions and 102 facts.
The attacker can initiate an attack
on any PC (via a malicious website vis-
ited by a user on that host) except the
target studio host (T in Figure 3). The
routers can’t be attacked remotely,
only locally. The attacker aims to
gain root privileges to the studio host,
which has a value of 1,000 for both
players. Exploit actions have costs be-
tween 5 and 10 (7.5 on average), and
success probabilities are estimated
by MulVAL (0.7 on average). The at-
tacker has a penalty of 200 if detected,
and the defender’s cost for creating a
complex honeypot mimicking studio
is 130, while any other PC costs 30.
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Figure 3. Network for TV company case
study. The attacker knows about all
routers, host mail, www, and studio
(target) in the network, but he's
uncertain if hosts with a question mark
are present in the network. Therefore, he
must consider all possible combinations
and likelihood of their occurrence, to
compute optimal attack strategies.

Game Analysis
The attacker knows the core network
(nodes without question marks in Figure 3).
Although uncertain about the hosts with
question marks, the attacker knows
that the attacked network contains
two of the hosts with a question mark,
just not which ones exactly. The de-
fender knows his or her network,
which consists of the core network
and PC host types adtv and Linda. We
refer to this as the real network.
Solving the game means finding the
defender’s optimal strategy for hon-
eypot allocation in every possible net-
work instance that can occur (after
the chance move). The defender adds
two honeypots of the studio host type
to secure the target host, despite their
high cost. A more interesting strategy
occurs with three honeypots, where
the attacker reasons about (j) = 35
possible networks and computes at-
tack plans. Because adtv appeals to the
attacker, the defender’s strategy rec-
ommends adding adtv as a honeypot
in networks where adtv doesn’t exist
(that is, in hypothetical networks other
than the real one). This makes the at-

tacker cautious about attacking adtv.
The defender of the real network (with
Linda and adtv) allocates honeypots

e with probability 0.75: 7, = {fw2,
adtv, studio}, and
e with probability 0.25: 7, = {fw2,

gw, Skri},

with expected utility =412, which
leads to a counterintuitive strategy for
the rational attacker, who attacks adtv
only when two adtv hosts are present,
one real and one honeypot (after ac-
tion 77¢). Although there’s a probabil-
ity of 0.5 that the attacker will inter-
act with a honeypot, it’s worth the
risk. Counterintuitively, when the de-
fender plays m,, in which case adtv
could be attacked without interacting
with a honeypot, the attacker reasons
that it’s “too good to be true” and in-
stead attacks host www. When the
attacker observes a single adtv host,
the host is more likely to be a honey-
pot (with a probability of 0.65) than
a real host: in alternative networks,
adtv is often added as a honeypot.
With three honeypots, the adminis-
trator can exploit the attacker’s uncer-
tainty by playing mixed strategies, thus
reducing total costs. With more honey-
pots, the optimal strategies become dif-
ficult to comprehend in full detail, let
alone calculated by hand. Therefore, we
argue that a decision support system of
this kind is valuable to administrators.

Case Study II: Human
Strategies

We conducted a survey to compare
the performance of game-theoretic so-
lutions to human opponents. The 45
respondents who participated in the
survey were either the attendees of a
four-day forensic malware seminar,
members of a multiagent technology
group at Czech Technical University in
Prague, or employees of computer se-
curity companies. The survey was pre-
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sented as a competition to motivate re-
spondents to create effective strategies.

To avoid overwhelming partici-
pants with too much information, we
used the simple networks in Figure 2
and set all honeypot costs and attack
action costs to zero. We kept the re-
ward of 1,000 for target host T and a
penalty of 200 for the attacker if de-
tected, and the exploit success proba-
bilities at 0.2 and 0.8 for host types A
and B, respectively. Attacking routers
and host type T is always successful,
but the attacker can initiate attacks
only from host types A or B.

Respondent Behaviors
Our analysis of 45 collected responses
revealed five main clusters in the respon-
dents’ defense strategies. We compared
this clustering to 500 uniformly random
datasets using five standard quality met-
rics. The quality of our clustering was
better than the 95th percentile, indicat-
ing that the clusters aren’t likely to ap-
pear by chance. A strategy belongs to a
cluster if its L1 distance from a hand-se-
lected centroid strategy is less than 1/3.
For each cluster, we present the
percentage of strategies in that cluster
and the defender’s average expected
utility (u#,) of the strategies against a
worst-case attacker:

e Optimal strategy (OPTy), with 15
percent, uy; =—236 + 23, is a cluster
around the game-theoretic solution.

e Perfect information (PI;), with 26
percent, uy; = —267 + 21, defends
each network in isolation by play-
ing into I1, 14, and 15; it doesn’t ex-
ploit the attacker’s uncertainty.

e Single information set (SIS,), with
11 percent, uy; = =343 £ 16, always
plays to I5.

e Biased uniform (BU,), with 26 per-
cent, uy = —292 + 22, mostly allo-
cates one honeypot to each side, with
probabilities 0.1 and 0.2 for both
honeypots to A and B, respectively.
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Table 1. Defender’s utility, standard deviation, 10th and 90th percentile for the defender’s strategies (rows) and attacker’s

strategies (columns).*

Defense/attack Best response (BR,) Mean respondent (MR ;)

u o 10th, 90th percentile u o 10th, 90th percentile
Optimal (OPT,) -207 131 -350, -50 -189 181 -350, 100
Respondent (Ry) -285 236 -500, 100 -167 208 -360, 100
Mean respondent (MR) -262 266 -500, 100 -164 207 -360, 100
Baseline uniform =317 322 -800, 100 -162 240 -500, 100
Best response (BRy) -302 187 -500, -50 -1 200 -500, 100

* BR,is the attacker’s best-response strategy to a defense strategy; MRyand MR, are mean respondent defense and mean respondent attack strategies, respectively.

e Both to B (BB,), with 15 percent,
ug = —255 * 24, protects the more
vulnerable host type B with two
honeypots.

e QOutliers (OL,), with 13 percent, u,
=-334 £ 111, are defense strategies
with a distance larger than 1/3 to
any centroid strategy.

Figure 4 illustrates the individual
defense strategies. Each triangle rep-
resents one possible network, and
the points represent the normalized
probability distributions over pure
strategies (each corner represents a pure
strategy).

Survey Analysis

Table 1 summarizes the strategy anal-
ysis. Each entry contains the defend-
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er’s mean utility y, standard deviation
o, and 10th (or 90th) percentile from
10¢ simulations for a pair of a defense
strategy (row) against an attack strat-
egy (column).

The OPTj, strategy maximizes the
defender’s utility against the worst-
case attacker. Column BR, is the best-
response (worst-case) attack strategy
against each defense strategy, which
shows how exploitable a defense strat-
egy is. R, represents the respondents’
defense strategies in our dataset. We
generated a single “mean” respondent
strategy by averaging the individual
strategies, labeled MR,. By compar-
ing these strategies to the baseline
uniform strategy, we see that respon-
dents’ play gave better results than
the random baseline.
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Therespondents’ mean attack strat-
egy MR, reveals some interesting ob-
servations. The MR ; against MR, has
a lower mean utility than the optimal
strategy OPT, against MR, indicat-
ing that against human attackers, it
might be a better defense over OPT).
However, MR, might not be a good
strategy from a long-term perspec-
tive. Attackers will likely learn from
experience and move toward the best-
response BR, by increasing the
frequency of successful attacks and
reducing failed ones.8 Instead of play-
ing OPTy, it might be better to begin
with the MR strategy, but switch to
OPT, as attackers start adapting.

We can develop an even better de-
fense strategy than OPT,; or MR, that
exploits human behavior. BR, is the
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defender’s best-response defense strategy
against the human MR attack strategy,
resulting in the highest utility for the de-
fender. However, there’s added risk be-
cause it’s vulnerable against BR,, attackers
who specifically exploit this strategy.
Our strategies have a large o due to
two factors. First, networks have dif-
ferent levels of security (Network 3 is
more vulnerable than Network 1), and
more vulnerable networks will natu-
rally have lower utility. For example,
with strategy OPT,, the administrator
of Networks 1,2,and 3 hasan expected
utility -23, -247, and -350, respec-
tively. Second, randomized strategies
are necessary to minimize the strate-
gy’s predictability, but they also result
in variability in outcomes. The OPTj,
strategy has the lowest standard devi-
ation against both types of attackers,
which can be a desirable property.

Our results show strengths and
weaknesses in both theoretical
and human solutions: humans were
effective at defending against human

attackers, but fared poorly against
worst-case attackers. Game-theoretic
strategies are robust, but there are
opportunities to further exploit weak-
nesses in human opponents. In ad-
dition, we had to simplify the game
considerably so human players could
understand it. In complex scenarios,
humans might not be able to compute
any plausible strategy with a reason-
able effort. Further empirical studies
are clearly needed to investigate the
effectiveness of game models for net-
work security, but we view this as a
promising first step.

Our work has the potential for fur-
ther research in several directions.
The attacker’s interaction with hon-
eypots can be modeled in more detail,
including the attacker’s attempts to
detect honeypots. Another direction
is to include in the model network
changes that can be partially solved
by deploying dynamic honeypots. This
model could consider sets of possible
network changes and find strategies
that additionally minimize the cost
for honeypot reconfigurations. =
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