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Dynamic interaction appears in many real-world scenarios where players are able to observe (perhaps
imperfectly) the actions of another player and react accordingly. We consider the baseline represen-
tation of dynamic games—the extensive form—and focus on computing Stackelberg equilibrium
(SE), where the leader commits to a strategy to which the follower plays a best response. For one-
shot games (e.g., security games), strategy-generation (SG) algorithms offer dramatic speed-up by
incrementally expanding the strategy spaces. However, a direct application of SG to extensive-form
games (EFGs) does not bring a similar speed-up since it typically results in a nearly-complete
strategy space. Our contributions are twofold: (1) for the first time we introduce an algorithm that
allows us to incrementally expand the strategy space to find a SE in EFGs; (2) we introduce a
heuristic variant of the algorithm that is theoretically incomplete, but in practice allows us to find
exact (or close-to optimal) Stackelberg equilibrium by constructing a significantly smaller strategy
space. Our experimental evaluation confirms that we are able to compute SE by considering only a
fraction of the strategy space that often leads to a significant speed-up in computation times.

CCS Concepts: ® Theory of computation — Algorithmic game theory; Exact and approx-
imate computation of equilibria;
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1 INTRODUCTION

Many game-theoretic models inspired by real-world scenarios are dynamic, in that they
model sequences of interacting moves and observations by the players. The players may have
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uncertainty about the effects of actions and may receive only imperfect observations of the
actions chosen by other players. The baseline formalism for reasoning about dynamic games
with a limited horizon is extensive form games (EFGs), which can be represented using
game trees. Many scenarios can be modeled as EFG, including card games like poker [5, 15],
security games with patrols (e.g., examples in [4, 11]), computer network attacks [6, 7], and
synthetic biology games in medicine [16].

The roles of the players in many real-world games are asymmetric. One player (the leader)
has the power to commit to a strategy and the other player (the follower) plays a best
response. For example, the leader can correspond to a market leader with the power to set
the price for items or services, or a defense agency committing to a security protocol to
protect critical facilities. Optimal strategies for the players in such situations are described
by the Stackelberg Equilibrium (SE) [12, 22]. We follow the common assumption in the
literature that the follower break ties in favor of the leader; hence, we compute a Strong
Stackelberg Equilibrium (SSE)".

The problem of computing SSE in EFGs is known to be NP-complete [4, 13]. There are
several existing algorithms for computing SSE in EFGs. Bosansky and Cermdk [4] introduced
a mixed-integer linear program (MILP) that extends the sequence form linear program for
computing NE in EFGs to SSE [10, 20]. The scalability of this approach was improved by first
computing a correlated version of the SSE (called Stackelberg Extensive-Form Correlated
Equilibrium, SEFCE) and then using a search to refine the SEFCE into a SSE [19]. Finally,
Kroer et al. [11] introduced a novel MILP formulation that incorporates interval uncertainty
in the utility of the follower, as well as a limited lookahead approach assuming that the
follower is not perfectly rational and can only reason to a limited depth.

We introduce a novel strategy-generation (SG) technique that starts from a small restricted
game and incrementally expands the game tree of a two-player extensive-form game to
compute SSE. The inspiration for the algorithm is based on previous algorithms that have
been very successful for one-shot games (e.g., many types of security games [8, 9, 23]), as
well as for zero-sum sequential [2, 14, 18] and EFGs [3]. However, none of these previous SG
approaches translates directly to a practical algorithm for EFGs. In the first case, the main
step in each iteration is to add sequences of actions of the leader that can potentially increase
the objective of a (MI)LP. This is done by computing the reduced costs for variables that are
not included in the program yet [8]. We investigate this approach for EFG in Section 3, but
encounter a fundamental problem in that this approach adds many unnecessary sequences,
leading to “reduced” games that are comparable in size to the original. The SG algorithm
for zero-sum EFGs relies heavily on the zero-sum assumption and expands the game tree by
adding best-response sequences into the game tree. Unfortunately, this approach does not
converge to SSE in a general sum EFG.

We can now state the two main challenges we must solve to develop an effective SG
algorithm for computing SSE in EFGs: (1) What is the representation of the restricted
game, and in particular, the abstracted parts of the game tree? (2) What is the methodology
for expanding the restricted game? We address both of these challenges and show that
(1) the abstracted parts of the game tree can be effectively represented using a subset
of pareto-optimal outcomes; (2) the expansion can be done when an outcome from the
abstracted part of the game tree is used in the current solution of the restricted game.
Our technique is independent and can be combined with any of the existing algorithms

1We expect that our general approach would be applicable for computing other variations of Stackelberg
equilibrium, but leave this to future work.



for computing SSE. We use the SEFCE-based algorithm [19] since it has the best-known
scalability. The LP for computing SEFCE is quadratic in the size of the game tree, so
constructing a smaller game tree should also have a significant performance benefit. In
addition to an exact algorithm, we also introduce heuristic variants that lose theoretical
guarantees on convergence in exchange for much smaller games; our experimental results
show that the heuristic variant can compute exact Stackelberg equilibrium of games with
more than 107 states by constructing only 8% of the original SEFCE LP. More aggressive
heuristics are able to find near-optimal solutions considering only 3% of the LP, while the
outcome for the leader is on 6.38% worse compared to the optimum. Often, such a dramatic
reduction in the size of the LP leads to significant speed-up in computation times.

2 EXTENSIVE-FORM GAMES AND STACKELBERG SOLUTION CONCEPTS

Extensive-form games model sequential interactions between players and can be visu-
ally represented as game trees. Formally, a two-player EFG is defined as a tuple G =
(N, H,Z, A u,C,T): N ={l, f} is a set of players, the leader and the follower. We use i
to refer to one of the players, and —i to refer to his opponent. H denotes a finite set of
nodes in the game tree. Each node corresponds to a unique history of actions taken by all
players and chance from the root of the game; hence, we use the terms history and node
interchangeably. We say that h is a prefiz of b/ (h C /') if h lies on a path from the root of
the game tree to h’. A denotes the set of all actions. Z C H is the set of all terminal nodes
of the game. For each z € Z we define a utility function for each player i (u; : Z — R). A
chance player selects actions based on a fixed probability distribution known to all players.
Function C : H — [0, 1] denotes the probability of reaching node h due to chance; C(h) is
the product of chance probabilities of all actions in history h.

Imperfect observation of player ¢ is modeled via information sets Z; that form a partition
over h € H where i takes action. Player i cannot distinguish between nodes in any information
set I € Z;,. We overload the notation and use A(I;) to denote possible actions available
in each node from an information set I;. We assume that action a uniquely identifies the
information set where it is available. We assume perfect recall, which means that players
remember the history of their own actions and all information gained during the course of
the game. As a consequence, all nodes in any information set I; have the same history of
actions for player 3.

Pure strategies I1; assign one action for each I € Z;. A more efficient representation in the
form of reduced pure strategies I} assigns one action for each I € Z; reachable while playing
according to this strategy. A mized strategy 0; € A; is a probability distribution over II;. For
any pair of strategies 6 € A = (A, Ay) we use u;(6) = u;(d;,0—;) for the expected outcome
of the game for player ¢ when players follow strategies . A best response of player i to the
opponent’s strategy 6_; is a strategy 6°% € BR;(0_;), where u; (6%, 6_;) > u;(8},6_;) for
all 8 € A,.

Strategies in EFGs with perfect recall can be compactly represented by using the sequence
form [10]. A sequence o; € ¥; is an ordered list of actions taken by a single player i in
history h. () stands for the empty sequence (i.e., a sequence with no actions). A sequence
o; € 3; can be extended by a single valid action a taken by player 4, written as o;a = 0.
We say that o; is a prefiz of o} (0; C o)) if o] is obtained by finite number (possibly
zero) of extensions of ;. We use seq;(I;) and seq;(h) to denote the sequence of i leading
to I; and h, respectively. We use the function inf;(o}) to obtain the information set in
which the last action of the sequence o} is taken. For an empty sequence, function in f;(0)
returns the information set of the root node. A mixed strategy of a player can now be



represented as a realization plan (r; : 3; — R). A realization plan for a sequence o; is the
probability that player ¢ will play o; under the assumption that the opponent plays to allow
the actions specified in o; to be played. By g; : ¥; x Xy — R we denote the extended utility
function, g;(oy,05) = ZzeZ\seql(z):al/\seqf(z)zof u;(2)C(z). If no leaf is reachable with a
pair of sequences o, the value of g; is 0.

Stackelberg Solution Concepts in EFGs. We provide a formal definition of Strong
Stackelberg Equilibrium (SSE) (e.g., in [12]) and Stackelberg Extensive-Form Correlated
Equilibrium (SEFCE) [1, 13] and give the intuition on an example game.

Definition 2.1. A strategy profile § = (0;,9y) is a Strong Stackelberg Equilibrium if §; is
an optimal strategy of the leader given that the follower best-responds. Formally:

(0,,07) =  argmax (0}, 0%). (1)
51€ 21,6 € BR,(5))

The SSE of the game in Figure 17 (the first utility in every leaf is for the leader, second for
the follower) prescribes the leader to commit to playing actions by and by in the information
sets in the left subtree and by in the right subtree. The strategy of the follower is then to
play by in the root of the game and b4 in the left subtree, leading to the expected utility of 1
for the leader.

{b1,03} {b1,ba} {b2,b5} {b2, b6}

{(br.bo,brr} [ 0.25 0 0 0
(b7, bo, bz} 0 0 0 0
{b7,b10,b11} 0 0.5 0 0
{br.b10,b12} [0 0 0 0
{bs. by, b1} | 025 0 0 0
{bs, by, b1} 0 0 0 0
{bs,b1o, b1} [0 0 0 0
{bs, b10, b12} 0 0 0 0

0 b7 bg by bio b1y b2

0 T 11 10]05]05] 0 0

by [075(075] 0 |025] 05 | - B

(4,0) (0,2) (0,1) (1,3) (=1,1) (0,3) b, [025]025| 0 |025] O - -
biby | 05 [ 05| 0 |05 0 | -

biby | 05 [ 05 ] 0 | 0 | 05 ] - -

bbs [ T | 1T 0] - | - 0] 0

babs [ O | 0 | 0 - | - 0 0

Fig. 1. (Left) An EFG with different SEFCE and SSE. Each internal node is labeled by a player who acts
in this node, while under every terminal node is a tuple of utilities obtained by the first player and the
second player, respectively. Every edge is labeled by an action performed on a way from the node above
to the node below. The direction of the edges is omitted, but the tree is assumed to be traversed from
top to bottom. (Right Up) The SEFCE distribution over II*. (Right Down) The SEFCE correlation plan.

In SEFCE we allow the leader to send signals to the follower and condition his strategy on
sent signals. More specifically, the leader chooses 7} € II} as the recommendations for the
follower according to SEFCE before the game starts. The actual recommendation to play
some action a € A(Iy) is revealed to the follower only after he reaches Iy. Therefore, the
follower only knows the past and current recommendations, and the probability distribution
from which the recommendations are drawn in the future.

2The example is from [19].



Definition 2.2. A probability distribution A on reduced pure strategy profiles IT* is called
a Stackelberg Extensive-Form Correlated Equilibrium if it maximizes the leader’s utility
subject to the constraint that whenever play reaches an information set I where the follower
can act, the follower is recommended an action a according to A such that the follower
cannot gain by unilaterally deviating from a in I and possibly in all succeeding information
sets given the posterior on the probability distribution of the strategy of the leader, defined
by the actions taken by the leader so far.

SEFCE of the EFG in Figure 1 is shown in the top table, with the rows being labeled by

the leader’s strategies II; and the columns by the follower’s strategies H}) At the beginning
of the game, the leader decides to send either {b1,bs3} or {b1,b4} as a recommendation to
the follower according to the probabilities in the table. In both cases, the follower commits
to playing action by; in order to incentivize the follower to play by. If the follower receives
b3, the leader plays action by and mixes uniformly between b; and bg in his right-most
information set. If the follower is recommended by, the leader commits to playing b7 and byg.
The expected utility of the leader in this equilibrium is 1.5, which is strictly better than in
the SSE.
Using SEFCE for computing SSE. The correlated variant of the Stackelberg equilibrium
can be used for computing SSE. The main idea is to find SEFCE and then iteratively add
constraints so the recommendations for the follower are such that in each information set,
the follower can receive only a single action to be played as a recommendation. In that case,
the follower is playing a pure best response and the strategy of the leader is the same as in
the SSE.

We now describe the linear program for computing SEFCE. In this linear program, the
strategies of the players are represented using a correlation plan for relevant sequences. The
sequences are termed relevant when decisions at the information sets reachable by one of the
sequences can affect the decisions at the information sets reachable by the other sequence.

Definition 2.3 (Relevant sequences [21]). A pair of sequences (01, 02) is termed relevant
if and only if 3i € {1,2} either o; =0 or 3h, A’ € H,h' C h;o; = seq;(h) N o—; = seq—;(h').

The set of sequences of player —i which form a relevant pair with o; is denoted rel(c;). For
the EFG depicted in Figure 1 rel(by) = rel(bs) = Xy, rel(babs) = rel(babg) = {0, b11,b12},
and rel(b1bs) = rel(b1by) = {0, b7, bs, by, b1g}. Now it is possible to define a generalization of
a realization plan suitable for joint probabilities of pairs of sequences, called a correlation
plan. We have to ensure that in mutually relevant information sets the consistency of
recommendations cannot be violated.

Definition 2.4 (A correlation plan [21]). A partial function p : ;3 x ¥o — R is a
correlation plan if there is a probability distribution A on the set of reduced strategy
profiles IT* so that for each relevant sequence pair (o1, 032), the term p(o1,02) equals to
p(o1,02) = Z(mmz)en* A(m1, o) where 71, w9 prescribe playing all of the actions in o7 and
o9, respectively.

The correlation plans describe a joint realization probability p(o;, o) that a sequence o
is recommended to the follower, in case the leader plays sequence o;. The bottom table of
Figure 1 represents the correlation plan of the SEFCE strategies. The rows of the table are
labeled by X, while columns are labeled by ;. In every row identified by o is depicted
the probability of the leader playing the corresponding column sequence in case the follower
is recommended the sequence oy and follows his recommendations. The irrelevant pairs of



sequences are denoted *-’. The correlation plan of every relevant pair (o, o) is the sum of
all probabilities of pure strategies containing actions from ¢; and o in the top table.

In [21] the authors proved that correlation plans are sufficient to characterize the set of
extensive-form correlated equilibrium (EFCE) in two-player games with no chance nodes.
In [19] the authors used this characterization to formulate the following linear program
computing SEFCE.

THEOREM 2.5 (STACKELBERG EXTENSIVE-FORM CORRELATED EQUILIBRIUM IN TWO—
PLAYER GAME WITHOUT CHANCE MOVES [19]). The distribution A on II* defines a SEFCE
if and only if X is a solution of the following linear program that mazimizes leader’s expected

utility
max Z Z O’l,a'f qi O’l,O'f) (2)

p,v
o€EX op€EDy

and the respective correlation plan p satisfies

p(@,0) = 1; 0<p(o,00) <1 (3)
p(seqi(I),o5) = Zp(seql(l)a,af) VI € I;,Voy € rel(oy) (4)
acA(I)
(o1, seqs(I)) = Y plo, seqs(I)a) VI € I, Vo € rel(oy) (5)
acA(I)
1) =Y _plo,op)gslonop) +
or€rel(oy)
+ Z Z v(ora) Yoy € Xy (6)

I€Zy; seqp(I)=0f a€Ap(I)

v(I,07) = > ploi,op)gs(on,seqr(la) + > v(I',0y)

or€rel(oy) I'€Zy; seqp(I')=seqy(I)a
VI €Zy,Voy € U rel(seqi(h)),Va € A(I) (7)
o(seqs(D)a) = oL, seqr(D)a) VI € Iy, Va € A(I) ®)

The first three constraints enforce the consistency of the correlation plan. The following
constraint ensures that v, , is a representation of an expected payoff of the follower when he
plays o, assuming he follows his recommendations. The constraint consists of two parts —
the first sum computes the expected utility of the leafs reached by playing according to o;
and o, the second sum adds the contribution of the expected utility of information sets
reachable by all the extensions of o¢. The next constraint guarantees that the expected
payoff v(I, o) is the maximum over all possible sequences leaving the information set I
(denoted as seqy(I)a for all possible actions a € A(I)) after the follower is recommended to
play o. Finally, the last constraint forces the move which is recommended to the follower
in the information set I to be optimal. The value of SEFCE is always greater or equal than
the value of SSE.

THEOREM 2.6 ([19]). Assume a solution of the LP as described in Theorem 2.5. The
objective value is greater than or equal to the expected utility of the leader in SSE.

As stated before, SSE can be reached by a branch-and-bound algorithm [19] so that the rec-
ommendations for the follower are unique — the authors define inconsistent recommendations
that are then fixed by a branch-and-bound type of search algorithm (BnB).



Definition 2.7 (Inconsistent recommendations [19]). We say that p uses inconsistent
recommendation in I € Zy if and only if p defines two different recommendations for
the follower in I. Formally, 3a,a’ € A(I),a # d',301,07 € Uy, ¢; seai(h) p(oy, seqp(I)a) >
0 A p(oy, seqp(I)a’) > 0. If there exists no such information set we say that p uses only
consistent recommendations.

ALGORITHM 1: BnB-Based Algorithm for computing SSE.
Input: An UB-SSE-LP P
Output: leader’s expected utility and strategy profile in SSE
M <+ {(c0,0)}; LB < —00; pc < 0
while M # () do
(UB,m) < max(M)
if UB < LB then
‘ return (LB, p.)
apply(m, P)
if feasible(P) then
(value, p) + solve(P)
Zin + inconsistentRecommendations(p)
if Z,, = 0 then
‘ if value > LB then LB <« value; p. < p
else addRestrictions((UB, m), M, Z;n, value)
revert(m, P)
return (LB, p.)

The Algorithm 1 can be decomposed into iterative applications of the following steps:
(1) solve an LP P in line 2, (2) find the set of information sets of the follower with inconsistent
recommendations Z;, in line 1, and (3) restrict the leader’s strategy to use only consistent
recommendations in Z;,, by adding new constraints m to the LP P in line 1. The restrictions
are added recursively until a restricted LP for SEFCE uses only consistent correlation plan
p. At the beginning, the algorithm is initiated with an LP computing SEFCE.

3 CHALLENGES IN STRATEGY GENERATION FOR COMPUTING SSE IN EFGS

We now describe the general framework of a strategy generation (SG) technique for computing
a Strong Stackelberg Equilibrium (SSE) in extensive-form games (EFGs). We formally define
a restricted game as a subgraph of the original game tree and describe the baseline SG
algorithm that extends the algorithm for one-shot games [8]. However, we show on a simple
example that such a direct adaptation can easily generate the full game tree.

3.1 Strategy Generation for SSE Using Reduced Costs

The main idea of the previous approach [8] is to decompose the mathematical program for
computing SSE into a master problem and a slave problem. In the master problem, we
solve for SSE of a smaller restricted game (RG), where the RG is a subset of the original
unrestricted game. In the slave problem, we search for such strategies of the leader to be
added into the RG which have the largest positive impact on the objective, given the solution
of the master problem. The impact is measured using reduced costs, calculated from the dual
solution.

We translate this idea for computing SSE in EFGs while exploiting SEFCE solution
concept. Therefore, our master program corresponds to the LP formulation of SEFCE (LP



in Theorem 2.5) and the slave problem identifies which strategies of the leader should be
added to the restricted game.

After the SEFCE is found, the BnB algorithm is called in order to compute SSE. The
only change from the original version depicted in Algortihm 1 is that it solves for SEFCE in
the restricted game and after adding every restriction, the algorithm checks whether the RG
should be expanded.

Iterative Construction of SEFCE LP. We now detail how we translate this idea for
computing SSE in EFGs. First, our master program — the LP formulation of SEFCE — will
be solved for a restricted game that can be fully specified by the subset of sequences of the
leader (called allowed sequences). Similarly to [3], we define the sets of nodes, actions, and
information sets as subsets of the original unrestricted sets based on the allowed sequences.
The RG is denoted as G' = (N, H', Z2’, A',u,C,T’) and the set of all sequences in the RG is
denoted ¥'.

We assume the RG is always closed on prefixes of leader’s sequences, such that for any
leader’s sequence in RG, all follower’s relevant sequences are in RG. The leader’s sequences
hence fully define the RG. The set H' can be derived as

H <+ {h€H:VieN seq(h) € X'}, (9)

and the restriction A’ of A to the sequences in the RG is constructed as
A'(h)+{ac Ah) :hacH} VheH. (10)
The leafs in the RG are Z’ = Z NH’. Finally, the information sets of the RG are derived as
Ii+{L €L, :3heH' N} YieN. (11)

In the slave problem, we search for the leader’s sequences not contained in the RG. The
dual solution as for computing the reduced costs follows:

re(o) = max  re(p(og,oy)), (12)
ofs€rel(oy)
where
re(p(or, o)) = gi(ow,05) — > ds(Iy,05) + da(inf(o1),05)—
L E€L]:seq(1))=0,
- > ds(Iy,01) + ds(inf(og),00) — de(of)+ (13)

Is€lliseq(Iy)=oy

+ > > gplonseqr(Ip)a)dz(If, 0, a),

I;€T}:05€EU, e rel(seqi(h)) a€ A/ (1)

and the d;(...), j € {4,5,6, 7}, are the dual values of the constraints 4, 5, 6 and 7 in the
current solution of the LP computing SEFCE. In order for the algorithm to guarantee a
convergence to an optimum, the RG does not contain any temporary leafs, in contrast to
[3]. After enumerating the costs for all leader’s sequences outside the RG, the sequences
with the positive reduced costs 3 are added to the RG. Simultaneously, we include also all
relevant sequences for the follower. The sequences ¥’ hence change as

Y Y USUrel (E) (14)

The LP for the restricted game is then extended by generating new correlation plan constraints
4 and 5; and constraints 6, 7 and 8 in case a new follower’s sequence enter the RG. The



new correlation pairs p(oy,0¢) are added into the already existing constraints and to the
objective.

At the beginning of the algorithm, the initial restricted game is constructed using the
sequences forming an arbitrary reduced pure strategy of the leader. In practice, we started
from the left-most branch of the game tree and continued adding the sequences of the leader
until we arrived to the full reduced pure strategy. The process of solving the master problem
and the slave problems is then repeated until all remaining leader sequences out of the RG
have a non-positive cost.

3.2 Limitations of Reduced Costs for SSE in EFGs

However, the practical experiments with reduced costs show that the final sizes of the RGs
often reach the size of the original game.

..................... (0.5’0) (0.5,0)

C11 C12

(1,1) (1,1 (1,1) (1,1) (0,0) (0,0) (0,0) (0,0)

Fig. 2. An example of an EFG where the final RG for the strategy generation with reduced costs is equal
to the complete game. The nodes which belong to the same information set are connected by a dashed
line. Otherwise, the figure follows a standard denotation of an extensive-form game.

Ezample 3.1. As an example, consider an EFG depicted in Figure 2. At the beginning,
the RG is initialized as
Y {0,c1,c105,¢3, 4,011, C12} (15)
Note that ¥’ already describes a SEFCE in this game. After the first iteration, the sequences
> ={c1¢6, €2, Cac9, cac1o} are added into the RG. ¢;¢q, cacyg and cocyo are included, because
they lead to the leafs with the positive utility and no dual variable is able to induce a
non-positive reduced cost. The sequence ¢; is added because of the positive value of the dual
variable (4)(inf(cz2),0) used in computing rc(p(cs,?)). The RG is hence extended into
¥ {0, c1, cr05, crc6, o, €209, Caci, (16)
63,03011,C3C127C47011,C12}-
In the second iteration, the positive value of the dual variable (4)(inf(cac7),cs) enforces
adding also sequences cacr, cacg and ¥ = X', i.e. the RG in equal to the complete game.

The algorithm based on reduced costs expands the whole game tree, even though the
SSE is clearly located in the left subtree. Our experiments gave comparable results even
when the algorithm was modified to add only the sequences with the highest costs, or by
initializing the restricted game using either a leaf with the highest utility for the leader, or a
Nash equilibrium in the zero-sum variant of the games where the follower’s utilities are set
to be complementary to the leader’s utilities.



ALGORITHM 2: Gadget-Based Algorithm for computing SEFCE.
Input: An EFG G
Output: leader’s expected utility and strategy profile in SEFCE
(M, Y «+ expand(root(G), )
expansionNeeded + size(M) > 0
while expansionNeeded do
for state h in M do
| %'« X' U createGadget(h)
(value, p) + solve(X')
M + 0, E + getGadgetsToExpand(p)
expansionNeeded < False
for state h in E do
(M', %) + expand(h,X’)
M+~MuM
if size(M’) > 0 then expansionNeeded + True
return (value, p)

The main problem of this approach is in the inability of the reduced costs to evaluate
the true impact of a sequence because the utilities are located only in the leafs. In order to
design more effective strategy-generation methods, it is necessary to introduce generalized
temporary leafs with utilities for non-terminal sequences. When designing the temporary
leafs in the Stackelberg setting, we have to keep in mind that the leader can use the individual
leafs to create threats against the follower. He can either intentionally lure the follower into
a specific subtree or to punish him in another. In contrast to the double-oracle methods, the
temporary leafs have to consist of more complex tree structures than just the single game
states.

4 GADGET-BASED STRATEGY GENERATION FOR EFGS

We introduce a novel strategy-generation algorithm that follows the intuition and avoids
adding complete sequences into the game tree by abstracting selected parts of the game
tree. We term these abstractions as gadgets: a multi-level subtree is replaced with a gadget
consisting of a node of the leader and actions leading directly to leafs that correspond to a
subset of leafs of the original subtree. The overall structure of the algorithm is the same
as in Section 3. In the master problem, we solve for SEFCE in the RG with the gadgets
acting as the temporary leafs while ensuring that the gadget-based restricted game always
provides an upper bound on SEFCE of the original game. In the slave problem, we identify
reachable gadgets and expand the RG. If no gadget is reachable by a current strategy, we
reached the equilibrium and it follows that the subtrees rooted in gadgets are not a part
of the equilibrium. Algorithm 2 depicts the main steps of the algorithm. We now describe
these steps in more details.

Construction of Gadgets. We explain how gadgets are constructed. Let h be the state of
the leader which should serve as the root of the gadget. We find all leafs Zj reachable from
h. The leafs can be visualized as points in a two-dimensional space where one dimension
correspond to the utility of the leader and the second one corresponds to the utility of the
follower (see Figure 4 for an example of this visualization). Since these points represent
possible outcomes in the abstracted game tree and the goal is to maximize the utility for
the leader, it is sufficient to keep only a subset of Z; that correspond to the upper convex



hull of these points — for each reachable utility of the follower we seek maximal utility of
the leader. We add new sequences, such that every gadget leaf is reachable from h by one
leader’s action. Note that once we add these new sequences to the set of sequences in the
RG ¥, by the definition of information set, h is no longer a part of the same information
set as in the original unrestricted game.

ALGORITHM 3: Creating the gadget. ALGORITHM 4: Expanding the gadget.

Input: A state h Input: A gadget root h, a set of sequences ¥’
Output: sequences added to RG Output: new gadget roots, updated set X’
Y+ 0 Y ¥"\{oce¥ 320 =seq(h)asn}
Zy, + getLeafsUnder(h) Hj, + getShallowestLeaderStates(h)
Zp, < getUpperConvexHull(Z},) for state g in Hp do
for state z in Z, do Si—{oeS 0 Calg)}
Azh 4= createNewAction(z, h) fjf —{oceX;:0Cos(9)}
Y« 3 Useqi(h)azn Y Y USuUY
return 3 return (Hy, &)

Ezxpansion of Gadgets. Now we describe the expansion of the RG. Let h be the state of
the leader which should be expanded and Y’ the current set of sequences in the RG. In case
h is a root of the gadget, we first delete from X’ all gadget sequences associated with h. We
search the subtree in the unrestricted game under h and find the set Hy of the shallowest
leader’s states in each branch, as

Hy, + {g € H;:0(h) Cseq(g); Ag’ € Hi o(h) C seq(g’) C seq(g)} (17)

For each state g in Hj, we add to X’ all prefixes of seq;(g) and seqy(g). Finally, all states in
Hj, are identified as the new gadget roots.

It remains to explain which gadgets have to be expanded, based on the correlation plan p
of the current solution. First, we find the set R of all gadgets reachable by p as

R {h € H;: 3z Joy p(seqi(h)a.n,o5) > 0}. (18)

We have to ensure the gadgets provide an upper bound on SEFCE. To ensure that, the RG
has to be closed on the information sets of the follower — whenever a node h where the
follower acts is added into the restricted game, all nodes from the information set I, such
that h belongs to this information set, also have to be added to the restricted game.

LEMMA 4.1. Let G' be a RG closed on the information sets of the follower. Then
for the utility of the leader in SEFCE of G' (denoted as SEFCE(G')) it holds that
SEFCE(G') > SEFCE(G), where G is the complete game.

PROOF. Because G’ is closed on the information sets of the follower, the belief of the
follower that he is located in a given state of his information set in RG is fully determined
by the strategy of the leader in the RG. Therefore, the strategy of the follower in this
information set cannot be affected by any strategy of the leader in the subtrees rooted in
the gadgets. Because gadgets assume that leader can always obtain any outcome in the
subtree under the gadget, the abstraction represented by a gadget overestimates leader’s
strategizing ability in the subtree, hence providing an upper bound on SEFCE(G). O

The gadgets which have to be expanded in the current iteration of the algorithm are hence
both all the reachable gadgets and also the minimum set of gadgets which will retain the



property of the RG being closed on the information sets, given that all gadgets in R are
expanded.

The gadget algorithm creates a restricted game similarly to the strategy-generation with
the reduced costs. The RG is again fully defined by the sequences of the leader. However, the
set ¥/ is now updated in a more complex manner, as described in the previous paragraphs
about creating the gadgets and expanding the gadgets. Let ¥ = >\X. The sets H', 2", A
and Z' can be derived as follows:

H «{h €M :ViecN seq(h) € X'YU{z:3h seq(h)a, ) € X} (19)
Z'+HNnZ (20)
A'(h) «{ac A(h) : ha € H'} U{a.p, : 3z seq(h)a., € X} YheH (21)
T, «{I; € T, : 3h € H' N I;; 3z seq(h)a., € X} U (22)

{I, : 3z seqi(h)a., € X} Vie N.
The LP for computing SEFCE is altered according to the current set 3'.
LEMMA 4.2. Let G be a modified game constructed from the original game G by forbidding

some actions of the leader. Then SEFCE(G) < SEFCE(G).

PROOF. Because some actions of the leader are forbidden, the set of strategies avail-
able to the leader is restricted, while the set of strategies of the follower remains uncon-
strained. In case the excluded strategies are not a part of the SEFCE support in G, then
SEFCE(G) = SEFCE(G). Otherwise some leafs of SEFCE become unreachable, the
commitment advantage of the leader is hence reduced, resulting in a worse strategy for the

leader and SEFCE(G) < SEFCE(G). O
Now we are ready to prove the algorithm converges to SEFCE.

THEOREM 4.3. Assume a solution p of Algorithm 2. Then p is a correlation plan of a
SEFCE in the original unrestricted game. Algorithm 2 terminates in a finite time.

PROOF. Since every EFG is finite, there is a finite number of gadgets which can be created.
Once a gadget is expanded, it can never be created again, because the game tree is expanded
top to bottom. Therefore, there is a finite number of LPs to solve. Algorithm 2 hence
terminates in a finite time.

In every iteration, Algorithm 2 finds SEFCE in the current RG, such that the utility of
the leader is maximal. In the worst case, the restricted game equals the complete game
and it cannot be extended any further and the algorithm terminates, returning a SEFCE.
Otherwise, there are states in the complete game, which are not a part of the final RG G'.
Algorithm 2 terminates once no gadget is reachable by p in the current solution. G’ can
be hence seen as a modified game in which some actions (those not added to the RG) are
forbidden. Therefore, by Lemma 4.2 it holds that SEFCE(G’) < SEFCE(G). Because RG
is closed on the information sets of the follower, by Lemma 4.1 SEFCE(G') > SEFCE(G).
The SEFCE in the RG is hence a SEFCE in the original unrestricted game. O

4.1 Heuristic Gadget-Based Strategy Generation for EFGs

The effectiveness of the complete algorithm described in the previous section is still limited.
However, at the cost of losing theoretical guarantees, the algorithm can be turned into a
heuristic one and its performance can be measured experimentally. To this end, we introduce
three main heuristics: (1) we relax the requirement that the restricted game (RG) has to be



closed on the information sets of the follower; (2) the upper convex hull of points in a gadget
can be approximated using fewer points; (3) the leader utility can be artificially decreased in
order to compensate for the overestimation caused by the fact that the maximum-value leafs
are rarely reached if the follower plays the best response. We applied all these heuristics and
we now describe each of the heuristics in more detail:

Restricted Game Not Closed on Information Sets of the Follower. In order to
guarantee the convergence to the equilibrium, the requirement for the RG to be closed on
follower’s information sets is necessary. Consider a variant of our algorithm, where we relax
the condition for maintaining the closed RG on the information sets of the follower and we
expand only those gadgets that are reachable in the current solution. The following example
shows a game where such a modification leads to a suboptimal solution.

(10,0) (1,1) (0,1) (0,0)
(10,0)(1,1) (1,0) (1,1) (0,1) (0,0) (0,1) (0,0)

Fig. 3. (Left) An example of EFG where the heuristic algorithms does not converge. The figure follows
a standard denotation of an extensive-form game. (Right) An initial RG of the gadget algorithm. By
rectangles are denoted the roots of the gadgets. The full gadget algorithm would expand both gadgets
after the first iteration. The heuristic gadget algorithm expands only the left gadget.

Ezample 4.4. Consider the game depicted in Figure 3, where SEFCE (which is the same
as the SSE) is as follows: the leader commits to playing actions d; and dy with the same
probability 0.5 and actions d3 and d5 in his lower information sets. The follower is, therefore,
indifferent between d; and dg and by the definition of SEFCE plays d;. The follower’s
strategy guarantees the leader the expected utility of 5.0 in the equilibrium. The right part of
Figure 3 shows the initial RG of the heuristic gadget algorithm with gadget actions a1, as, as
and a4. Because the optimal strategy of the leader is to move into the left gadget, it is
expanded into the full subtree. In the second iteration, the leader has no intention of playing
ds neither, because his utility is strictly greater in the left subtree. The algorithm therefore
terminates. Because the RG is not closed on the follower’s information sets, the leader is
unaware of the possibility to make the follower indifferent and the optimum is not reached.

Approximation of Upper Convexr Hulls. This approximation addresses the problem
of creating gadgets for subtrees with large upper convex hull of leafs. Assume that there are
m sequences of the follower and n sequences of the leader in the subtree. The number of
leafs is hence upper bounded by m x n. If the number of leafs added to the gadget is close
to this bound and mn > m + n, the number of the sequences which are added into the RG
is even larger then number of sequences in the whole subtree and the corresponding LP can
be prohibitively large. We solve this issue by excluding from the upper convex hull those
leafs, which do not provide a significant increase in the leader’s utility when compared with
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Fig. 4. An example of upper convex hull approximation. (Left) The complete upper convex hull, which is
used in the full gadget algorithm. (Right) The approximated upper convex hull with parameter § = 0.4.

the affine combination of the neighboring leafs. Formally, we delete a leaf z = (u;, uy) in
between the leafs 2' = (u;,u}) and 2% = (u},u}) in case that

(uj —uf)(up — up)
1 2
Uy — Uy

ul + —uy| < duy, (23)

where the greater the § > 0 gets, the more strict the approximation is.

Penalization of Leader’s Utilities. Finally, we penalize the leader’s utility in order to
compensate the optimism when the upper convex hull is created from the leafs directly.
Also, during the iterations, there might be several SEFCE with the same optimum, but with
different support. In case the solution returned from the LP solver uses the gadgets even
though the same optimum can be reached with sequences leading to the ordinary leafs in
the RG, the algorithm makes unnecessary iterations. Consequently, both the size of the final
RG and the computational time are unnecessarily increased. To speed up the convergence of
the algorithm we subtract e|maxzUtility;|, where € > 0, from all leader’s utilities in leafs in
the gadgets in order to enforce the LP solver into not using the gadgets if not necessary.

5 EXPERIMENTS

We performed experiments to evaluate the performance of our heuristic algorithm using
strategy generation to compute SSE in EFGs. For comparison, we use the state-of-the-art
SEFCE-based algorithm [19], which we refer to as FULL since it uses the full strategy space.
All algorithms were implemented in Java 1.8 and all LP computations were completed by
a single-threaded IBM CPLEX 12.8 solver using the barrier method. Based on an initial
exploration of the parameter space we set the parameter ¢ that controls the approximation
of the upper convex hulls to value § = 0.3 since it gave the best results. However, we note
that the difference in performance between different values of § was relatively small.

Flip It Games. The domain we used for the experiments is the “Flip It” game [17]. This
game is motivated by a cybersecurity scenario where an attacker can perform a stealthy
attack to gain control of a resource (e.g., install malware on a host or steal a password) that
may not be immediately detected by the defender. However, the defender can take actions
to restore control to the defender (e.g., performing a virus scan or resetting a password).
Flip It can be viewed as a general model of players competing over resources, and many
variations have been proposed in the literature. We use it for evaluation here because it has
a symmetric structure that makes it particularly difficult to compute SSE; specifically, the
vast majority of follower strategies are best responses to some strategy for the leader. This



makes it a particularly challenging test for our approach since strategy generation methods
would perform even better in games with many irrelevant strategies.

A two-player Flip It game is defined as a tuple F' = (V| E,t, p,7). The game is played by
a defender and an attacker on a directed graph (V, E) for a finite number of simultaneous
rounds ¢. The graph represents a typical structure for a computer network where not all
nodes are publicly accessible and an attacker may need to move deeper into the network.
There is a positive reward p : V — R and a positive cost 7 : V — Rt associated with each
node v € V. At the beginning of the game, the defender controls all of the nodes. In each
round, each player selects one node to flip, i.e to attempt to gain control of. The flipping
action is successful when two conditions are met. First, the current owner of the node does
not also flip it; and second, the player has control over at least one predecessor of the node.
We assume that the source nodes in (V, E) can be flipped in any round (i.e., they are public
nodes). For every flipping action, the players pay the cost assigned to the node. At the end
of every round the players collect the total rewards from all nodes they control:

(V) — =) + 3 plv) VieN, (24)

veVy

where Vji are the nodes the player i owns after round j. After ¢ rounds the game ends and
the final utilities are the sum of the rewards collected in the individual rounds. We consider
two versions of the game with different amounts of information provided to the players. In
the All-Points (AP) version the players learn whether their action succeeded and how many
points they have in total after each round. In the No-Info (NI) version the only information
the players observe is the sequence of actions they play. Moreover, we assume that the graph
can also contain a single disconnected pass node with zero reward and zero cost, simulating
a pass action. The directed graphs used in the experiments are depicted in Figure 5. All of
them include the pass node, which is not depicted in the figure.

(v9) (©3)
ﬂ@ﬁ —@--0-® « —@_®
(a) Graph 4a (b) Graph 4b (c) Graph 4c

Fig. 5. Graphs used in the experiments with the Flip It game.

We assume the defender acts as a leader in this game, while the attacker assumes the role
of the follower. For graphs 4a and 4c in Figure 5 we solved 40 instances of the Flip It games:
20 All-Points games and 20 No-Info games. For graphs 4b we computed 60 instances: 30 All-
Points games and 30 No-Info games. Each node in the graph was randomly assigned to one
of the following types: (1) high reward, high cost, (2) high reward, low cost, (3) low reward,
high cost, and (4) low reward, low cost. The reward and cost were generated uniformly
randomly from the intervals depicted in Table 6 to generate representative instances of Flip
It games.

The number of rounds was fixed at t = 5, so the number of nodes in the EFG representation
of the Flip It game is approximately 11 x 10%. Since the SI-LP variant of FULL algorithm
was reported to be fastest in [19], we use this variant as a baseline algorithm for computing
SSE in Flip It games.
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Fig. 6. The intervals from which the rewards and costs were generated for individual types of nodes.
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Fig. 7. The median LP sizes and median runtimes in both variants of Flip It for different values of e.

The sizes of the LPs generated for the final restricted games (RG) in the All-Points
version of the Flip It games are presented in the leftmost graph of Figure 7. The x-axis
shows the penalization parameter €, while the y-axis depicts the ratio of the number of
coefficients in the LP describing SSE in the final RG to the number of coefficients in the
complete LP used in FULL. Every point in the graph corresponds to the median ratio over
the sampled instances. The results show that even with small €, the final LPs are more than
eight times smaller than in FULL. As the € is set higher, the final RGs become even smaller.
For the graph 4c and € = 0.3, the final LP reaches a size of less than 3% of the full LP. The
runtime results for the All-Points version are depicted in the second graph of Figure 7. The
x-axis varies the penalization parameter and the y-axis shows the median speedup, which
we calculate as the runtime of the heuristic gadget algorithm divided by the runtime of the
FULL algorithm.

In the same Figure 7, we present also the results for the final LP sizes and runtimes on
the No-Info version of the Flip It game. The graphs follow the same format as the graphs
for the All-Points version. Interestingly, when given no information about the progression of
the game, the more complex structure of the graph 4c¢ slows down the convergence of the
heuristic algorithm. The reason is that with larger information sets than in the All-Points
version, the upper convex hulls are also larger and contain similar leafs. The algorithm
expands only a few gadgets in every iteration and the number of LP invocations is greater.
Note that even though the speedup is not that impressive, the sizes of final LPs of all graphs
are still less than 4% for the largest value of the parameter e.

Finally, in Table 8 we present the median deviations from the optimum solution achieved
by the gadget algorithm. The deviations are measured as the absolute difference in the game
values computed by FULL and the heuristic gadget algorithm divided by the SSE game
value. We see in the results that the heuristic gadget algorithm achieves nearly optimal
results even with higher values of the penalization parameter e. For example, for the graph
4c the deviation is 6.38%, with the size of the final LP only 2.8% in the All-Points version,
and 1.75% with the size of the final LP 3.3% in the No-Info version.



Instance \e | 0.01  0.05 0.1 0.15 02 0.25 0.3
4a All-Points | 0% 0% 0% 0.9% 2.42% 3.01% 3.23%
4a No-Info 0% 0.35% 0.72% 1.29% 1.7% 2.5% 2.55%
4b All-Points | 0% 0% 0% 0.56% 0.8% 2.39% 2.48%
4b No-Info 0% 0.16% 0.67% 1.27% 2.15% 2.42% 2.86%
4c All-Points | 0% 0% 0.033% 0.79% 3.47% 4.8% 6.38%
4c No-Info 0% 0.24% 089% 1.75% 1.75% 1.75% 1.75%

Fig. 8. The deviations achieved with the heuristic gadget algorithm under different setting of the
penalization parameter e.

6 CONCLUSION

In this paper, we introduce the first algorithm that successfully exploits the ideas of
incremental strategy generation for computing Stackelberg equilibria in extensive-form
games. Our algorithm is based on a novel way of representing abstracted parts of the game
tree, as well methods for expanding the representation systematically to compute Stackelberg
equilibrium. An advantage of our representation is that it leads to three different heuristic
approaches that trade off theoretical guarantees for greatly improved practical performance.
The heuristic methods can compute exact (or near-optimal) outcomes in practice while
constructing only 3% of the original linear program compared to the current state-of-the-
art algorithm, often achieving significant speed-up in computation times even in a very
challenging class of games.

The current experimental results show that even in a game that is structurally difficult
for strategy generation and the Stackelberg solution concept, it is not necessary to consider
the whole game tree and all the possibilities. Our algorithm suggests additional directions
towards more scalable and approximate algorithms for computing (approximate) Stackelberg
equilibrium in large extensive-form games, and it would be interesting to explore other types
of games that may have more favorable structure.
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