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ABSTRACT

In many application areas, it is important to detect outliers.
The traditional engineering approach to outlier detection is
that we start with some “normal” values zi,...,x,, com-
pute the sample average F, the sample standard deviation
o, and then mark a value x as an outlier if z is outside
the ko-sigma interval [E — ko - 0, E + ko - o] (for some pre-
selected parameter ko). In real life, we often have only inter-
val ranges [z;,Z;| for the normal values z1,...,2,. In this

case, we only have intervals of possible values for the bounds

L def E—ky-ocand U def E+ko-o. We can therefore identify

outliers as values that are outside all ko-sigma intervals, i.e.,
values which are outside the interval [L, U]. In general, the
problem of computing L and U is NP-hard; a polynomial-
time algorithm is known for the case when the measure-
ments are sufﬁcieQntly accurate, i.eé, when “narrowed” inter-
lta l+ta - A;| — where o = 1/ko
n n
and A; < (z; — T:)/2 is the interval’s half-width — do not
intersect with each other. In this paper, we use constraint
satisfaction to show that we can efficiently compute L and
U under a weaker (and more general) condition that neither
of the narrowed intervals is a proper subinterval of another
narrowed interval.

S AT+

vals |z; —

1. FORMULATION OF THE PROBLEM

1.1 Ouitlier detection is important

In many application areas, it is important to detect out-
liers, i.e., unusual, abnormal values; see, e.g., [3]. In medi-
cine, unusual values may indicate disease; in geophysics,
abnormal values may indicate a mineral deposit or an er-
roneous measurement result; in structural integrity testing,
abnormal values may indicate faults in a structure, etc.

The traditional engineering approach to outlier detection
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(see, e.g., [5]) is as follows:

e first, we collect measurement results x1, ...
sponding to normal situations;

, Tpn COITE-

o 1 ¢
e then, we compute the sample average F def 2. E x; of
n
i=1
these normal values and the (sample) standard devia-

1 n
tion o = V'V, where V& M —F2and M & = :r?;
n

=1

e finally, a new measurement result x is classified as an
outlier if it is outside the interval [L, U] (i.e., if either

x < Lorx >U), where L def E—ko-o,U def E+ko-o,
and ko > 1 is some pre-selected value (most frequently,

ko =2, 3, or 6).

1.2 Outlier detection under interval uncer-
tainty

In some practical situations, we only have intervals x; =
[x;,T;] of possible values of z;. This happens, for example,
if instead of observing the actual value z; of the random
variable, we observe the value Z; measured by an instrument
with a known upper bound A; on the measurement error;
then, the actual (unknown) value is within the interval x; =
[Z:— A, Ti+A;]. For different values x; € x;, we get different
bounds L and U. Possible values of L form an interval — we
will denote it by L ef [L, L]; possible values of U form an
interval U %' [U,U].

How do we now detect outliers? There are two possible
approaches to this question: we can detect possible outliers
and we can detect guaranteed outliers:

e a value x is a possible outlier if it is located outside one
of the possible ko-sigma intervals [L, U] (but is may be
inside some other possible interval [L, U]);

e a value x is a guaranteed outlier if it is located outside
all possible ko-sigma intervals [L, U].

Permission to make digital or hard copies of all or part of this work for Which approach is more reasonable depends on a possible
personal or classroom use is granted without fee provided that copies aregjtyation:

not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.

SAC’06April 23-27, 2006, Dijon, France

Copyright 2006 ACM .$5.00.

e if our main objective is not to miss an outlier, e.g., in
structural integrity tests, when we do not want to risk
launching a spaceship with a faulty part, it is reason-
able to look for possible outliers;



e if we want to make sure that the value x is an out-
lier, e.g., if we are planning a surgery and we want to
make sure that there is a micro-calcification before we
start cutting the patient, then we would rather look
for guaranteed outliers.

The two approaches can be described in terms of the end-
points of the intervals L and U:

e A value z is guaranteed to be normal — i.e., it is not a
possible outlier — if = belongs to the intersection of all
possible intervals [L, U], i.e., to the interval [L,U].

e A value z is possibly normal — i.e., it is not a guaran-
teed outlier — if = belongs to the union of all possible
intervals [L, U], i.e., to the interval [L, U].

So, to detect outliers under interval uncertainty, we must
compute the bounds L, U, L, and U.

1.3 Detecting outliers under interval uncer-
tainty: what is known

In [3, 4], it was shown that there exist efficient algorithms
for computing the bounds L and U corresponding to possi-
ble outliers, but the computation of bounds L and U cor-
responding to guaranteed outliers is, in general, NP-hard.
It was also shown that if 1 + (1/ko)?> < n (which is true,
e.g., if ko > 1 and n > 2), then the maximum of U (corre-
spondingly, the minimum of L) is always attained at some
combination of endpoints of the intervals x;; thus, in prin-
ciple, to determine the values U and L, it is sufficient to try
all 2" combinations of values z; and ;.

Efficient algorithms are known for the case when all the
interval midpoints (“measured values”) Z; ef (z, +Ti)/2
are definitely different from each other, in the sense that
the “narrowed” intervals

- 1+ o? 1+ o2
n

Ti— A AY

n

— where a = 1/ko and A; def (z; — ®;)/2 is the interval’s
half-width — do not intersect with each other.

1.4 What we plan to do

In this paper, we use constraint satisfaction techniques
to extend known efficient algorithms to a more general case
when no two narrowed intervals are proper subsets of one
another.

This is a more general case because if they do not inter-
sect, them, of course, they cannot be proper subsets of one
another — in the sense that one of them is a subset of the
interior of the second one.

2. FIRST IDEA: REDUCTIONTO T©

When we replace each z; with x} = —x;, we thus replace
E with E' = —F while ¢ remains unchanged. Thus, we
replace L with L' = —U and U with U’ = —L. So, if we
know how to compute U, we can compute L as follows:

e first, we apply the algorithm for computing U to the
intervals xj = —X1,...,X), = —Xn;
e then, we invert the sign of the resulting value [ L=
-U'.
In view of this reduction, in the following text, we only need
to describe how to compute U.

3. MAIN IDEA: REDUCTION TO CON-
STRAINT SATISFACTION

To find the values x; which maximize U, we reduce the
interval computation problem to the constraint satisfaction
problem with the following constraints:

e for every i, if in the maximizing assignment we have
x; = x,, then replacing this value with z; = z; will
either decrease U or leave U unchanged;

e similarly, for every i, if in the maximizing assignment
we have z; = T;, then replacing this value with z; = z;
will either decrease U or leave U unchanged;

e finally, for every ¢ and j, replacing both values x; and
x; with the opposite ends of the corresponding inter-
vals x; and x; will either decrease U or leave U un-
changed.

We will show that the solution to the resulting constraint
satisfaction problem indeed leads to an efficient algorithm
for computing U.

4. ALGORITHM

Let us first describe the algorithm itself; in the next sec-
tion, we provide the justification for this algorithm.

e First, we sort of the values T; into an increasing se-
quence. Without losing generality, we can assume that
T1 <Te <...< Ty

e Then, for every k from 0 to n, we compute the value
VR = M® — (E®)2 of the population variance V
for the vector z(*) = (Zy,--yZ, Thg1,--.,Tn), and we
compute U = EF) 4 ko - VV#).

e Finally, we compute U as the largest of n + 1 values
vo o um,

To compute the values V<k), first, we explicitly compute
MO EO and VO = M© — (E®)2, Once we know the
values M® and E® we can compute

1

1
MED =MD = (2g40)" = - (@r4)?

1 1
dEMYD =g L~ g — = Ty,
an + n Lri1 n Tk+1

5. NUMBER OF COMPUTATION STEPS
Sorting requires O(n - log(n)) steps; see, e.g., [1]. Com-
puting the initial values M(O), E© and Vv© requires linear
time O(n). For each k from 0 to n — 1, we need a con-
stant number of steps to compute the next values M (k+1),
E®+Y and VD Computing U*TY also requires a con-
stant number of steps. Finally, finding the largest of n + 1
values U™ also requires O(n) steps. Thus, overall, we need

O(n-log(n)) + O(n) + O(n) + O(n) = O(n - log(n))

steps.

It is worth mentioning that if the measurement results z;
are already sorted, then we only need linear time to com-
pute U.



6. JUSTIFICATION OF THE ALGORITHM

We have already mentioned that the maximum U of the
function U is attained at a vector = (x1,...,2y) in which
each value z; is equal either to z, or to ;.

To justify our algorithm, we need to prove that this max-
imum is attained at one of the vectors z*) in which all the
lower bounds z; precede all the upper bounds ;. We will
prove this by reduction to a contradiction. Indeed, let us as-
sume that the maximum is attained at a vector x in which
one of the lower bounds follows one of the upper bounds.
In each such vector, let ¢ be the largest upper bound index
preceded by the lower bound; then, in the optimal vector x,
we have z; =7; and z41 =z, ;.

Since the maximum is attained for x; = T;, replacing it
with z, = ; — 2 - A; will either decrease the value of U or
keep it unchanged. Let us describe how U changes under
this replacement. Since U is defined in terms of E, M, and
V', let us first describe how E, M, and V change under this
replacement. In the sum for M, we replace (Z;)? with

() =@Fi—2 0= (T)? —4-A; T +4- AL
Thus, the value M changes into M + AM,;, where

4 4
AM»L:—fAlfl-i-*A? (1)
n n
The population mean E changes into E + AFE;, where
AB; = — 280 (2)
n

Thus, the value E? changes into (E+AFE;)? = E?+A(E?),,
where
2 2 4 4 2

n n

So, the variance V' changes into V + AV;, where
AV, = AM; — A(E?); =

4

_é.Ai.ji+é.A?+7.E.Ai_%.A?:
n n n n

é'Ai' <_Ei+Ai+E_&>~

n n

By definition, T; = Z; + A;, hence —%; + A; = —Z;. Thus,
we conclude that

4 - A;
n n
The function U = E + kg - o attains its maximum if and

only if the function u ' 4.U = a-E+ o attains its
maximum. After the change, the value u changes into

u+ Au; =a- (E+ AE;) +VV + AV,
so the condition u + Au; < u leads to
a-(E4+AE)+VV+AV, <a-E+o.

By moving the term proportional to « to the right-hand
side, we conclude that vV + AV, < 0 — a - AE;. In the
new inequality, the left-hand side is the new value of the
standard deviation, so it is a non-negative number, hence
the right-hand side is also non-negative, so we can square
both sides of the inequality and conclude that

V4+AVi<o®—2-a-0-AE +a° - (AE)”.

Moving all the terms to the left-hand side and using the fact
that V = o2, we conclude that

% E AV +2-a-0-AE —o® - (AE)* <0.  (5)

Substituting the known values of AV; and AFE;, we get:
A

4 ~ Ay
Zi:*'Ai'<—l’i+E—7—a'U—Oz2'7>,
n n n

zi:%-Ai-((E—a-a)—(%i—kl_;aQ-Ai>>. (6)

Thus, from z; < 0, we conclude that

E—-—oa-0c<Z;+

1+ a2
VAV
s Y

Similarly, since the maximum of v is attained for ;41 =
iyt replacing it with T;41 = Zigg +2- A1 will either
decrease the value of u or keep it unchanged. Let us describe
how variance changes under this replacement. In the sum
for M, we replace (z,,,)* with
@it1)? = (@1 +2:0001)% = (2,1) +4-Digroz,  +A AT

Thus, the value M changes into M + AM;+1, where
4 4
AMipr = = Bigr Ly + - Al (8)

The population mean E changes into F + AFE;11, where

AE¢+1:2'i¢. 9)

Thus, the value E? changes into
(E + AEH_l)Q = E2 + A(E2)i+17
where

A(EQ)iJrl =2-F- AEi+1 + AE?_‘_l =

4 4
So, the variance V changes into V 4+ AV;41, where

AVig1 =AMy — A(E2)i+l =

4 4 4
*'Ai+1'£i+1+ﬁ'A?H_E'E'Aiﬂ_ﬁ'A?H:
4 A;
*‘Ai+1‘(£¢+1+Ai+1*E*7+1>~
n n

By definition, z; ,, = Ti+1—Ait1, hence T+ A = Tig1-
Thus, we conclude that

4 ~ A
A‘/H—l = E . Ai+1 . (:L'7;+1 — F — J) . (11)

n

Since u attains maximum at x, we have Au,;41 <0, i.e.,
def 2 2
Zit+l = AVZ-H +2--0- AEi+1 —a - (AEH_l) <0, (12)

hence

Zi+1 =

S

-Ai'<f(Efa-U)+ (zﬁ L+ o -Ai)). (13)

n



and

14 a?

EF—-—a-o 2%i+1 — -Ai+1. (14)

We can also change both x; and x;4+1 at the same time. In
this case, from the fact that u attains the maximum at x,
we conclude that u + Au < u, i.e., that

def 2 2
zAV+2-a-0-AE—a” - (AE)". (15)

Here, the change AM in M is simply the sum of the changes
coming from x; and xiy1:

AM = AM; + AM¢+1, (16)

and the change AFE in F is also the sum of the corresponding
changes:

AE = AE; + AE;41. (17)
So, for

AV =AM — A(E*) =AM —2-E-AE — AE?,
we get

AV = A]\4Z + AMH_l—

2.-E-AE;—2-E-AE; ;1 —(AE;)’—(AEi11)*—2-AE;-AE; 1.

Hence,
AV = (AM; —2- E-AE; — (AE;)?)+
(AMis1 —2-E-AEip1 — (AEi;1)?)—
2 AEZ . AEiJrl,
ie.,
AV = AV, + AV'Z'Jrl —2-AFE; - AEi+1. (18)

Substituting expressions (16), (17), and (18) into the for-
mula (15) for z, we conclude that

z2=AV+2-a-0-AFE —a* (AE)* =
AV +AViy1 —2-AE; - AE; 41+
20&-0’-AE¢+20&-0’-AE¢+1—

a2 . (AE1)2 — a2 . (AE¢+1)2 —2- a2 . AEZ . AE¢+1.
Hence,

2= (AVi+2-a-0-AE; —o*- (AE)*)+
(AVig1+2-a-0-AEi —a®- (AEi+1)2)_

2 (1 =+ Ot2) -AFE; - AEi+1.
From the formulas (5) and (12), we know that the first ex-
pression is z; and that the second expression is z;11, so
z =2z + Zi4+1 — 2. (1 —|—C¥2) . AEl . AEH_L

We already have the expressions (6), (13), (2), and (9) for,
correspondingly, zi, zi+1, AF;, and AFE;;+1, so we conclude

4 e
that z = — - D(E'), where B'  E— a - ¢ and
n

2
D(E') < A; - <El* <5i+ ltla Az)) +

2
oo - )

A A
—
Since z < 0, we have D(E’) < 0 (for the value E' = E—a-o
corresponding to the optimizing vector z).

The expression D(E’) is a linear function of E’. From (7)
and (14), we know that

2-(1+a°)- (19)

2 2
A:L'ii+171+a ~A¢+1§E’§§i+l+a VAVE (20)
n
ef ~ 1 2
For E' = E~ d:f:ri_H— to - Aj+1, we have
D(E™) =
1+ a?

2
A (*fi + Tig1 — ACNEIES 1J;a 'Ai) +

2. (1+a?)
n

A Ay =

14 a2

2
'A¢+1*1+a AZ>
n

We assumed that no narrowed interval is a proper subset
of any other. How can we describe this condition in algebraic

o 1+a? ,

terms? Let us denote §; def ta - A;; then, the i-th
n

narrowed interval has the form [Z; — §;,%; + 8;]. If

[Zi — 0, T; + &;] is a proper subinterval of [z; — d;,Z; + J;],

this means that 7; — §; > %j — (Sj and 7; +6; < %j + (Sj, i.e.,

equivalently, that

A <*fi + ZTig1 +

(Si—5j<%¢—%j<6j—($i.

This inequality is equivalent to §; > 0; and |z; —Z;| < 6;—9;.
Similarly, the condition that the j-th narrowed interval is a
proper subinterval of the i-th is equivalent to d; < §; and
|Zs — Tj] < §; — d;. Both cases can be described by a single
inequality |Z; — Z;| < |d; — d;|. Thus, the condition that no
narrowed interval can be a proper subinterval of any other
narrowed interval can be described as

|Z: — Z;] > |0 — 0. (22)

In particular, we have |Z; — Tit1| > |6i — dit1]-

Let us first consider the case when |Z;+1 —xi| > |0; — dit1].
Since the values Z; are sorted in increasing order, we have
§i+1 Z %i, hence

Tit1 — Ti = |[Tip1 — Ti| > [0 — Jig1] > 00 — i1
So, we conclude that D(E™) > 0.

2
ForE:E+(i§fE¢+1+a - A;, we have

D(E") =

-~ 1+o? 14 a?
JAVERIR (—ZEi + Xit1 — tla “Aip1 — —i;La 'Ai) +

2-(14a?)
n

A Ay =



2 2
AVE <—§i+5i+1+ Lta A — Lta 'AH—I) .
n n
Here, from |Z;41 — @i > |0; — dit+1], we also conclude that
D(ET) > 0.

Since the linear function D(E’) is positive on both end-
points of the interval [E~, E*], it must be positive for every
value E’ from this interval, which contradicts to our conclu-
sion that D(E’) > 0 for the actual value E' = E —a -0 €
[E~,E*]. This contradiction shows that the maximum of
U is indeed attained at one of the values z(*), hence the
algorithm is justified.

The general case when |T; —Z;| > |d; — ;| can be obtained
as a limit of cases when we have strict inequality. Since the
function U is continuous, the value U continuously depends
on the input bounds, so by tending to a limit, we can con-
clude that our algorithm works in the general case as well.

Comment. It is worth mentioning that there is another
polynomial-time algorithm for computing U [4] — an algo-
rithm which computes U for the case when no intervals are
proper subintervals of each other. That condition can be
similarly described as |Z; — T;| > |A; — A,|, hence that
condition implies our condition (22). So, our algorithm gen-
eralizes that algorithm as well.
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