How to represent and process uncertainty in
practical situations: towards a feasible
combination of probabilistic, interval, and fuzzy
uncertainty

Olga Kosheleva and Vladik Kreinovich

Abstract Computers deal with numbers that represent the values of physical quan-
tities. What will be the numbers of the future? They need to take into account all
kinds of uncertainty, they need to take into account dependence between different
quantities. This paper provides a vision of how such numbers of the future will look
like.

1 Need for data processing

In many application areas, we need to process data. We need to transform the avail-
able information xi, .. .,X, into an estimate y for some quantity:

¢ describing the current or the future state of the world, or
* describing an action or design that is recommended based on this information.

In this paper, we will denote the data processing algorithm by
y=f(x1,...,%)-

Data processing is what computers were invented for. Data processing is what
computers are mostly used for now.
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2 Al-based data processing has become ubiquitous

In the last decades, more and more data processing is done by Al-based algorithms,
mostly by deep neural networks. To come up with these algorithms, we first train a
multi-layer neural network on thousands and millions of examples. As a result, we
come with the weights for which the neural network best fits these examples. This
training usually takes a lot of time. Once the training is done, the weights are fixed
(“frozen”), and the neural network is ready to be used for data processing.

3 Need for uncertainty propagation

The data xi,...,x, that we process comes either directly from measurements, or
from some previous processing of measurement results. Measurements are never
absolutely accurate; see, e.g., [20]. The result X of measuring a quantity is, in gen-
eral, somewhat different from the actual (unknown) value x of this quantity. Because
of this, the value y = f(x1,...,X,) that we get by processing measurement results is,
in general, somewhat different from the value y = f(xi,...,x,) that we would get if
we knew the exact values of the corresponding quantities.

To make an appropriate decision, it is important to know how accurate is our es-
timate. For example, if we estimate the amount of oil in an oilfield and our estimate
is 150 million tons, there is a big difference between:

* asituation in which it is 150 £ 50 — so we should start exploiting this field, and
e asituation in which it is 150 4200, so that maybe there is no oil at all, and we
should perform additional tests.

4 Uncertainty propagation: what we need to estimate

We need to estimate the accuracy of the results of data processing: how the result
y = f(x1,...,x,) of processing measurement results x; is different from the ideal
value y = f(x1,...,x,) that we would have gotten if we knew the actual values x;.
In other words, we need to estimate the difference

Ay:j\;_y:f(fh”'afn)_f(xlv"'v-xn)~

By definition of Ax; as the difference Ax; = x; — x;, we have x; = x; — Ax;. Substi-
tuting this expression for x; into the formula for Ay, we conclude that

Ay=y—y=f(X1,...,%) — f(X1 = Ax1,..., Xy — Axy).
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5 Different types of uncertainty

In the very beginning of the data processing process, as raw data, we have measure-
ment results and expert estimates. Measurements are never 100% accurate. There
is usually a difference between the measurement result x and the (unknown) ac-
tual value x of the measured quantity. This difference is known as the measurement
error.

For a measurement result, sometimes, we know the probability distribution of
the measurement error. However, often, all we know is the upper bound A on the
absolute value |Ax| of the measurement error. Indeed, probability distributions come
from calibration — comparing current measurement instrument with a more accurate
one.

We cannot do it for state-of-the-art instruments, for which there are no more-
accurate ones. We do not do it in many industrial applications, since calibration is
expensive and is only done if needed. In these cases, we have interval uncertainty;
see, e.g., [6, 12, 15, 17].

For expert estimates, we can have different upper bounds A (o) with different
degrees of confidence o. This forms what is known as a fuzzy number; see, e.g.,
[1,7, 16, 18, 19, 24].

6 Possibility of linearization

Measurement errors are usually relatively small. As a result, terms which are
quadratic — or higher order — in terms of measurement errors are much smaller than
linear terms and can, therefore, be safely ignored. For example:

» even if we have a not very accurate measurement — with accuracy 10%,
¢ the square of 10% is 1% which is an order of magnitude smaller than 10%.

Thus, we can do what physicists usually do in such situations:

* expand the expression for Ay in Taylor series in terms of Ax; and
* keep only linear terms in this expansion.

Here,
n
FO —Axy,.... % —Axy) =y — Zci-Ax,-,
i=1

def Of

where we denoted ¢; = o
Xi | X1 =X1 5 ee Xn =%n

Substituting this expression into the linearized formula for Ay, we conclude that

n
Ay = Zci -Ax;.
i=1



4 Olga Kosheleva and Vladik Kreinovich

Depending on what we know about the measurement uncertainty Ax;, we can get
similar information about Ay.

7 Case of probabilistic uncertainty

In many cases, we know the probability distributions of all measurement errors, and
we also know that measurement errors corresponding to different measurements are
statistically independent. This means, in particular, that we know the mean m; (also
known as bias) and the standard deviation o; of each measurement error.

Since we know the bias, we can simply subtract this bias from all measurement
results and thus get this bias equal to 0. In this case, the mean value of Ay is also 0,
and the standard deviation ¢ of Ay is described by the following formula:

8 Interval case

In many other cases, we do not know the probabilities, all we know are bounds A;
on the absolute values of the measurement errors Ax;:

\Ax,-| S A,‘.

In this case, after we know the measurement result X;, the only information that
we gain about the actual value x; is that this value is somewhere in the interval
[X; — Aj,X; + A;]. Because of this fact, such cases are known as cases of interval
uncertainty.

In this case, all we can do is find the set of possible values of Ay. One can check
that this set is an interval [-A, A], where

n
A=Y lci-A
=

9 Need to deal with all types of uncertainty

Sometimes, we only deal with raw data. However, usually, when we process data,
we deal with the results of some previous data processing. Data processing that
typically uses results with all three types of uncertainty.
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This is especially important for modern Al technique. They use thousands and
millions of data points. Many of these data points are the results of previous data
processing. With so many results, it is inevitable that they include all three types
of uncertainty; see, e.g., [8, 13]. So, to describe both inputs and outputs of data
processing, we need to take all these three types of uncertainty into account.

10 Linearization helps

In the original data processing, all Ax; directly come from measurements or expert
estimates. In this case, we have Ay = Ay + Ay’ + Ay/. Here each component Ay*
comes from only taking into account inputs with the corresponding uncertainty. In
the following data processing, we similarly have

n
Ay = Ay + Ay + Ay’ where Ay* = Zc,--AxiX.
i=1

Thus, we can process all three types of uncertainty separately. This leads us to the
following vision.

11 This is how we envision a number of the future: first
approximation

In the first approximation, a number of the future is a tuple consisting of:

* an approximate numerical value X,

 characteristic(s) of a probabilistic part of the approximation error — e.g., the stan-
dard deviation o,

e upper bound A from the interval part of the uncertainty, and

* characteristic(s) for the fuzzy part — e.g., the upper bound & corresponding to the
triangular form of the fuzzy uncertainty part.

For data processing y = f(x1,...,x,), we have:

A= Z|C,‘| -A,', 6= Z|c,~\ 5,
i=1 i=1
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12 But this is not all

The same raw data values are often used to compute different inputs to our data
processing algorithm. In this case, even when all original measurement errors are
independent, there is a correlation between the inputs.

So, to properly describe uncertainty, it is not enough to describe the numbers
themselves. It is important to also describe relations between different numbers.

13 How can we describe these relations: analysis of the problem
and the resulting suggestions

In the probabilistic case, relations can be described by correlation. In the Gaussian
case, a multi-D distribution with 0 means can be described by a covariance matrix
C. And if we have known means, we can subtract them.

Often, we need to make a binary decision — what is possible, what is not. Natu-
rally, if alternative a is not possible and b is less probable (f(b) < f(a)), then b is
also not probable. So, the set of all possible alternative is {a : f(a) > po} for some
Po-

For a normal distribution, this set is an ellipsoid x” Sx < co, where § = C~.

In the interval case, it can be proven that the simplest way to describe such rela-
tion is also by an ellipsoid xISx < co; see, e.g., [2,5,9, 11, 22].

How do we get the parameters of this ellipsoid? For every two numbers, we
describe the parameters of the corresponding ellipse [9].

For the fuzzy part, it is also reasonable to use the corresponding ellipse [9]. For
interval and fuzzy data processing, it makes sense to consider the inverse matrix
C = S~'. This enables us to use same algorithms for processing such uncertainty.

In the linearized case, for y; = fi(x1,...,x,), once we have a matrix G, =E [Ax;-
Ax;], we have

U def 9 f

Y _ e O gt
Cy= Z ch, Crj C,j, where ¢;; = E
i=1j=1 i

Similar formulas can be used for interval and fuzzy uncertainty. This enables us,
e.g., to avoid overestimation.

Overestimation was the main problem of the traditional interval computation
techniques. Now we have a more adequate picture of numbers of the future: tuple-
numbers plus relations between pairs of numbers.

14 Discussion

Our proposal is similar to the 1960s transition in physics; see, e.g., [4, 23].
Before that, we had a hierarchical model of matter:



Joint effect of different types of uncertainty 7

* molecules consist of atoms,
* atoms consist of elementary particles, etc.

In this model, we can separate atoms, separate particles, and study the properties of
each component.

In the modern physics, e.g., a proton consists of quarks, but quarks cannot be
separated. We always need to take into account their interaction.

Similarly, we describe the overall uncertainty by simply describing uncertainty
of each number. We need to take relation into account.

Another analogy is quantum computing. There, it is crucial to use — and take into
account — entanglement between states of individual objects.

15 What next?

1) In the future, quantum computing becomes ubiquitous. Then, the we will need
to add the fourth uncertainty component to the description of numbers and their
relation. Namely, we need to add a component corresponding to quantum uncer-
tainty.

2) There are also situations when measurement errors are larger, and quadratic terms
can no longer be ignored. Good news is that with ellipsoids, we can get exact
range of quadratic functions — while it is NP-hard for interval uncertainty (see,
e.g., [10]). In such situations, we need to take into account relation between dif-
ferent types of uncertainty. This is already done with p-boxes (see, e.g., [3]) and
related techniques. We need to extend this to all four types of uncertainty.

3) It may be desirable to consider relations between 3, 4, etc. quantities — to have
hypergraph instead of a graph; see, e.g., [21].
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