How to Setup an Ubuntu Linux Server AMI

The Amazon Cloud free tier account already provides the opportunity to instantiate
a Basic 32-bit Amazon Linux AMI 2011.09 machine, which is an Amazon customized
version of a Linux Cent OS v5.x.

For simplicity, this tutorial will explain how to instantiate an Ubuntu Server v10.04
LTS (Long Term Service) which is one of the most popular Linux available.

1. - First we will browse to the following link:
http://cloud-images.ubuntu.com/releases/10.04 /release/

and then click in the following AMI instance:

ec2-run-instances ami-eb227eae --instance-type t1.micro --region us-west-1 --key
${EC2_KEYPAIR US_WEST 1}

Notice this is a micro instance and so with this AMI we will remain in the free tier.

2. -After making click in the link, the browser will take you to the Amazon Cloud and
will ask you to login into Amazon Web Services (AWS). Once inside, the Request
Instance Wizard will appear with the details of the image. Click in the “Continue”
button.
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Request Instances Wizard

CHOOSE AN AMI

The bookmark that was activated refers to the AMI below. Please review...

AMI Details

Image Id: ami-eb227eae

Owner:

Manifest: 099720109477/ebs/ubuntu-images/ubuntu-lucid-10.04-i386-server-20110930

Platform: -!j‘ Ubuntu

Architecture: 386
Root Device Type: ebs
Attached Block Devices
Device Name Volume Size

/dev/sdal 8 GB




3. - In the next screen the Wizard will show the instance details. Just use the default
configuration and click the “Continue” button.
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Request Instances Wizard

CHOOSE AN AMI INSTANCE DETAILS

Provide the details for your instance(s). You may also decide whether you want to launch your instances as "on-demand" or "spot"
instances.

Number of Instances: 1 Instance Type: pjicro (t1.micro, 613 MB)

(® Launch Instances

EC2 Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are
commonly large fixed costs into much smaller variable costs.
Launch into: @ec2

Availability Zone:

O Request Spot Instances

4. - Next, the Wizard will show the Advanced Instance Options. Just leave the default
options again and click the “Continue” button.
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Request Instances Wizard

CHOOSE AN AMI INSTANCE DETAILS

Number of Instances: 1
Availability Zone: No Preference

Advanced Instance Options

Here you can choose a specific kernel or RAM disk to use with your instances. You can also choose to enable CloudWatch Detailed
Monitoring or enter data that will be available from your instances once they launch.

Kernel ID: Use Default  + RAM Disk ID: | yse Default  +

g: (] Enable CI detailed monitoring for this instance
(additional charges will apply)

User Data:
(vas text
Cas file

() base64 encoded

(O Prevention against accidental termination.

Termination
Protection:

Shutdown Choose the behavior when the instance is shutdown from within the instance.
Behavior:




5. - In the next screen, you could add tags to your instance to simplify the
administration. Lets leave this screen empty and click the “Continue” button.
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CHOOSE AN AMI INSTANCE DETAILS

Add tags to your instance to simplify the administration of your EC2 infrastructure. A form of metadata, tags consist of a
case-sensitive key/value pair, are stored in the cloud and are private to your account. You can create user-friendly names
that help you organize, search, and browse your resources. For example, you could define a tag with key = Name and
value = Webserver. You can add up to 10 unique keys to each instance along with an optional value for each key. For
more information, go to Using Tags in the EC2 User Guide.

Key (127 characters maximum) Value (255 characters maximum)

Name

Add another Tag. (Maximum of 10)

6. - Now the wizard takes you to the Create Key Pair screen:
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CHOOSE AN AMI INSTANCE DETAILS CREATE KEY PAIR

Public/private key pairs allow you to securely connect to your instance after it launches. To create a key pair, enter a name and click
Create & Download your Key Pair. You will then be prompted to save the private key to your computer. Note, you only need to
generate a key pair once - not each time you want to deploy an Amazon EC2 instance.

O Choose from your existing Key Pairs

(© Create a new Key Pair

1. Enter a name for your key pair:* [ | (e.g., jdoekey)

2. Click to create your key pair:*
% Create & Download your Key Pair

@ save this file in a place you wil

remember. You can use this key pair to
launch other instances in the future or visit
the Key Pairs page to create or manage
existing ones.

O Proceed without a Key Pair

We need to create a new key pair to securely access our server. Type in the
description of the key pair your Miner ID (this way we can easily identify and access
your server for lets say grading purposes). For example, mi UTEP email is:
fazapatagonzalez@miners.utep.edu, so my Miner ID would just be:
fazapatagonzalez. Click in the “Create & Download your Key Pair” link and save your
new key pair in an easy to remember location. Then click the “Continue” button.




7.- We now need to configure the Amazon Cloud Firewall settings as follows:
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CHOOSE AN AMI INSTANCE DETAILS CREATE KEY PAIR CONFIGURE FIREWALL
Security groups determine whether a network port is open or blocked on your instances. You may use an existing security group, or we
can help you create a new security group to allow access to your instances using the suggested ports below. Add additional ports now or
update your security group anytime using the Security Groups page.
O Choose one or more of your existing Security Groups
(© Create a new Security Group
Group Name ‘Ubuntu
Group Description Security settings for Ubun
Inbound Rules

Createa [ AlTCP
new rule:

Source: 10.0.0.0/0
(e.g., 192.168.2.0/24, sg-47ad482e, or

1234567890/default)
2 Add Rule

Type a new Group Name, for example: Ubuntu.

Also type a Group Description, for example: Security settings for Ubuntu Server
Create the three following rules: All TCP, All UDP and All ICMP. In the source type:
0.0.0.0/0 for every rule and click the “Add Rule” button every time.

Your settings should look like this:
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CHOOSE AN AMI INSTANCE DETAILS CREATE KEY PAIR CONFIGURE FIREWALL

Security groups determine whether a network port is open or blocked on your instances. You may use an existing security group, or we
can help you create a new security group to allow access to your instances using the suggested ports below. Add additional ports now or
update your security group anytime using the Security Groups page.

O Choose one or more of your existing Security Groups
(© Create a new Security Group

Group Description  Security settings for Ubun

Inbound Rules

Create a | Custom TCP rule & ICMP
(D et Port (Service) Source
0.0.0.0/0

Port range: |
(e.g., BO or 49152-65535)

Source: 10.0.0.0/0

(e.g., 192.168.2.0/24, sg-47ad482e, or
1234567890/default)

Port (Service) Source
0 - 65535 0.0.0.0/0 Delete

Port (Service) Source Action

0.0.0.0/0 Delete

Now click in the “Continue” button.



8. - Now we are ready to launch your new Ubuntu Server Instance:
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Please review the information below, then click Launch.

s S
AMI: '(-{ Ubuntu AMI ID ami-eb227eae (i386) Edit AMI

Number of Instances: 1
Availability Zone: No Preference
Instance Type: Micro (tl.micro)

Instance Class: On Demand Edit Instance Details

Monitoring:

Tenancy:
Kernel ID:
RAM Disk ID:

Termination
Disabled Protection: Disabled
Default
Use Default Shutdown Behavior: Stop

Use Default

User Data: Edit Advanced Details
Key Pair Name: fazapatagonzalez Edit Key Pair

Security Group(s): sg-01616744 Edit Firewall

Click on the “Launch” button.

9. - You can check your running instances by clicking in the “Instances” choice of the
left menu in the “EC2” tag:
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Name " Instance AMI ID Root Device Type Status Security Groups  Key Pair Name Monitoring Virtualization

(=) INSTANCES “ empty i i-93dd51d4  ami-eb227eae ebs t1.micro @ running Ubuntu fazapatagonzalez [l basic paravirtual
Instances
Spot Requests
Reserved Instances

(=] IMAGES
AMIs
Bundle Tasks
(=] ELASTIC BLOCK STORE
Volumes
Snapshots

(=) NETWORK & SECURITY
Security Groups
Elastic IPs
Placement Groups
Load Balancers

1 EC2 Instance selected.
§ EC2 Instance:i-93dd51d4 ec2-50-18-28-60.us-west-1.compute.amazonaws.com @

[eseription | mentoring | Tags |

Key pairs bt Zone: us-west-1b
ebs/ubuntu-images/ubuntu-lucid-10.04-i386-server-20110930 (ami-eb227eae)
Security Groups: Ubuntu Type: t1l.micro
Status: running Owner: 200347389235
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10. - To access your server you run the ssh command using the ubuntu user:

ssh -i fazapatagonzalez.pem ubuntu@ec2-50-18-28-60.us-west-
1.compute.amazonaws.com

If you need root privileges you can run the sudo command before the needed
operation, for example:

sudo apt-get update

If you need to use the root user, type the following command:
sudo -i

And it will give you root access:

root@ip-10-167-11-18:~#



