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Types of Uncertainty: . ..

1. Types of Uncertainty: In Brief

e Problem: measurement result (estimate) = differs from
the actual value z.

e Probabilistic uncertainty: we know which values of Az =
T — x are possible; we also know the frequency of each

value, i.e., we know F'(t) o Prob(z < t).

e Interval uncertainty: we only know the upper bound
A on |Az|; then, z € [z — A,z + Al

e p-bozes: for every t, we only know the interval [EF'(t), F(t)]
containing F(t).

o Fuzzy uncertainty: we may also have expert estimates
that provide better bounds Az and on F'(t) with lim-
ited confidence.

e A nested family of intervals corresponding to different
levels of certainty forms a fuzzy number.




2.

Need to Compare Different Types of Uncertainty

e Problem. Often, there is a need to compare different
types of uncertainty.

o Fxample: we have two sensors:

— one with a smaller bound on a systematic (interval)
component of the measurement error,

— the other with the smaller bound on the standard
deviation of the random component of the measure-
ment error.

e Question: if we can only afford one of these sensors,
which one should we buy?

e (Question: which of the two sensors brings us more in-
formation about the measured signal?

e Problem: to gauge the amount of information.

Traditional Amount of. ..




3. Traditional Amount of Information: Brief Reminder

How to Extend These. ..

e Shannon’s idea: (average) number of “yes”-“no” (bi-
nary) questions that we need to ask to determine the
object.

e Fuct: after ¢ binary questions, we have 27 possible re-
sults.

e Discrete case: if we have n alternatives, we need ¢
questions, where 29 > n, i.e., ¢ ~ logy(n).

e Discrete probability distribution: ¢ = — Z pi - logs(pi)-

e Continuous case — definition: number of questions to
find an object with a given accuracy &.

o Interval uncertainty: if x € [a, b], then ¢ ~ S —log,(e),
with S = logy(b — a).

e Probabilistic uncertainty: S = —/p(x) -logy p(z) dx.




4.

How to Extend These Formulas to p-Boxes etc.

e Problem: extend the formulas for information to more
general uncertainty.

e Aziomatic approach (Klir et al.) — idea:

— find properties of information;

— look for generalizations that satisfy as many of these
properties as possible.

e Problem: sometimes, there are several possible gener-
alizations.

e Which generalization should we choose?

e Natural idea: define information as the worst-case av-
erage number of questions.

Shannon's Derivation: . . .




5.

Shannon’s Derivation: Reminder

e Situation: we know the probabilities py,...,p, of dif-
ferent alternatives.

e We repeat the selection N times.

e Let N; be number of times when we get A;.

e For big N, the value NN; is &~ normally distributed with
average a = p; - N and o = \/p; - (1 — p;) - N.

e With certainty depending on kg, we conclude that N; €
la —ko-o0,a+ k- o].

e Let Neons(IV) be the number of situations for which N;
is within these intervals.

e Then, for N repetitions, we need ¢(N) = logy(Neons)
questions.

e Per repetition, we need S = ¢(INV)/N questions.

Case of a Continuous. . .




6. Shannon’s Derivation (cont-d)

e Shannon’s theorem: S — — Zpi -logy (pi).
e Proof: Neons ~
N! . (N — Np)! o N!
NN =N NI(N =N — Vo)l NINSL. ]
where k! ~ (k/e)*. So,

Discrete Case: . . .
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e Substituting N; = N - f; and taking logarithms, we get
10g2(Ncons) ~—N - fl : 10g2(f1) —...—N- fn 10g2(fn)~
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7.

Case of a Continuous Probability Distribution

e Once an approximate value r is determined, possible
values of z form an interval [r — e, r + ¢] of width 2e.

e So, we divide the real line into intervals [z;, z;41] of
width 2e and find the interval that contains z. Continuious Case: p Box

e The average number of questions is
S==>Y pilog(p),
where the prob. p; that x € [x;, z;41] is p; = 2¢ - p(x;).
e So, for small ¢, we have
S ==Y plx;)-logs(p(;))- 25— pla;)-2¢-logy(2).

e The first sum in this expression is the integral sum for
the integral S(p) o —/p(a:) -logy(p(x)) dzx, so

S~ [ pla) - logy(p(a)) d — logy (22).




8.

Partial Information about Probability Distribution

e [deal case: complete information about the probabili-
ties p = (p1, ..., pn) of different alternatives.

e In practice: often, we only have partial information
about these probabilities.

e [n other words: we have a set P of possible values of p.
o Convexity of P:
— if it is possible to have p € P and p' € P,

— then it is also possible that we have p with some
probability « and p’ with the probability 1 — a.

e Definition. By the entropy S(P) of a probabilistic

knowledge P, we mean S(P) ' max S (p).

peP

e Proposition. When N — oo, the average number of
questions tends to the S(P).

Alternative Approach: . ..

o
Kl N




9.

Problem with this Definition

e Problem: the entropy is the same for two different
cases:

— when the distribution is uniform p; = ... = p, = 1;
and

— when we have no information about the probabili-
ties.

o Why this is a problem: in the second case, we have
more uncertainty.

e Natural solution (Klir): instead of S(P) = max S(p),
return the interval S(P) = [min S(p), max S(p)].

e Problems with this solution:

— maximum of a convex function is easy to compute,
minimum is not;

— for a p-box, the minimum is often 0.

Adding Fuzzy Uncertainty

o
Kl N
KN N




10. Discrete Case: Reminder and Outline

o Uncertainty: usually, there are several (n) different
states which are consistent with our knowledge.

e Question: how much information we need to gain to
determine the actual state of the world?

PARNA4

e Natural measure: average number S of “yes”-“no” ques-
tions that we need to ask.

Beyond Number of . ..

e Probabilistic case: sometimes, we know the probabili-
ties p1, ..., p, of different states. IS
e Problem: often, we only know intervals p; = [p.,D;].
’ d KN N

e Compute: the range S =[S, S] of S = — > p;-logy(p;).
e Result 1: we can efficiently compute S.
e Result 2: computing S is, in general, NP-hard.

e Result 3: we can efficiently compute S in many prac-
tically important situations.




11. Computing S: Analysis of the Problem

e Main idea: if we change p; — p; +A and pp — pr — A,

then

oS 08

(—logy(ps) +1logy(pr)) - A +0(A) <0.
e [irst conclusion:

—if p; € (Qj,]?j) and py, € (p,, D), then AS < 0 for
all small A

— hence —logy(p;) + logy(pr) = 0 and p; = p, = p.

e Second conclusion: if p; = P, and p; > p, , then AS <0
for all small A > 0 hence

Dk < Dy

e Third conclusion: if p; = p; and py, < Py, then AS <0
for all small A < 0 hence p; < py.




12. Towards an Efficient Algorithm for Computing S

o Conclusions — reminder:
— if Dj € (Bjaf_)j) and Dk € (Ek)ﬁk)a then Pj = Pk = P;
—ifp; = P, and py > p,, then p; < pj;
—if p; = p; and py < Py, then p; < py.

e Result of the analysis: once we know the location of p
in comparison to p, and p;, then:

— when p; < p, we have p; = D;;

— when p < p,, we have p; = p;;

— when p, <p < p;, we have p; = p.
e First stage: sort p. and p;.

e Second stage: for each of 2n + 2 locations of p in this
sorting, we perform O(n) steps to find corr. p; and S.

e Computation time: (2n + 2) - O(n) = O(n?).




13. Quadratic-Time Algorithm for Computing S

OSOI'tp Pit Py =0 <pa) < ... <Pm) < Pims1) = L.

e For every k from 0 to m — 1, compute

Z pz 10g2 pz Z p 10g2

1P <P(k) Jip;2P(k+1)
E Di + E p )
EP<D(k) JP;2P(k+1)

ng = #{Z 1D < P \/]_9i > p(k+1)}-
e If n;, = n, we take S = M;.
1- P

o If n, < n, then we compute p = I p o€
n —mng

[p(k), p(k+1)], then we compute
Sy = M — (n —ny) - p - logy(p).

e Finally, we return the largest of these values S; as the
desired bound S.




14. How to Reduce the Computation Time of Com-
puting S to O(n - log(n))

e Observation: after sorting, we can mark, for each p;),
which endpoints coincide with this p(;).
e Initial computation My, Py, and ng takes O(n) steps.

e [teration: from My to My1 (Py to Pyy1), we only up-
date the values corresponding to the zone’s endpoints.

e Overall, for all the updates, we thus take as much time
as there are updated values p;.

e Each endpoint in this arrangement changes only once.

e Conclusion: overall, we use a linear number of steps
(2n) to update all the values My, Py, and ny.

e Resulting computation time:

O(n -logy(n)) + O(n) + O(n) = O(n - logy(n)).




15. O(n-log(n)) Time Algorithm for Computing S

e Sort P, Dy 0=po) <pa) <--- <Pm) < Pims1) = L.
e Form sets A g p.=Dpwt AL = ©ip = P }-

e Compute My = — Zpi -logy(p,), Po = Zpi, nyg = n.
=1 - =1

e For k =1,...,m, compute
M1 = My, + Z p; +log,(p Z p; - logy(p;);
JEAL JEAL
Peyy=Pi— Y p;+ D P e = e Ap AL
JEAL JEAkH
1— P,

o If n; < n, we compute p = ;if p € [Py, Pa1))s

k
we compute Sy = My — (n —ng) - p - logy(p).

e The largest of these S, is S.




16. Towards Linear-Time Algorithm for Computing S

e Problem: sorting requires O(nlog(n)) steps.
e [dea: use linear-time algorithm for computing median.
e At each iteration, we have:
J~ ={p,: we know that p; # p, for optimal p} U
{p;, : we know that p; = p; for optimal p};
Jt = {p, : we know that p; = p. for optimal p} U
{p;, : we know that p; # p; for optimal p},
and the set J of undecided endpoints.

e In the beginning, J~ = J* = ().

e At each iteration we also update the values N~ = |J |,
N*=|J, B = 3 p,and B = ¥ p,
p,eJ™ gi€J+ o

e Initially, N~ =N"=FE" = FE* =0,




17. Iterations of the New Algorithm

e Compute the median m of the undecided set J.

e Divide J into two sets
Q ={peJ:p<m}, T={peJ:p>m}

e Compute m™ =min{p: p € Q*}.
e Compute e = E~+ > P, e =E"+ > p,

— —1
p;€Q~ p.EQT

n=N +|{p;cQ7}, n"=N"+|{p, €Q"}

1—e —e"

and r =

n—n-—nt
o We want: to make sure that p € [pg), Pie+1)]-

e We can check: whether we are to the left or to the
same of this k.




18. Iterations of the New Algorithm (cont-d)

er<m:J —JUQ ,E —e,J—>Q", N~ —n".
oelfr>mt: J" - J"UQQ", Et — e, J — P, and
Nt —nT.
oeIf m<r<mh, set J— 0.
e Stopping criterion: |J| < 1.
e Final stage: compute S(p1,...,pn), where:
e p;=p;, whenp; € J,
e p; =p, whenp € J*,
oep, =rforieJ.

e Observation: each iteration takes time C' - |J|, and
halves the set J.

e Conclusion: algorithm takes time

C-2n+n+(n/2)+...)=C-4n=O(n).




19. Computing S Is, In General, NP-Hard
e Algorithms: several algorithms for computing S are
known (Abellan et al.)

e Problem: in the worst case, these algorithms require
time that grows exponentially with n.

e Fxplanation: we prove that computing S in general
case is, indeed, NP-hard.

e Main idea of the proof: we reduce a known NP-hard
problem to the problem of computing S.

e Reduction: we use the subset problem (known to be
NP-hard:)

— given n positive integers s, ..., Sy,
— check whether there exist signs n; € {—1,+1} for
n

which the signed sum Z n; - 8; is equal to 0.
i=1




20. Effective Algorithm for Computing S When Inter-
vals Are Not Contained in Each Other

e Important case of interval uncertainty: we know all p;
with the same accuracy A.
e Definition: intervals [p,P;] satisfy the subset property
if [p,,p] (g_oj,g_oj) for all 4 and j.
e Consequences:
— when we sort the intervals in lexicographic order,
then P and p; are also sorted;

— it is sufficient to consider monotonic optimal tuples
D1, .., Pn, for which p; < p;q for all 7;

— in the optimal tuple, at most one p; is inside the
corresponding interval

e Result: an O(n-log(n)) algorithm that computes S for
all cases when the subset property holds.




21. Algorithm for Computing S

e Sort p; in lexicographic order: p1 <iex ... <iex Pn-
e Objective: compute P, = > p;+ > D

Jij<i m:m>1i
Mi== p,-logo(p) = Y Pu-108:(Pn)-
Jig<t m:m>1
e Compute M; = — > p; - logy(p;) and Pr = . p;.
j=2 j=2

e For ¢ from 2 to n, compute P, = P,_1 + p, , —Di and

M;= M1 —p,_ | -logy(p, ) +D;-logs(p;)-

1— Pi

e Compute p; = T
n R

o If p; € [p,, pi], compute S; = M; — p; - logy(pi).
e Return the smallest of these values S; as S.

e There is also a linear-time version of this algorithm.




22. Continuous Case: p-Box

e Situation: we know that

F(z) € F(z) = [Fo(x) — AF(x), Fo(z) + AF ()],

where Fy(z) is smooth, with py(x) o Fi(x).

e Problem: find the range [S, S] = {S:(F) : F' € F}.

e Known result: asymptotically,
S~ - / po(x) - logy(po(w)) da — log,(2¢).
o New result:
S~ —/po(a:) - logy(max(2AF(x), 2e - po(z))) de.
e Comment: when ¢ — 0, S — oo but S remains finite:

- / po(x) - log,(2AF () da.

(9]




23. Case of a p-Box: Idea of the Proof

e Result — reminder:
S~ —/po(x) - logy(max(2AF (), 2 - po(x))) dz.
o [dea: p; =~ po(x;) - Ax;, hence

- Zpi -logy(pi) = — /po(a:) log(po(x) - Az) dx.

e Here, Ax; = max (QAF(:C),%) :
po(z)




24. Alternative Approach: Idea

e Previous situation:

— we do not know the object,

o«

— we want to find out how many “yes”-“no” questions
we need to find the object x.

o New situation:

— in addition to not knowing the object z,
— we also do not know the exact probability distribu-
tion p(x).
e Solution:

— in addition to finding out how many binary ques-
tions we need to find z,

PRRNA4

— also find out how many “yes”-“no” questions we
need to find the exact probability distribution p(x).




25. Alternative Approach: Formulas

e Objective: find cdf F(x).
e Details: fix two accuracy values:

— accuracy € with which we approximate probabili-
ties;
— accuracy 0 with which we approximate x,

e Case of a p-box — situation: for every x(, we have the
interval [EF(xg), F'(x)]. To

e To find F(zg), we need logy(F(z0) — F(xg)) — log,(20)
questions.

e Conclusion: the overall number of questions for all x is

~ [togs(Fla) - Pw)de = [ 1og, (2P ().




26. Adding Fuzzy Uncertainty
e Crisp case: we have a (crisp) set P of possible proba-
bility distributions (e.g., a p-box).
e In this case, we have information (P).

o Fuzzy case: we have a fuzzy set P of possible probabil-
ity distributions.

e In other words: we have a family of nested crisp sets
P(a) — a-cuts of the given fuzzy set.

e Solution: we define I(P) as a fuzzy number whose a-

cut is I(P(«)).

e Alternative approach: we can also interpret degree of
possibility in probabilistic terms.

o Alternative solution: compute the corresponding infor-
mation by using probability formulas (Ramer et al.).




27. Beyond Number of Questions: How to Measure
Loss of Privacy

e Problem with amount of information: 1st bit of salary
is crucial, last bit is useless.

e Natural idea: gauge the loss of privacy by the resulting
worst-case financial loss.

e FExample: the effect of a person’s blood pressure x on
this person’s insurance payments:

—let f(z) be average medical expenses for a person
with blood pressure z; let o be investment profit;

— in case of privacy, the insurance payments are
r=1+a)- E[f(x)];

— if a person’s blood pressure is revealed as x(, with
f(xg) > E[f(x)], then the payments are higher:

ro=(1+a)- f(z) >r=(1+a) E[f(z)]




28. Loss of Privacy: Definition and the Main Result

e Situation: we knew that = € [L,U], now we learned
that « € [l,u] C [L,U].

o We knew: P € P = {all distributions located on [L,U]}.
o We know: P € Q = {all distributions located on [I,u]}.
e Let M > 0. The amount of privacy A(P) is the largest

value of F(zg) — [ p(x x) dx over:
— all possible values x),

— all possible probability distributions p € P, and
— all possible f-s F'(z) for which |F'(x)| < M for all x.

A(P)— A
e Result: the relative loss of privacy (771)4 ) Q) 1
u—I
lto1— :
equal to 01

e Ezxample: relative loss of privacy is 1/2 for the 1st bit,
1/4 for the 2nd bit, ..., 1/2* for the k-th bit, . ..
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