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1. Formulation of the Problem

• Ideally, there should be no risk.

• In practice, it is not possible to completely eliminate
the risk.

• It is thus necessary to estimate the probability of fail-
ure for complex systems.

• Example: aircraft design and maintenance.

• In design, we need to make sure that this probability
of failure does not exceed the allowed probability p0.

• On the maintenance stage, we need to decide whether
a maintenance is needed:

– if the probability of failure exceeds p0,

– this means that we need to perform maintenance to
decrease this probability to the desired level ≤ p0.
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2. Information Available for Estimating the Sys-
tem’s Probability of Failure

• To estimate the probability of failure of a complex sys-
tem, we need to take into account:

– when the failure of components and subsystems
lead to the failure of the complex system as a whole,

– how reliable are these components and subsystems,

– are the component failures independent events or
they are caused by a common cause.

• Complex systems are usually built with redundancy.

• For each possible set of failed components, we usually
know whether this set will lead to a system failure.

• For each component A, there is a probability P (A) of
its failure.

• For highly reliable components, there are few failures,
so we only have a (confidence) interval P(A) = [P (A), P (A)].
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3. Simplest Case: Component Failures Indepen-
dent, Failure Probabilities P (A) Known

• Monte-Carlo simulations: on each of N simulations,

– for each component A, we simulate its failure with
probability P (A);

– then we check whether, as a result of all these fail-
ures, the system fails or not.

• We take the proportion p = f/N of failures as an esti-
mate for the failure probability P .

• With prob. 99.9%, P is within the three-sigma interval
[p− 3σ, p+ 3σ], where σ =

√
p · (1− p)/N ≤ 0.5/

√
N .

• So, to get P with accuracy 10%, we need N ≥ 225.

• Important: this number of iterations N is the same no
matter how many components we have.
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4. When Components are Very Reliable

• In this case, with high probability, in all simulations, all
the components will be simulated as working properly.

• Hence, the above Monte-Carlo (MC) technique requires
a large number of simulations.

• Idea: instead of the original values P (A), we use re-
scaled (larger) values λ · P (A) for some λ� 1.

• When λ ·P (A) are small, the probability P (λ) depends
on λ as P (λ) ≈ λk · P for some integer k > 0. So, we:

– repeat MC procedure for two values λ1 6= λ2, get
P (λ1) and P (λ2),

– then find k and P from equations P (λ1) ≈ λk1 · P
and P (λ2) ≈ λk2 · P .

• Here, P (λ1)/P (λ2) ≈ (λ1/λ2)
k, so k ≈ ln(P (λ1)/P (λ2))

ln(λ1/λ2)
,

and P ≈ P (λ1)/λ
k
1.
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5. Interval Uncertainty

• In many cases, we only know the intervals P(A) =
[P (A), P (A)] that contain the probabilities P (A).

• In general different values P (A) ∈ P(A) lead to differ-
ent probabilities of failure P = f(P (A), P (B), . . .).

• So, we want to know the range of possible values of P :

P = [P , P ] = f(P(A),P(B), . . .)
def
=

{f(P (A), P (B), . . .) : P (A) ∈ P(A), P (B) ∈ P(B), . . .}.

• The problem of computing P is a particular case of
interval computations:

– computing the range of a given function f(x1, . . . , xn)

– when each of the variables xi takes value from a
given interval xi.
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6. Fuzzy Uncertainty

• Sometimes, we only know a fuzzy number P(A) that
describes the probability P (A).

• A natural way to define the membership function µ(P )
for P is Zadeh’s extension principle:

µ(P ) = sup
f(P (A),P (B),...)=P

min(µA(P (A)), µB(P (B)), . . .).

• It is known that this formula can be reduced to interval
computations for α-cuts X (α)

def
= {x : µ(x) ≥ α}:

P(α) = f(P(A,α),P(B,α), . . .); so:

– once we know how to solve our problem under in-
terval uncertainty,

– we can also solve it under fuzzy uncertainty, by
taking, e.g., α = 0, 0.1, . . . , 0.9, 1.0.

• In view of this reduction, in the following text, we will
only consider the case of interval uncertainty.
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7. Interval Uncertainty: Monotonicity Case

• Let us assume that if a system fails, it will still fail if
we add components to the list of failed ones.

• In this case, the smaller the probability of failure P (A)
for each A, the smaller the failure probability P .

• Thus, to compute the smallest possible value P of the
failure probability, it is sufficient to consider P (A).

• So, to compute the largest possible value P of the fail-
ure probability, it is sufficient to consider P (A). Hence:

– to compute P , we assume that for each component
A, the failure probability is equal to P (A);

– to compute P , we assume that for each component
A, the failure probability is equal to P (A).

• Each of these two computations can be performed by
using efficient Monte-Carlo techniques.
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8. In Practice, the Dependence is Sometimes Non-
Monotonic

• To increase reliability, systems include duplicate sub-
systems that take charge if the main subsystem fails.

• E.g., if X2 =
n∑

i=1

(xi −mi)
2

σ2i
exceeds a χ2-threshold, this

means that some sensors are malfunctioning.

• One malfunctioning sensor may not increase X2 too
high.

• So, its malfunctioning will not be detected, and the
system will fail.

• If all n sensors fail, the system will detect the malfunc-
tioning, and the duplicate subsystem will be activated.

• This is exactly the case of non-monotonicity.
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9. Case of Few Non-Monotonic Components

• For all monotonic B, we take P (B) = P (B) when com-
puting P , and P (B) = P (B) when computing P .

• For non-monotonic components A, we get:

P = P (A) · P (F |A) + (1− P (A)) · P (F |¬A).

• A linear function of P (A) attains it minimum and max-
imum at the endpoints.

• Thus, to find P and P , it is sufficient to only consider
two values: P (A) = P (A) and P (A) = P (A).

• For k non-monotonic components A1, . . . , Ak, it is suf-
ficient to take 2k combinations of P (Ai) and P (Ai).

• When k is small, this is doable – and, as our prelimi-
nary experiments show, works very well.

• When k is large, the needed computation time becomes
unrealistically large.
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10. The Problem is NP-Hard, and Even Checking
Whether a Component Is Monotonic Is NP-
hard

• Reminder: the above algorithm requires unrealistic ex-
ponential time.

• Natural question: is it because our algorithm is ineffi-
cient or is it because the problem itself is difficult?

• Claim: the problem if NP-hard.

• Proof: reduction from SAT: for [P (A), P (A)] = [0, 1]:

– for a satisfiable propositional formula F , P = 1;

– for a non-satisfiable F , we have P = 0.

• Auxiliary result: checking monotonicity is NP-hard.

• Proof: for each F (A1, . . . , An), let F ′
def
= F (A1, . . . , An) &¬A0.

• Then, F ′ is monotonic w.r.t. A0 ⇔ F is satisfiable.
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11. Case of Narrow Intervals: Cauchy Deviate Method

• In many practical situations, intervals are narrow.

• In this case, we can use an efficient Cauchy deviates
method to find the range of the resulting probability
P .

• General problem:

– we want to find the value y = f(x1, . . . , xn);

– we compute ỹ = f(x̃1, . . . , x̃n) based on the esti-
mates x̃i ≈ xi.

• Since x̃i 6= xi, the estimate ỹ = f(x̃1, . . . , x̃n) is differ-
ent from the actual value y = f(x1, . . . , xn).

• Problem: estimate the uncertainty ∆y
def
= ỹ − y.
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12. Propagation of Probabilistic Uncertainty

• Fact: often, we know the probabilities of different val-
ues of ∆xi.

• Example: ∆xi are independent normally distributed
with mean 0 and known st. dev. σi.

• Monte-Carlo approach:

– For k = 1, . . . , N times, we:

∗ simulate the values ∆x
(k)
i according to the known

probability distributions for xi;

∗ find x
(k)
i = x̃i −∆x

(k)
i ;

∗ find y(k) = f(x
(k)
1 , . . . , x

(k)
n );

∗ estimate ∆y(k) = y(k) − ỹ.

– Based on the sample ∆y(1), . . . ,∆y(N), we estimate
the statistical characteristics of ∆y.
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13. Propagation of Interval Uncertainty

• In practice: we often do not know the probabilities.

• What we know: the upper bounds ∆i on the approxi-
mation errors ∆xi: |∆xi| ≤ ∆i.

• Enter intervals: once we know x̃i, we conclude that the
actual (unknown) xi is in the interval

xi = [x̃i −∆i, x̃i + ∆i].

• Problem: find the range y = [y, y] of possible values of
y when xi ∈ xi:

y = f(x1, . . . ,xn)
def
=

{f(x1, . . . , xn) |x1 ∈ x1, . . . , xn ∈ xn}.

• Fact: this interval computation problem is, in general,
NP-hard.
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14. Linearization

• In many practical situations, the errors ∆xi are small,
so we can ignore quadratic terms:

∆y = ỹ − y = f(x̃1, . . . , x̃n)− f(x1, . . . , xn) =

f(x̃1, . . . , x̃n)− f(x̃1 −∆x1, . . . , x̃n −∆xn) ≈
c1 ·∆x1 + . . .+ cn ·∆xn,

where ci
def
=

∂f

∂xi
(x̃1, . . . , x̃n).

• For a linear function, the largest ∆y is obtained when
each term ci ·∆xi is the largest:

∆ = |c1| ·∆1 + . . .+ |cn| ·∆n.

• Due to the linearization assumption, we can estimate
each partial derivative ci as

ci ≈
f(x̃1, . . . , x̃i−1, x̃i + hi, x̃i+1, . . . , x̃n)− ỹ

hi
.
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15. Linearization: Algorithm

To compute the range y of y, we do the following.

• First, we apply the algorithm f to the original esti-
mates x̃1, . . . , x̃n, resulting in the value ỹ = f(x̃1, . . . , x̃n).

• Second, for all i from 1 to n,

– we compute f(x̃1, . . . , x̃i−1, x̃i + hi, x̃i+1, . . . , x̃n) for
some small hi and then

– we compute

ci =
f(x̃1, . . . , x̃i−1, x̃i + hi, x̃i+1, . . . , x̃n)− ỹ

hi
.

• Finally, we compute ∆ = |c1| ·∆1 + . . .+ |cn| ·∆n and
the desired range y = [ỹ −∆, ỹ + ∆].

• Problem: we need n+1 calls to f , and this is often too
long.



Formulation of the . . .

Simplest Case: . . .

When Components are . . .

Interval Uncertainty

Fuzzy Uncertainty

Interval Uncertainty: . . .

Case of Few Non- . . .

The Problem is NP- . . .

Case of Narrow . . .

What If We Do Not . . .

Home Page

Title Page

JJ II

J I

Page 17 of 25

Go Back

Full Screen

Close

Quit

16. Cauchy Deviate Method: Idea

• For large n, we can further reduce the number of calls
to f if we Cauchy distributions, w/pdf

ρ(z) =
∆

π · (z2 + ∆2)
.

• Known property of Cauchy transforms:

– if z1, . . . , zn are independent Cauchy random vari-
ables w/parameters ∆1, . . . ,∆n,

– then z = c1 · z1 + . . . + cn · zn is also Cauchy dis-
tributed, w/parameter

∆ = |c1| ·∆1 + . . .+ |cn| ·∆n.

• This is exactly what we need to estimate interval un-
certainty!
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17. Cauchy Deviate Method: Towards Implemen-
tation

• To implement the Cauchy idea, we must answer the
following questions:

– how to simulate the Cauchy distribution; and

– how to estimate the parameter ∆ of this distribu-
tion from a finite sample.

• Simulation can be based on the functional transforma-
tion of uniformly distributed sample values:

δi = ∆i · tan(π · (ri − 0.5)), where ri ∼ U([0, 1]).

• To estimate ∆, we can apply the Maximum Likelihood
Method ρ(δ(1)) · ρ(δ(2)) · . . . · ρ(δ(N))→ max, i.e., solve

1

1 +

(
δ(1)

∆

)2 + . . .+
1

1 +

(
δ(N)

∆

)2 =
N

2
.
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18. Cauchy Deviates Method: Algorithm

• Apply f to x̃i; we get ỹ := f(x̃1, . . . , x̃n).

• For k = 1, 2, . . . , N , repeat the following:

• use the standard RNG to draw r
(k)
i ∼ U([0, 1]),

i = 1, 2, . . . , n;

• compute Cauchy distributed values
c
(k)
i := tan(π · (r(k)i − 0.5));

• compute K := maxi |c(k)i | and normalized errors

δ
(k)
i := ∆i · c(k)i /K;

• compute the simulated “actual values”
x
(k)
i := x̃i − δ(k)i ;

• compute simulated errors of indirect measurement:

δ(k) := K ·
(
ỹ − f

(
x
(k)
1 , . . . , x

(k)
n

))
;

• Compute ∆ by applying the bisection method to solve
the Maximum Likelihood equation.
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19. Important Comment

• To avoid confusion, we should emphasize that:

– in contrast to the Monte-Carlo solution for the prob-
abilistic case,

– the use of Cauchy distribution in the interval case
is a computational trick,

– it is not a truthful simulation of the actual mea-
surement error ∆xi.

• Indeed:

– we know that the actual value of ∆xi is always in-
side the interval [−∆i,∆i], but

– a Cauchy distributed random attains values outside
this interval as well.
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20. What If We Do Not Assume Independence:
Exact Methods

• It is sufficient to describe 2n prob. of atomic statements

Aε1
1 & . . . &Aεn

n , w/εi ∈ {−,+}, A+ def
= A, A−

def
= ¬A.

• These probabilities add up to 1.

• Each value P (Ai) and the desired value P can be de-
scribed as a sum of some such probabilities.

• So, the problem of finding the range of P becomes the
particular case of linear programming (LP) problems:

– find min (max) of a linear function

– under linear constraints.

• For n = 2, we have P++ = P (A1 &A2), P+− = P (A1 &¬A2),
P−+ = P (¬A1 &A2), P−− = P (A1 &A2).

• They satisfy constraints P++ + P+− + P−+ + P−− = 1,
P++ + P+− = P (A1), and P++ + P−+ = P (A2).
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21. Heuristic Approximate Methods

• For large n, this method requires an unrealistically long
time ∼ 2n.

• In principle, we can use technique similar to straight-
forward interval computations:

– we parse the expression F , i.e., represent it as a
sequence of simple boolean operations, and

– replace each computation step with corresponding
operations with probability ranges.

• At each stage, we keep the bounds on the probabilities
P (Fj) of the corresponding intermediate formulas.

• The problem: we ignore the dependence between the
intermediate results Fj; hence intervals grow too wide.

• For example, the estimate for P (A ∨ ¬A) computed
this way is an interval containing the correct value 1.
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22. Heuristic Approximate Methods (cont-d)

• A more accurate algorithm: at each stage,

– besides the bounds on the values P (Fj),

– we also compute the bounds for the probabilities
P (Fj &Fk), P (Fj &¬Fk), P (¬Fj &Fk), P (¬Fj &¬Fk).

• For each new intermediate result Fa (e.g., Fa = Fb &Fc),
we add bounds for all combinations containing Fa:

P (Fa &Fk), P (Fa &¬Fk), P (¬Fa &Fk), P (¬Fa &¬Fk).

• To compute each of these probabilities,

– we use the known bounds on the probabilities of
combinations of Fb and Fk, Fc and Fk, Fb and Fc,

– get the desired bounds on the combinations of Fa

and Fk by solving the corresponding LP problem.

• In this linear programming problem, we consider, as
variables, 23 = 8 atomic probabilities F εb

b &F εc
c &F εk

k .
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23. Heuristic Approximate Methods (cont-d)

• At the end, we get an interval P̃ ⊇ [P , P ].

• For s intermediate steps, we now need s2 estimations
instead of s.

• As a result, we get more accurate accurate, with smaller
“excess width” for the resulting enclosure.

• For example, the probability P (A ∨ ¬A) is estimated
as 1.

• To get an even better accuracy, we can compute prob-
abilities of all possible combinations of three results:

Fi, Fj, and Fk.

• In this case, computation time grows as s3 but the
resulting enclosure is even more accurate.

• Similarly, we can have combinations of fours, fives, etc.
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