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1. Need for Processing Data in Statistical Databases

• Often, we collect data for the purpose of finding possi-
ble dependencies between different quantities.

• For example, we collect medical information about the
patients to find out:

– which factors affect different illnesses;

– which factors affect the success of different cures.

• The resulting collection of records ri = (ri1, . . . , rip),
1 ≤ i ≤ n, is known as a statistical database.

• Statistical methods are used to look for possible de-
pendencies.

• Most such methods use mean, variance, covariance,
and correlation.
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2. Need for Privacy Protection

• In many real-life situations, e.g., in medicine:

– it is necessary to process data

– while preserving the patients’ confidentiality.

• Idea: replace the exact values with intervals that con-
tain these values.

• For example, only check whether age is, e.g., between
10 and 20, or between 20 and 30, etc.

• In general, for each of p variables xi, 1 ≤ i ≤ p,

– we fix thresholds ti,1 < ti,2 < . . . < ti,ni
(e.g., 0, 10, 20, 30, . . . , for age), and

– replace each original value xi with the range [ti,k, ti,k+1]
that contains this value.

• For example, age of 19 is replaced by [10, 20].
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3. Need to Process Corresponding Interval Data

• Different values vi from the intervals lead, in general,
to different estimates C(v1, . . . , vm).

• Thus, it is necessary to compute the range of possible
values of these estimates:

C([v1, v1], . . . , [vm, vm])
def
=

{C(v1, . . . , vm) : v1 ∈ [v1, v1], . . . , vm ∈ [vm, vm]}.

• In general, the problem of computing this range is NP-
hard.

• However, for the privacy case, feasible algorithms are
possible, e.g., for covariance and correlation.
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4. Need to Go Beyond the Threshold-Based “In-
tervalization”

• In the above threshold-based “intervalization”, we re-
place each data point r = (r1, . . . , rp) with a box

b = [b1, b1]× . . .× [bp, bp].

• The narrower the box, the more accurate our estimates
of the corresponding statistical characteristics.

• But if boxes are too narrow, privacy is not protected.

• We need to guarantee that for some K, each box b con-
tains at least K records (this is called K-anonymity).

• Optimal division-into-boxes under this constraint does
not come from thresholds.

• For example, records with the same b1 may end up in
boxes with different intervals [b1, b1].
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5. Computing Upper Endpoints Cjk for Covari-
ance Reduced to Computing Lower Endpoints

• If we replace each value rik with its opposite r′ik = −rik,
then the covariance Cjk changes sign: C ′jk = −Cjk.

• So, if we replace each original interval [rik, rik] with its
opposite [−rik,−rik], then the range changes to

[C ′jk, C
′
jk] = [−Cjk,−Cjk].

• Hence C ′jk = −Cjk and Cjk = −C ′jk.

• Thus, if we know how to compute lower endpoints, we:

– compute the lower endpoint C ′jk for the modified
database, and then

– compute Cjk as Cjk = −C ′jk.

• Because of this reduction, we will only consider the
problem of computing the lower endpoint Cjk.
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6. Known Facts from Calculus: Reminder

• A function f(x) of one variable attains its minimum
on an interval [x, x]:

– either inside this interval,

– or at one of its endpoints x or x.

• If f(x) attains its minimum at x, then we should have
f ′(x) ≥ 0; otherwise:

– if we had f ′(x) < 0,

– then, for a small ∆x, we have f(x+ ∆x) < f(x),

– but f(x) is the smallest value.

• Similarly, if the function f(x) attains its minimum at
x, we have f ′(x) ≤ 0.

• If min is attained inside, we should have f ′(xmin) = 0.
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7. Applying These Facts to Covariance

• Covariance is Cjk =
1

n
·

n∑
i=1

(rij − Ej) · (rik − Ek), so

∂Cjk

∂rij
=

1

n
· (rik − Ek) and

∂Cjk

∂rik
=

1

n
· (rij − Ej).

• Thus, for the minimizing values rmin
ij and rmin

ik , we have:

– either rij < rmin
ij < rij and

∂Cjk

∂rij
= 0, i.e.,

rmin
ik = Ek;

– or rmin
ij = rij and rmin

ik ≥ Ek;

– or rmin
ij = rij and rmin

ik ≤ Ek.

• This enables us, once we know where Ej and Ek are,
to find where min is attained.
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8. Resulting Algorithm

• Given: a finite collection of B disjoint boxes ba =
[ba1, ba1]× . . .× [bap, bap], 1 ≤ a ≤ B.

• For each ba, we know the number na of records r ∈ ba.

• We want to compute Cij for given j and k.

• First, we sort all 2B j-endpoints baj and baj of all B
boxes into an increasing sequence Tj,1 < Tj,2 < . . .

• We form ≤ 2B “small” j-intervals [Tj,ij , Tj,ij+1].

• Then, we sort all 2B k-endpoints bak and bak of all B
boxes into an increasing sequence Tk,1 < Tk,2 < . . ..

• We form ≤ 2B “small” k-intervals [Tk,ik, Tk,ik+1].

• We form “small boxes” by considering all possible pairs
b = [Tj,ij , Tj,ij+1]× [Tk,ik, Tj,ik+1] of a small intervals.

• We analyze these small boxes one by one.
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9. For Each Small Box b, If (Ej, Ek) ∈ b

• If bj ≤ baj & bk ≤ bak, then rmin
ij = baj, r

min
ik = bak.

• If bj ≤ baj & bak ≤ bk ≤ bk ≤ bak, then rmin
ij = baj and

rmin
ik = bak.

• If bj ≤ baj & bak ≤ bk, then rmin
ij = baj, r

min
ik = bak.

• If baj ≤ bj & bk ≤ bak, then rmin
ij = baj, r

min
ik = bak.

• If baj ≤ bj & baj ≤ bk ≤ bk ≤ bak, then rmin
ij = baj and

rmin
ik = bak.

• If baj ≤ bj & bak ≤ bk, then rmin
ij = baj, r

min
ik = bak.

• If baj ≤ bj ≤ bj ≤ baj & bk ≤ bak, then rmin
ij = baj and

rmin
ik = bak.

• If baj ≤ bj ≤ bj ≤ baj & bak ≤ bk, then rmin
ij = baj and

rmin
ik = bak.
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10. Algorithm (cont-d)

• For the original ba0 containing b, the minimizing record
can be in one of the two opposite endpoints.

• This way, we get an expression for Cjk which is quadratic
in the number of values ma0 in one of the endpoints.

• We can easily find ma0 that minimizes this expression.

• The minimum over all small boxes is the desired Cjk.

• For each of O(B2) small boxes, we consider each of B
original boxes, so this algorithm take time O(B3).

• A similar algorithm works for weighted estimate

Cw
jk =

n∑
i=1

wi · (rij − Ew
j ) · (rik − Ew

k ), where

Ew
j =

n∑
i=1

wi · rij, Ew
k =

n∑
i=1

wi · rik.
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11. Computing Correlation ρ

• The Pearson’s correlation coefficient ρ describes the
degree of dependence between the inputs:

– if ρ ≈ 1 or ρ ≈ −1, there is a strong dependence.

– if ρ ≈ 0, there is no dependence.

• Under interval uncertainty, instead of a single value ρ,
we get an interval

[
ρ, ρ

]
of possible values.

• For positive values ρ, the upper endpoint ρ describes
to what extent it is possible that there is a dependence.

• For negative values ρ, the lower endpoint ρ describes
to what extent it is possible that there is a dependence.

• One of the main purposes of statistical databases is to
discover possible new dependencies.

• So, the most important endpoints are: ρ for ρ > 0 and
ρ for ρ < 0.
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12. Computing Correlation (cont-d)

• Good news: there is a feasible (O(n5)) algorithm for
computing ρ for ρ > 0 and ρ for ρ < 0.

• Problem: for n = 104 records, this means an unrealistic
amount of 1020 operations.

• The known ρ-algorithm considers possible quadruples
of vertices.

• In the privacy-motivated case, we have ≤ 4B vertices,
so we have O(B4) quadruples.

• Once the quadruple is fixed, we need to perform only
finitely many computations for each of B boxes.

• For each of O(B4) quadruples, we need O(B) compu-
tational steps, to the total of O(B4) ·O(B) = O(B5).

• This number of steps is still large, but much smaller
than O(n5).
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