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1.

Need to preserve privacy in statistical databases
e In order to find relations between different quantities,
we collect a large amount of data.

e Fxample: we collect medical data to try to find corre-
lations between a disease and lifestyle factors.

e In some cases, we are looking for commonsense corre-
lations, e.g., between smoking and lung diseases.

e For statistical databases to be most useful, we need to
allow researchers to ask arbitrary questions.

e However, this may inadvertently disclose some private
information about the individuals.

e Therefore, it is desirable to preserve privacy in statis-
tical databases.

Need to preserve. ..




Intervals as a way to. ..

2. Intervals as a way to preserve privacy in statis-
tical databases

e One way to preserve privacy is to store ranges (inter-
vals) rather than the exact data values.

e This makes sense from the viewpoint of a statistical
database.

e In general, this is how data is often collected:

— we set some threshold values t,...,ty and

— ask a person whether the actual value x; is in the
interval [to, 1], or ..., or in the interval [ty_1,tn].

e As a result, for each quantity x and for each person i:

— instead of the exact value x;,

— we store an interval x; = [z;, T;| that contains z;.

e Each of these intervals coincides with one of the given
ranges [to, t1], [t1,to], ... [tnv—1,tn]:




3. Need to estimate covariance and correlation un-
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der interval uncertainty

e One of the main objectives of collecting data is to find
correlations between different variables.

e A correlation p,, between two quantities x and y is

defined as: p,, = @; or =V Vi, 0y =/ Vy,
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e So, we need to find the range of Cy (1, ..., Tn, Y1, -+, Yn).




4.

Estimating statistical characteristics under in-
terval uncertainty: what is known

e General problem of interval computations: estimating
the range

f(xq, ..o xp) ={f(z1,...,2p) 1 X1 €EX1,..., Ty € Xy}
— of a given function f(z1,...,x,)

— on given intervals xq,...,X,.

e The need for interval computations comes beyond pri-
vacy concerns.

e Usually, data come from measurements, and measure-
ments are never absolutely accurate.

e Often, the only information about the measurement
error Ax; def T;—x; is the upper bound A;: |Ax;| < A;.

e So, the actual value z; is in the interval

X = |2;, Ti] = [T; — A, T + A

Possibility of. ..




5. Estimating statistical characteristics for privacy
case under interval uncertainty

Algorithm for. . .

o What is known:

— for the general case,

— the problems of computing the range of variance
and covariance are NP-hard.

o What is kEnown:

— for privacy case,
— the range of variance can be computed in polyno-
mial time.

e In this paper we show that:

— for privacy case,
— the range of covariance can also be computed in
polynomial time.




6.

Possibility of extending our results of the fuzzy
case

e An alternative way to preserve privacy is to have fuzzy
thresholds.

e This possibility goes beyond privacy preservation.

e We can provide reasonable estimates in terms of words
from natural language. In this case,

— for each 7, instead of an interval x;,

— we have a fuzzy number X; describing the corr. nat-
ural language word, with a membership f-n p;(z;).

e For C(xy,...,x,), Zadeh’s extension principle defines,
for fuzzy inputs Xy, ..., X, the fuzzy value

Y = C(Xy,...,X).

Resulting computation . . .




7. Possibility of extending our results of the fuzzy
case (cont-d)

e Zadeh’s extension can be expressed in terms of a-cuts

def

def
Xi(a) = {w; : pi(z;) 2 of and C(a) = {y : p(y) = a}. ———

e Specifically, for every a:
Cla) ={C(x1,...,2y) 171 € Xq(),..., 2, € Xp(a)}.

e Thus, for each o € (0, 1]:

— the corresponding a-cut C'(«)
— can be obtained by solving the corresponding inter-
val computations problem.

e Therefore, in the following paper, we only consider the
case of interval uncertainty.




8. Formulation of the problem

o Given:
e 1-thresholds téx) : tgx), Cee t%j;
e y-thresholds t(()y), tgy), NN t%j;
e 1 pairs of intervals (x;,y;) in which: el ishienionlo fE8

e cach of x; is one of the x-ranges [t,(f), t,(:le], and

e cach of y; is one of the y-ranges [téy), téﬁ)l].

e Compute: the range [C, ,,C,,] of possible values of

_:]j,y7

1 & 1
Cry = EZ(xz_Ex)(yz_Ey) = szzyz_ExEyy
i=1 i=1

where

=1 =1




9. Reducing computing C,, to computing Coy
e We need to compute both the maximum ijy and the
minimum C',

e When we change the sign of y;, the covariance changes
sign as well: Cyy(x;, —vi) = —Coy(4, yi).

L4 Thus) for the ra’nges) we get Cny (XZ) _yl) - _C.'Ey (X’l7 yl) Acknowledgments

e Since the function z — —z is decreasing:

— its smallest value is attained when z is the largest;

— its largest value is attained when z is the smallest. .
e Thus, if z goes from z to Z, the range of —z is [-Z, —z]. IR

e Therefore, Qxy(Xz‘, ~yi) = _6xy(xia Yi)-

e Thus, if we know how to compute C,, (x;,y;), we can
then compute Cyy(X;,y;) as Cuy (X, yi) = —Cy (X, —¥i)-

e So, we will now only talk about computing C', ,




10. Algorithm for computing C, : main idea

e We have N, possible z-ranges [t!"), ") .

k+1
e We also have N, possible y-ranges [téy), tgr)l].

e So, totally, we have N, - N, cells [t,(f), t,(jgl] X [téy), té?fl].
e In this algorithm, we analyze these cells ¢ one by one.

e For each ¢, we assume that the pair (E,, E,) corre-
sponding to the minimizing set (x;, y;) is contained in c.

e We then find the values (z;,y;) where, under this as-
sumption, the minimum of C,,, is attained.

e Based on these values x; and y;, we compute £, E,.
o If (E,, E,) € ¢, we compute the value C,.

e The smallest of the corresponding values C,, is the
desired minimum C', .




11. Possible position of intervals x; and y; in rela-
tion to the cell

e For cach cell [\, t,(:_jgl] x [tV téz_/gl] and for each i, there
are three possible positions for x;:

XY x; coincides with the cell’s z-range;
X7 x; is to the left of the x-range;
XT: x; is to the right of the z-range.

e Similarly, there are three possible positions for y;:

Y": y; coincides with the cell’s y-range;
Y ~: y; is to the left of the y-range;
Y *: y; is to the right of the y-range.

e So, we have 3 -3 = 9 pairs of options.




12. Selecting z; and y; at which C,, attains its min-
imum

For each cell ¢ and for each ¢, the minimum of €', under
the assumption (E,, E,) € c is attained:

e in case (X, Y7"): forz; =z; and y; =y ;

e in case (X*,Y"): for 2, =7; and y; = y ;

e in case (XT,Y"): for z; =7; and y; = Y

e in case (X, Y™): for z; = z; and y; = 7;;

e in case (X, Y"): for z; = z; and y; = 7;
e in case (X, Y"): for x; =7; and y; = 7;;
e in case (X%, Y): for z; = z; and y; = 7;
e in case (X°,Y"): for #; = 7; and y; = Y

(
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e in case (X", YV): for (z;,y;) = (zi,gi) or for (r;,y;) =




13. Implementation details

e For those ¢ for which x; X y; # ¢, we directly compute
the minimizing values x; and y;.
e For each ¢ for which x; X y; = ¢, we have two different
options: (2, yi) = (z;,y,) and (2, y;) = (Ti, 7).
e A naive implementation would require testing all 2M
combinations, where M is the number of such cells.
e Luckily, the value C,, does not change if we swap pairs
(i, vi)-
e So, the value C,, only depends on the number of ¢’s to
which we assign (z;,y;) = (2;,9,)-
e Thus, we can make computations efficient if, for each
integer m =0,1,2,..., M, we assign:
— to m 4’s, the values x; = z; and y; = Y., and
— to the rest, the values x; = 7; and y; = ;.




14. Resulting computation time of our algorithm

e For each cell, we perform M +1 < n computations C,,
— one for each option m.

. 1 < IR
e In general, computing F, = . Zl x;, by = o Zl Yis
i= i=

n

1 :
and Cy, = - Zl(x, — E,) - (y; — E,) takes time O(n).
1=
e However, each new computation differs from the pre-
vious one
— by a single change in > z; - y; and
— a single change in estimating E, ~ > x; and E, ~

Z?Ji-

e Thus, each new computation requires O(1), and so, for
each cell, the total computation time is O(n).

e So, for all N, - N, cells, we need time O(N, - N, - n).




15. Computation time: discussion

e Reminder: this algorithm takes time O(N, - N, - n).

e Usually, the number N, of x-ranges and the number
N, of y-ranges are fixed.

e In this case, what we have is a linear-time algorithm.

e Clearly, it is not possible to compute covariance faster
than in linear time:

— we need to take into account all n data points, and

— processing each data point requires at least one

computation.

e So, our algorithm is (asymptotically) optimal — it re-
quires the smallest possible order of computation time O(n).

e Comment: for general (non-privacy) intervals, the prob-
lem is NP-hard.




16. Computing C,,
e We use the fact that Cyy(xi,yi) = —C,,(xi, —i).-

e We form N, threshold values for z o —y:

) ==t ) = =) ) =)
e We then form N, z-ranges:
it ) 5], )

e Based on the intervals y; = [y ,7;], we form intervals
z; ==y ==Y —y,)-

e We apply the above algorithm for computing the lower
bound to compute the value C,, (x;, —y;).

e Finally, we compute C,, as Cyy(x;,y;) = —C, ,(Xi, =)




17. Toward justification of our algorithm: known
facts from calculus

e A function f(z) defined on an interval [z, T] attains its
minimum:
— either an internal point = € (z,T),

— or at one of its endpoints x =z or x = 7.

e If the minimum of f(x) is attained at an internal point,

then
af _

de
e If the minimum is attained for x = x, then

df

— > 0.
dr —

e If the minimum is attained for x = 7, then

df

— < 0.
dr —

0.




18. Let us apply these known facts to our problem

e In general, for the point (z1,...,2,) at which a func-
tion f(x1,...,x,) attains its minimum, we have:
0
—if x; = x;, then / > 0;
8:62-
0
—if x; = T;, then / < 0;
8:@-
0
—if z; < x; < T, then / = 0.
€T
oC. 1
e For covariance C,,, we have —~ = — - (y; — E,).
ox; n
e Thus, for the point (z1,..., 2y, y1,...,yn) at which Cy,

attains its minimum, we have:
—if z; = z;, then y; > E,.
—if ; = T;, then y; < E),.
—ifz, <z <7, theny; = E,.




19. Case of y; < E,

o Case: J; < L.
e Reminder:
—if z; = z;, then y; > E,.
—if z; = 7;, then y; < E,.
—ifz, <z <7y, then y; = E,.
e Since y; < Ey, and y; <7Y;, we have y; < Fj,.
e Thus, in this case:

— we cannot have z; = z;, because then we would
have y; > E),

— we cannot have z; < x; < T;, because then we
would have y; = E,.

e So, if y; < E,, the only remaining option is z; = ;.




20. Case of F, < Y.

o Case: b, < Y.
e Reminder:
—if z; = z;, then y; > E,.
—if z; = 7;, then y; < E,.
—ifz, <z <7y, then y; = E,.
e Since F, < Y, and Y, < i, we have F, < y;.
e Thus, in this case:

— we cannot have x; = ¥;, because then we would
have y; < E),

— we cannot have z; < x; < T;, because then we
would have y; = E,.

e So, if B, < Y., the only remaining option is z; = z;.




21. Casesof 7; < F, and E, < z;

e We have shown that:
—ity;, < By, then z; = T;
—if By <y, then z; = ;.
e We can similarly conclude that:
—if 7; < E,, then y; =7;;
—if B, < z;, then y; = Y,
e So, we can tell exactly where the min is attained if:

— the interval x; is either completely to the left or to
the right of F,, and

— the interval y; is either completely to the left or to
the right of F,,

o B.g., if7; < E, (x; to the left of E,) and E, < Y. (y; to
the right), then min is attained for x; = z; and y; = 7;.




22. Case when one of the intervals contains F, or
E, inside

e What if one of the intervals, e.g., x;, is fully to the left
or fully to the right of E,, but y; contains E, inside?

e For example, if T; < E,, this means that y; = ;.

e Since E, in inside the interval [gi,yi], this means that
gi S Ey S @ and thUS, Ey S Yi.

o If £, < y;, then, as we have shown earlier, we get

e One can show that the same conclusion holds when

e So, in this case, we also have a single pair (z;, y;) where
the minimum can be attained: z; = z; and y; = ¥,.




23. Case when (E,, E,) € c

e Where is the point (x;,y;) at which the minimum is
attained?

e Calculus shows that (x;,y;) is in the union U; of the
following three linear segments:
— a segment where z; = z; and y; > Ey;
— a segment where z; = ¥; and y; < E; and
— a segment where z; < z; < 7; and y; = Fj,.
e Similarly, (x;,;) is in the union U, of the following
three linear segments:
— a segment where y; = Y, and x; > FE,;
— a segment where y; =y, and x; < E,; and

— a segment where y. <y; <7y; and z; = E.

b SO? (xwyz) € Ul M U2 = {(gng% (fiayi% (EJH Ey)}




24. Case when (E,, E,) € ¢ (cont-d)
e We showed that in this case, the minimum of C,, is
attained at (z;,y,), (T, 7;), or at (B, E).
e Let us show that it cannot be attained at (E,, ).

e Indeed, let us then take a small A and replace z; = E,
with z; + A and y; = E, with y; — A. Then:

A A A? 1

e These equalities are easy to prove if we shift all the
values of z; by —E, and all the values of y; by —E,,.
e Indeed, such a shift does not change C,,,.

e The new value C;, is smaller than C,,, while we as-
sumed that C,, is minimal: a contradiction.

e Thus, in the case when (E,, E,) € ¢, the minimum can
be only attained at (z;,y.) or (%;,;).




25. Proof of correctness: final step

e We know that for minimizing vector (x1,...,Zn, Y1, .-, Yn),
the pair (E,, E,) must be contained in one of the N,-N,
cells.

e We have already shown that for each cell, if the pair
(E,, Ey) is contained in this cell, then the correspond-
ing minimizing values z; and y; — at which the covari-
ance C, attains its smallest value €', — will be as
above.

e Thus, the actual minimizing value will be obtained
when we analyze the corresponding cell.

e So, the desired value C,, will be among the values
computed by the above algorithm.

e Thus, the smallest of the computed values will be ex-
actly €',
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